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CTAHOBHUIIE
0T
I[OI_ICHT n-p vk, J{usiH HBaHoB JIuMUATPOB,

,z:[oueHT B I{aTe,upa [IBO Ha (baKyJITeT A, HBO 1 KI/IC“ Ha HBY ,,,B HeBCKH

>

rp IHyMeH yi.“K. HIKopHHJI“ 1

TEMa. ,,I/I3c.11ez[BaHe HA BB3MO)I(HOCTHTC 32 CHBMECTHO nplmomelme Ha

L 'myMoyCTommBO'ro Kozmpane 7] mm])pnpaﬂe B KOMYHHKAIHOHHHUTE cn(:TeMH
CaEi Hp CI[CTaBe H 3 a npw::o 6 MBaHe Ha 00OpPa3OB aTeHATa ¥ HAy4YHA CTEIIeH ,I[OKTOP o

- ;[oKTopCKa nporpaMa ,,Komynm«aunonnn Mpexm H CHCTeMH B 06JIaCT HA BUCIIETO

~ obpazoBanne 5. TeXHUYECKHM HAyKH, HpO(bGCHOHaJIHO HANIpaBJICHUE 53

1 AKTYA.JIHOCT HA PABPABOTBAHI/IH B J]I/ICEPTAIII/IOHHHH

- TPYI[ IIPOBJIEM

KozmpaHeTo 24 mmbpnpaﬂe HA HchopMaLmﬂTa ca B&?KHI/I CJIEMEHTH OT npoueca

Ha CH3IaBaAHETO M (byHKuHOanaHeTo HAa KOMyHHKauHOHHHTe Mpenm KOJ:[HpaHeTo e

o npouec Ha npeo6pa3yBaHe HA JAHHU B HOB (bopma'r KaTo C€ M3IO0JI3Ba HyGquHo '-

JIOCTBIIHa " CTaHI[apTHa CXEeMa, KaTo MI/IHI/IMI/ISI/Ipa rpemKHTe l'IpI/I npe)t[aBaHe Ha



T _.”III/I(bPOBI/I l];aHHI/I TOBa OCHprﬂBa HPIBO Ha IIOCTOBepHOCT Ha IPUETHUTE 6HTOBe o

HH(bopmauHﬂ qpe3 I[O6aB$IHe Ha KOHTpOJIHH OMTOBE 32 MPOBEPKA.

Ot ,upyra cTpaHa, mmbpupaﬂe'ro e TpoueC Ha npeo6pa3yBaHe HA JAHHH B

, _,,-‘!:‘*'Heqe'mM BI/I,[[ (CKpPIT TeKCT) KaTO Ce M3MOJI3Ba CJI0XKCH MaTeMAaTUIECKH aJITOPUTHM

cereTeH Kir04. [oBa ocnrypﬂBa Hau-eq)eKTHBHaTa samHTa cpemy Kn6epaTaKH I/I

KOanome'mpaHeTo Ha quHHTe T aHHMU. lemaraHeTo KAKTO Ha Konupaﬂe TaKa U HA

e I m H(l)pﬂp aHe yCIIOKHABA mpoleca Ha IIpeJaBaHe U o 6pa6 OTKa Ha HH( opmauuﬂ 5|

' HaMaABa CKOPOCTTA HA HEMHOTO npe):[aBaHe

AXTyalHOCTTa Ha MpeICTABESHM J:[ncep’raunonHHﬁT TPyA C aBTOP HHXK.

e r_-,jCTaHHMHp H’BpBaHOB nponsnma OT npez:monceﬁm“e HOBPI MOAXOOX 3a CHBMECTHO

o n3nonsBaHe HA IIIyMOYCTOI/I‘II/IBO KOMPaHe ) mH(i)pHpaHe loBa npe;:mara

G,D;HOBpeMGHHO BUCOKAa KpunrTorpadcka yCTOI/I‘II/IBOCT, ITYMO3aIIUTEHOCT H

o ‘Heo6x0J:mMaTa CKopOCT Ha NpeJaBaHe Ha urbOpMALATA 9pe3 ONTHUMATHO

R "HBIIOJISBaHe Ha B’BBMO)I(HOCTPITC Ha xapL[yepHI/ITe u codrlyepHHTe KOMITOHCHTH Ha

o 'BaKJIIoIIeHHe 6H6Jmorpa(1)nﬂ z[emapauﬂﬂ 34 OPUTMHAJIHOCT HA pe3YHTaTHTe H

- KOMyHHKaIIHOHHHTe CHCTeMH

2 KPATKA XAPAI{TEPI/ICTI/IKA HA JL[I/ICEPTAHPIOHHI/IH TPYI[

I[ncepTauHOHHmIT TPYQ € CprKTypHpaH KaKTO CJIe/(Ba: YBOJ, UCTHUPH TJIaBU M

. IIpHJIO}KeHHﬂ CIII/IC’bK’bT Ha aBTopCKHTe HyGJmKauml ca MOKAa3aHHU B ,uncepTauHOHHm

ek :prz[ ch(a I‘JIaBa Hpe,Z[CTaBJIﬂBa 0bocobeH eTaII OT pemaBaHus. np06JleM

o C’BOTBeTCTBa Ha JafeHa 3ajada (3agadm) u 3aB'bmea C M3BOJIM, KOUTO aKIIEHTUPAT

- B’bpxy HonyquHTe anHOCH HornquKaTa CB’BpBaHOCT MEXKIAY OTICITHUTE [JIaBU €

L -_ocplrypeHa U HOBBOJI}IBa ,ua ce I_[06He IJ;HJIOCTHa IIpeJicTaBa 3a HAyYHOTO nscnez[BaHe

B yBoz[HaTa 9aCT € O6OCHOBaHa aKTyaJIHOCTTa HA pasmemaﬂm Hp06JIeM Mca

z[e(bnﬂnpaﬂn ueJITa 7| 3a11atm're Ha I[I/IcepTaIII/IOHHI/Iﬂ Tpya. llocTtaBenure 3a1[aq1/1 ca

RO p eIJIeHI/I B OTJICJIHI/ITC I‘JIaBI/I Ha I[I/IC epTaI_[I/IOHHI/IH TpYI[

B IbPBA. rJIaBa € HanpaBeH aHalM3 HAa MNPUHIMIATC HA IOCTPOCHUE HA

‘ KOMyHI/IKaII;PIOHHI/ITe cuctemu. |llokazama e  3HaAaYMMOCTTa  Ha  TAXHATA



IyMOYCTOMYMBOCT. AHAIM3UPAHM Ca ChINO U U3BECTHHUTE TEXHOJOTHH 33 CHbEMECTHO

~ IaHHWTE IPH IMIyMOYCTOMIHBO KOJMPAHE. HampaBen € aHaM3 Ha CUMETPUYHUTE B =

- ACHMETPUYHHM aJITOPUTMH 32 mml)pnpaﬂe HaC’bo6meHHﬂTa, [IpEeaaBaHU 10 HE3AIMUTECH

- KaHalL HanpaBeHa e 06Iua XapaKTEePUCTHKA Ha 'KOHBOJIIOUMOHHHUTE U TypOo Komose,

R KOMyHHKaIIHOHHa CHCTEMa, OCHUIypPABAll CHBMECTHO I[[yMoyCTOPI‘IHBO Kozz[npaHe U

~ KaKTo ¥ Ha aJII‘OPPITMPITe 3a mudpupane.

B IpeTa TJIaBa € CHHTE3UpPaH MoOZEn 3a oOpaboTka Ha HH(bopMauHﬂTa B

o . 'I(OMyHI/IKaIII/IOH CH I{aHaJI o

O606meHH Ca TOCTHUTHATHTE p63yJITaTPI 1 ca npe;:wTaBeHH IIpI/IHOCI/ITC Ha

‘_ ,[[PICCpTaI_[I/IFITa

3 OHEHKA HA HAY‘IHI/ITE PE3YJITATI/I I/I HPI/IHOCI/ITE HA

Hay4ano npunoxaure npunocu ca dopmynupanu KOPEKTHO, TOYHO H }ICHO "

N C’BOTBeTCTBaT Ha HOKa3aH0T0 B JUCEPTALMOHHUA prz[



S BoeHHa 178 HpaBHTeJICTBeHa careJuTHa KOMyHHKaIlPIH (MILCOM), KOMYHHKaHH’I B

[IpencraBeny ca M YUCTO MPUJIOKHU MPUHOCA, KOSTO TOKa3Ba 1€ NPEACTABCHUTE

'MOJEJIM Ca peaJu3upaHu U ca 0e3CIIOpeH TPy A Ha JOKTOPAaHTa.

~ Tloxa3aHMAT MOAXOA Ha KoMOuHupaHo m3nwisane Ha RSA u AES anropurmu 3a
mudprupaHe € HM3MOJ3BAaH MOIAXOJ M TO3M IMPHUHOC IO ONpEeAeisM KaTo Hay4HO-

- nppmonceﬂ 3aI0TO KOM6HHPIpaHOTO mmbpupaﬂe Ce M3M0JI3Ba B MHOTO chepu, KaTto

,Z[’bJI6OKI/I$I KOCMOC HAa NASA BaHKOBn TpchaKunH mpe3 CaTCIUTHU TepMHHaHH

(VSAT) % ,Z[pyI‘I/I. M3noia3BaHeTo My 3a KOHerTHwI CHHTE3 HA KOMYHHKALMOHHHS

Sk KaHaJI ro TpaBH Haytmo npmm}lceH

HHTﬂpaHHTe HH(bopMauHOHHH I/IBTO‘IHI/II_II/I ca npeJ:[CTaBHTeJIHH OCHOBHATA 4acT

- caoT qymu aBTOPH U Ca OT IOCJICIHHTE I‘O,Z[I/IHI/I. [To4uTy BCUUYKHA MMAT OTHOIINECHUE

L e K’bM [ TeM aTa Ha ,uﬂcepTauHOHHHﬂ TPY .

OT IIOKa:saHHTe 3 ny6JmKa1mH HA I[OKTopaHTa BE ca B ChAaBTOPCTBO M €IHA

CaMOCTOHTeJIHa. Ennara 6.I/IHJICKCHpaHa- 8 SCOPUS. Bcuukure ca CBbpP3aHU C TEMATa

~ Ha ,z:[IchepTaunﬂTa

4 KPHTI/I‘IHI/I BE.JIE)ICKI/I I/I HPEHOP'[)I{I/I

K’bM ,Z[HcepTauHOHHHﬂ TPy A Morar aa ce HaﬂpaBﬂT CJI6£[HI/IT6 [1O-ChIECTBEHHU

 326€NeKKA U PETIOPHKH:

T HA MECT4a JIUIICBA HHTPIpaHe - Ha JHATCPATYPHHUTC N3TOYHHUIIA, KOHTO ca

' MB3IIOJI3BAHH, HAU-BEYE B IIbPBA U BTOPA TJIaBa;

- HE © MOKA3aHO KOHKPETHO MPEJUIOXKCHUE 33 NPHIONCHHUE HA CHHTE3MPAHUS

e I{OMyHHKaHPIOHeH KaHAJ B 0(1) ep aTa Ha CUT'ypHO crra u otOpanara. Tasu 3abenesxka

cnez[Ba na Ce OTYHUTA KATO npenop'bxa 3a 6'bzlema pabora.

5 3AI{JIIO‘IEHI/IE

Hocoqeﬂm‘e CJIa6OCTP[ B I[I/ICepTaI_II/IOHHI/IH TPYA HE HaMaJIﬂBaT H}IJIOCTHOTO :

'nonomm‘enﬂo BIICYATIICHHE 34 [peUTOKEHHA I[HCCPT&HHOHGH TPYA.



):[a,ueHaTa 00JIACT.

B Bamoqeﬂne I_UIJIOCTHaTa MA oueHKa ‘e, 4e QUCEPTALMOHHMA pr,u ce

xapaKTepHBHpa ChC 3az['bn60quH Hay 1HO- IIpI/IJIO}I(HI/I 5| HpPUIO)I(HH pE3yJITaTH.

[IpenBua Ha U3JI0XKEHOTO MIMaM OCHOBAHUETO 12 IIPEJUIONKA Ha YBa)KaeMOTO KypH

,ua npncum Ha I[OI{TopaHTa KanHTaH umxeHep CTaHuMUp XpHCTOB H’BpBaHOB

L *‘o6pa303aTeJIHaTa M HAyYHA CTeICH IIOKTop B 06JIaCT HA BHCILIETO 00pa3oBaHUE 5.

S I(oMyHnKauHOHHH MPEXH  CHCTEMH”

TGXHquCKH HAYKH, HpocbeCHOHaJIHO HaIIpaBJIeHHe 5.3 ,,KOMyHHKauHOHHa U

I(OMIIIOTBpHa TEXHHUKA I[OKTopCKa pmporpamMa 1O  JOKTOPCKAa  MpOrpama

-
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'OPINION
by Associate Professor Eng. Drlyan Ivanov D1m1trov PhD

Air Defense Department, Air Defense and CIS F aculty
Vasil Levski National Military University,

‘Shumen

of the dissertation work of Captain Engineer Stanimir Hristov Parvanov on the

- top1c "Investlgatlon of the possibilities for joint apphcatlon of n01se-res1stant

R ?codmg and encryptlon in communication systems" ‘presented for acquisition on

AR educatlonal and

scientific degree "Phllosophy Doctor" in doctoral program

"Commumcatlon N etworks and Systems n the field of hlgher education 5.

~ Techm C al S ci cnc es, Pro fe SS 1onal field 5.3.C ommum C at1 on and Computer Eng g ineering

1. RELEVANC K AN D SIGN IFICAN C E OF THE SC IEN TIFIC PROBLEM

o Informatlon encodmg and encryptlon are 1mportant clements of the process of '

e creatlng and operatlng commumcatlon networks. Encodll’lg is the process ofconvertlng '

- data 1nto a NEw format using a pubhcly avallablc and standard scheme, IIllIllIIllZlIlg

- errors mn the transmrssron of digital data. This prov1des a level on credibility on

B accepted bits of mformatron by addmg check bits for verification.

‘On the other hand, encryption is the process of converting data into an unreadable

- form (hldden text) usrng a complex mathematical algonthm and a secret kcy Thls



e, components of communrcatron systems.

o prov1des the most effectrve protectron agalnst cyberattacks and the compromise of '

p ers onal data The applrcatlon of both enc oding and encryption complicates the process -

of transmitting and process1ng 1nformatlon and reduces the speed of its transmission.

The relevance of the presented drssertatron stems from thc proposed new

R approaches for the Jornt use of norse-res1stant codmg and encryptron This offers
“ srmultaneously hrgh cryptographlc stabrhty and noise protectlon of 1nformatlon '-

transmlssron through optimal use of the capablhtles of the hardware and software

2. GENERAL CHARACTERISTICS
DISSERTATION ‘

'AND STRUCTURE OF THE

. The d1ssertatron is structured as follows mtroductlon four chapters, heads and

e conclus1on b1bhography, declaratlon of or1g1nahty of the results and applrcatlons The

~ list of the author 's publrcatrons 1S shown in the dissertation. Each chapter represents a

. separate stage of the problem be1ng solved corresponds to a given tasks and ends with

. R conclus1ons that emphas1ze the contrlbutlons recerved The logical connection between .

- the individual chapters is ensured and allows one to obta1n a comprehensrve plcture of |

_ the sclentlﬁc rcsearch

The 1ntroductory part Justifies the relevance of the problem under cons1deratlon '

and defines the goal and objectrves of the d1ssertatlon The tasks set are solved in the -
1nd1v1dual chapters of the d1ssertatlon ‘

i In ﬁrst chapter 1s ‘made analysrs of the pr1nc1ples of construction of
communlcatlon systems The 1mportance of their nolse 1mmun1ty 1S shown The known

technologlcs for the _]OlIlt use of noise-resistant codlng and encryption are also

BT :analyzed

Chapter The second systemat1cally descrlbes the maln stages of data processrng

1n norse - res1stant cod1ng An analysis of the symmetrlc and asymmetric algorlthrns
- for eIlCI'yptmg messagcs transmltted over an unprotected channel is made. A general

o character1st1c on convolutronal and turbo codes as well as the algor1thms for encryptlon '

. ' B



N In the third chapter, a model for 1nformatron processmg n a commumcatron _

‘ system is synthesized, providing joint norsc-res1stant encodmg and encryption of

information. A simulation model of the channel is developed with the addition of

“scramblers before the cncodin‘g device and arrangers after the decoding device. Each

o of the elements of the communrcatron channel is de scribed in detall

" In The fourth chapter justifies the practrcal apphcablhty of the synthesrzed model

o by prcsentmg the results obtamed from the research ot the proposed commumcatron -

The results and the contrlbutrons of the dis sertatlon are pre scntcd

3. CHARACTERISTIC S OF THE SCIENTIFIC RESULTS

The d1ssertatron is written 1n a scientifically style wrthout unnecessary

. 1nformatron The scientific termmology 1s used correctly. The mathematlcal apparatus

| used is correct and understandablc The proposed real architectures of the elements of

..the synthc s1zed communication channel are correct and accurate. The best re sults are

' achlcved with two parallel -connected mixing devices to the commumcatron model.

The scientific and apphed contrrbutlons are formulated correctly, accurately and

. - ! __clcarly and correspond to what 1s shown 1n the d1ssertatron

Purely apphcd contnbutlons are also presented which shows that the presented

- models have been 1mp1emcnted and are the und1sputed work of the doctoral student

Thc presented approach of combmed use of RSA and AES encryption a]gorrthms B

N 1s a uscd approach and I de ﬁne this contr1but1 on as scientifically apphed because

combmed encryptron 1s used 1n many areas, such as Military and Government Satellite

i o Commumcatlon (MILCOM) NASA Deep Space Commumcatlon Banking

Rt e trans actlons via satellite termmals (VSAT) etc. Its use for the specific synthe sis of the

communication channel makcs it scientifically -apphed '

‘The cited mformatron sources are representative, the majority are from forergn

o authors and are from rccent years. Almost all of them are relevant to the topic of the

- dlssertatron. ‘



- Ofthe 3 publications shown by the doctoral student, two are co-authored and one

1S independent. One 1s indexed m SCOPUS. All are related to the topic of the
dlssertatlon ' '

4, CRITICAL N OTES AND RECOMMENDATIONS

- The following more significant remarks and recommendations can be made
regardrng the dissertation:

- 1n places there is a lack of ortatlon of the llterary sources that were used

o espemally in the first and second chapters

- 1O spe01ﬁc proposal for the application of the synthesized comrnunlcatlon

- channel in the field of securlty and defense 1 1s shown This remark should be cons1dered

as a recommendation for future work.

5. CONCLUSION

S The 1nd10ated Weaknesses in the d1ssertatlon do not diminish the overall pos1t1ve

_ 1mpress1on of the proposed dissertation.

The proposed analyses cornputatlonal “algorithms, and architectures of

o synthesrzed models are Justlﬁed usetul, and cornplement s01ent1ﬁc achievements in

L the given ﬁeld

In conclus1on my overall assessment is that the dis sertation work is characterized

' by 1n-depth screntlﬁc and applled results
_ In v1ew of the above [ have reason to propose to the esteemed jury to award

* Captam Engmeer Stan1m1r Hristov Parvanov the educational and scientific degree

o B "PhD" in the field of higher education 5. Technical Sciences, the doctoral prograrn

B "Commumcatlon Networks and Systems".

24/08/2026 o  Member of thé scientific jury:

 Assoc. Prof, Dilyan Dimitrov PhD



