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Ha I[I/ICepTaHI/IOHHI/Iﬂ TPy Ha K-H MK, CTAaHUMUP XPUCTOB [TepBaHOB

‘HaTemMa ,,M3ciienBane Ha Bb3MOKHOCTHTE 32 ChBMECTHO MPIJIOKEHHE HA
IIIyMoyCTOH‘IHBO KOAUPAHE H mm])pnpane B KOMyHMKALUMOHHHTE
' CHCTeMH _ ‘

IIpel[CTaBGH 3a TOpUI0OHBAHE Ha 06p330BaT6JIHaTa M Hay4dHa CTEIeH
,,I[OKTOI) [0 JOKTOPCKa mporpama ,,KoMyHHMKAaIlMOHHY MPEKU Ml CUCTEMH'

1. AKTyaJIHOCT H 3HAYHMOCT HA pa3pa60TBaHnﬂ HAYy4Y€CH np06J1eM _
Pa3pa60TI<aTa Ha K-H HHX. CTaHHMHp Xpuctos IIbpBaHOB € HOCBETEHA HA €IHA OT

' HaH-aKTyaJIHHTe M 3HAQUUMH TEMH B 00jacrra Ha CbBPEMEHHHUTE KOMyHHKauHOHHH
 TEXHOJIOTHH — CbBMECTHOTO MIPHIIOMKEHHE HA IIIyMOYCTONYHBO KOJMpaHe A KPHOTHPAHE B

yCJIOBmITa HA pEalHH KOMYHHKAIMOHHU KaHAIIH, IIO,[[JIO}I{GHI/I Ha myM CMymeHHﬂ u
3JIOHaMepeHH BL3)16HCTBH$I '

ABTop'bT SICHO aprymeHTHpa H606X0,ZLPIMOCTTa OT NOmOOHH H3cnez[BaHHﬂ KaTo

ERLEERLE noz[tlep'r aBa. ,Hamume e HapacTBala HGOGXOI[ MMOCT OT H3IPaXJaHE€ HA CHIYPHH
' ‘ KOMyHHKaIIHOHHH CHCTEMH, CIIOCOOHM na 3aIUTABAT tIyBCTBHTeJIHaTa HHd)opMauHﬂ OT

HEOTOPHU3UPAH OOCTHII...  H ., llpenaBaHero Ha naHHM B peam—m KOMyHHKauHOHHH KaHATH
€ CBIPOBOJEHO C BB3ICHCTBHUE HA IITyM, CMYINEHHS U Ipeluku. Tesu MOTHBH Ca HAIIBIHO
CbOTBETHH HA CBHBPEMEHHUTE TEHJACHIMH B OTOPAHUTEITHHTE TeXHonorHH I{H6ep-

~ CHIPHOCTTa M KPUTHYHHTE KOMYHUKAUHUOHHH HHPPACTPYKTYPH.

AKTyasHOCTTA HA TeMara ¢ 6e3cn0pHa ThHU KaTo C’beeMeHHHTe BOCHHH,
TOJIMIEHCKH M aBapUHAHH KOMYHHUKAITMOHHH CHCTEMH PAOOTAT B YCJIOBUS HA AKTHBHHU
. XH6pPI}1HPI 3aIlIaxXH, €JICKTPOMAarHUTHY BB3JECUCTBUS M KuOeparaku. B mucepramusra ce

- pasraexaar peaiay cucremu kato TETRA, DMR, LTE/5G, kakto u cnenuduynn xaHama
¢ AWGN Raylelgh fading, koero moxasBa ABIOOKO pazbHWpaHe HA NMPAKTHUECKHTE

| YCIIOBHSL.

ChiecTByBamy paspa60TI<H M0 T€Mara UMa, HO T€ Ca OIPAHHYEHU [0 OTIEJTHH
ACIICKTH — HJIIA CaMO IIYMOYCTOHYMBO KOIUPAHE, WM CaMO KpHIOTHPaHe. ABTOPBT
l'IpaBPIJIHO OTOENA3BAa, Y€ HHTETPUPAHETO UM B €JUHEH MOJIEN € HENOCTATHYHO H3CJIe):[BaH0
" npeJ:LCTaBJIﬂBa Hay4yHa Hpa3HnHa ' '



~ cxopocr;

HOBOCTTa Ha TPyZa Ce IPOsIBABA B!

® JlOpa3BMBaHE Ha TEOpHATA Ha Typ60 KozmpaHeTo I1pe3 I[O6aBHHe Ha
pa36'prBaLuH YCTPOMCTBA,

® CHHTE3 HA MO,I[eJI KOHUTO eI_[HOBpeMeHHO OCHrypﬂBa BUCOKa KpunrTorpadcka
. BamHTa 1 ONTUMAJIHO OTHOIICHHUE CHTHAJI/IIIYM:; '

o ~ ®  CHUCTEMAaTH4Y€H CTAaTUCTHYECKH
| KOMyHHKauHOHHH MOLEIHA. ‘

- Ionoxwurenaure CTPAaHM BKJIIOYBAT $CHO CTPYKTYPUPAHH H3BOIH, OOOCHOBAHH
npenoptblcn u nocne,zIOBaTeJIHo H3rpaz[eHa JIOTHKA Ha U3CIIC{BAHETO.

Ha

aHaiu3 Ha 432 xkoHHTYyparuH

- 2. Onemca Ha HaqunTe peayJITaTn H NPHHOCHTE HA nucepTaHHOHHnﬂ

prn . _ _
. I[HcepTauHOHHHﬂT TPY I C’bﬂ;’bp}Ka SICHO (bopMyJIHpaHH HAy4YHH, HaquOIIpI/IJIO)KHH 7
[IPUIOXKHKA HPHHOCH, KOUTO Ca IPEICTaBEHH KaKkTO B JMCEpTAalMsATa, Taka ¥ B

aBTopedepara. _
Hayuynwu pe3yJ1Ta'm
ABTOI)’bT o . |
® J0pa3BHBa TeopHﬂTa HA Typ6O- KozmpaHeTo upe3 HHTErpUpaHe HA
'pa3sOBPKBAIIM YCTPOHCTBA, ‘ '

® Ipeijiara HOBH IIOAXOAM 32 CHHTE3 Ha TypOO KOIEPH C PasMYHA KOJOBH

e aHaJIH3Hpa BJIHHHHeTO Ha pastqHH BI/I,Z[OBG KpHHTHpaHe BBPXY CKopOCTTa H
HaI[e}KI[HOCTTa Ha Ilpez[aBaHe '

l'e3n pesynraru mmar xapakrep Ha HOBOCT 34 HayKaTa TBbH KaTo KOM6PIHPIpaT z:[Ba

OTJIEIHH NpoIIeca — KOJAUPAHE U KpPHOTHPaHE — B eI[I/IHEH AIITOPATMHUYCH 3aMHCHIT.
o Hayqﬂo-npl/momnn NPHHOCH

- pa3paboreH € CPIMyJIaHHOHeH MOI[GJI B MATLAB BKJIIOtlBam Bcntncn
eJIeMeHTH Ha KOMYyHUKAITHOHHHUS KaHAJ, '

- ® TIPOBEJICHU ca MaIa0HH CHMyJIaAK (432 KOH(bHrypauHH) KOHTO IIOBBOJIHBaT
O66KTHBHa OLICHKA HA MOBEIECHHUETO HA CHCTEMATA,;

® IPENIOKEHU Ca ONTUMAJIHH KOH(bHrypaupm c IBa HHTEPIUHBBPA, KOHUTO

U "npeBL?,XOH{I[aT 0a30BUTE MOEIIH.

IIpu.nomnu IIPUHOCH

® MOZJEIBT MOXe 1a ObJe M3NON3BAH B PEATHH KOMyHHKaIIHOHHH CHCTEMHU HA
' MO MBP H z[pym CTPYKTYPH, ‘ ' '

KOMYHHKAITAOHHHUTE cneuHaJIHCTH
' ABTOPCKO y4acTHe

ABTOp’bT ,ueMOHCTpHpa BHCOKAa CTEIICH HA CaMOCTOﬂTeJIHOCT
- ®  BCHYKH CHMYJIALMHK €A PA3padOTEHH U U3IBIHEHH OT HETO;




® AHAIU3UTE Ca 3abI0OYCHU Y apPIYMEHTHPAHH,

IIPUHOCHTE Ca SICHO (bophaynupaﬁn U nomcpenelm C PE3YyJITAaTH.

- Iy0aukauuu :

[IpencraBenu ca 3 Hy6JmI<auHH BKmoanenHo

® JOKJIAIU B MEXKIYHAPOIHH KOH()EPEHIUH; -

e enHa TyOJIMKALUsl, WHIEKCUPAHA B SCOPUS, k0€eTo € CHIIEH HHAUKATOP 3a

- Memnyﬂaponﬂa BUJITAMOCT.

I Polar codes KOMUTO ca Boaemu B 5G.

" TIpoBepka 3a OPUrHHAJHOCT S ‘ .

Noknamer ot  StrikePlagiarism  mokasa: KC1=3.02%, KC2=1.52 %,
K11 = 0.56 %, K0eTO € M3KJIFOUATEITHO HUCKO U CBHIACTEJICTBA 32 OpPIFPIHaJIHOCT Ha TpyJa
¥ JMIICa Ha IIAarkaTcTBo. - ' '

3. KpHTH‘IHH OeSIemKH
TpyaeT € usocTeH U Ao0pe CTPYKTYPHPAH. Bce mak MOraT 1a ce OTOemexar
HSKOJIKO MIPEHIOPBKH.

B Hsaxom yacTm OM MOIJIO Ja Ce pa?,meH CPABHUTEIIHUST aHAIH3 C LDPCnun

A -~ B 6paemu pa3paboTKu MOXKE J1a Ce BKHIOqH ¥ aHAJIU3 Ha KBaHTOBO-yCTOHqHBH
KpI/Il'ITOI‘pa(bCKH AJITOPUTMH. .
' ¢ Uacr or rpadwuHHUTE EIEMEHTH MOTar Ja ObaaT OPOPMEHH NO-CIHOTHIIHO 32

1o-100pa BH3yajHa KOHCUCTEHTHOCT.
Tesu Oenexxkn HE HaAMansdBaT CTOMHOCTTA HA TPyZAd, a O4Y€pTaBAT €CTECTBEHH

o :HaIIpaBJIGHI/I}I 3a 6B,I[6HIO PasBHTHE.

4. JakarovueHue . , .
_ [IpecTaBEHMAT AMCEPTANHOHEH TPYJ € 3aBLPIICHO HAyYHO H3CIIEJBAHE, KOCTO
| OTI‘OBapH HA BCHYKH H3UCKBAHUA 32 MpHUaOOWBAaHE HA 06pa30BaTeJIHaTa 51 Haqua CTEIECH

o ,JIOKTOp O HAYYHA CIEHHUATHOCT ,,KOMYHHKAIIHOHHA MPEXKHU H CUCTEMH .

"TpyABT € aKTyalleH, OPUTMHAIEH, HAy9YHO OOOCHOBAH M NPAKTUYECKH [IPHITOMHM.
ABTOP’BT EMOHCTPHpA 3a[BbJIOOUYCHH 3HAHHS, AHATUTHYHE YMEHHS M CIOCOOHOCT 32
CAMOCTOSTEIHA HayqﬂomcneILOBaTencxa padora.

5 .uemca HA Imcep'ranmmﬂmi prz:( _

__ IIaBaM IOJIOKHUTEJHA OLICHKA HA I[PICGpTaHHOHHHH TPy U IIpeiaram HA MAar. HHXK.
CTaHuMHp XpucroB IIbpsanoB 1a Ob1e IPACHIEHA obpasoBarejiHaTa u Haqua CTEIICH
U JokTOop™ Mo IOKTOpCKa mporpama ,,I{omyHnKauHOHHH MPEXHA M CHUCTEMH , 00JIacT HA
BUCIIETO oOpa3zoBanme 5., TexHuueckn Haykd' , MPOPECHOHATHO HAMPABICHHUE

53, KomyHHKanuOHHA M KOMIIOTHPHA TEXHHUKA .
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OPINION )

by Assoc. Prof Adrlana Naydenova Borodzhleva, PhD
University of Ruse “Angel Kanchev”
on the dissertation work of MSc Eng. Stanimir Hristov Parvanov
on the topic “Research of the Possibilities for Joint Application of Noise-
_ Resistant Codmg and Encryption in Communication Systems”
subm1tted for the acqu1s1t10n of the educational and scientific degree “Doctor”
in the doctoral program “Communication Networks and Systems”

1. Relevance and significance of the developed scientific problem ‘ .
- The development of MSc Stanimir Hristov Parvanov is dedicated to one of the most

S relevant and significant topics in the field of modern communication technologies — the

joint application of channel (nmse—resmtant) coding and encryption 1n the conditions of real
communication channels, subject to noise, interference and malicious effects. .
- The author clearly argues the need for such research, emphasizing: “There is a

e .j‘_;:{grovvlng need to build secure commumcatlon systems capable of protecting sensitive
- information from unauthorized access...” and “Data transmission in real communication

channels is accompanied by the impact of noise, interference and errors.” These motives
are tully consistent with modern trends in defense technologles cyber—secunty and critical

- cornmumcatlon frastructures.

- The relevance of the topic is undeniable, since modern m111tary police and emergency

R communlcatlon systems operate in conditions of active hybrid threats, electromagnetic

impacts and cyberattacks. The dissertation considers real systems such as TETRA, DMR.
LTE/5G, as well as specific channels with AWGN and Rayle1gh fadtng, which shows a

deep understanding of practical conditions.
There are exasting developments on the topic, but they are limited to individual

EEE aspects — either only channel (noise-resistant) coding, or only encryption. The author

‘ correctly notes that their 1ntegrat10n into a single model 1s insufficiently studied and
represents a scientific gap. ‘
The novelty of the work 1s manlfested In.

fuxther development of the theory of turbo coding by adding scramblmo

dev1ces

. synthesm of a model that snnultaneously provides h1gh cryptograph1c
protectlon and optimal signal-to-noise rat10

Fs




e systematic statistioal analysis of 432 configurations of communication

T

I
’

" The pos1t1ve aspects include clearly structured conclusions, justified

- recommendations and consistently built loglc of the research.

2. Evaluation of the scientific results and contributions of the dissertation

- work. _ .
- The d1ssertatron work contains clearly formulated scientific, screntlfrcally apphed
and apphed contributions, Wthh are presented both in the dissertation and 1n the abstract.

Scientific results
~ The author - . -
- further develops the theory of turbo codlng by mtegratrng scrambling devices;

e  proposes new approaches for the synthesrs of turbo encoders with different

* code rates; _ _
o analyzes the 1nﬂuence of different types of encryptron on the speed and

reliability of transmission. . - _
' These results are New to screnoe as they oombme two separate processes — encodmg

. Scnentlﬁcally applled contnbutlons _
e asimulation model in MATLAB was developed, moludrng all elements of the

- communrcatlon channel;
e large-scale simulations (432 confrguratrons) were conducted, Wthh allow an

. Obj ectlve assessment of the system’s behavior;

- e optimal oonfrguratrons Wlth two interleavers were proposed Wthh outperform

the bas1c models.
Applled contrlbutlons o -
e the model can be used in real communication systems of the Ministry of

' Defense the Ministry of Internal Affairs and other structures,

o the results support the design of stable channels in conditions of noise and
interference; . .

- e the work has the potent1a1 for 1mplementatlon in the traming and pract1ce of

communrcatron spe01ahsts
Authorshlp L
The author demonstrates a hrgh de gree of independence:

e all simulations were developed and performed by the author;
~ the analyses are thorough and well-reasoned,;
o the contrrbutrons are clearly formulated and supported by results.

Publlcatlons ,
3 pubhcatlons are presented including:

® papers at international conferences; .
e one publication indexed in SCOPUS, wh1ch is a strong indicator of
1nternatlonal %! 51b111ty - o




‘Originality check ' - o
The report from StrikePlagiarism shows: KCI1=3.02%, KC2=152%,
KII = 0.56 %, which is extremely low and testifies to the originality of the work and the

~ absence of plagiarism.

3. Crltlcal notes

The work 1s comprehensive and well- structured. However, several recommendatlons
can be noted:

o In some parts the comparative analys1s could be expanded w1th LDPC and

SRRE PO lar CO deS Whlch aIe leadlng 111 5G

_ e In future developments an analys1s of quantum -resistant cryptographlc
algorlthms could be included.

- Some of the graphic elements could be des1gned more umiformly for better

- V1sua1 con51stency

‘These notes do not d1m1msh the value of the work but outhne natural directions for

 future development.

4. Conclusion
The presented dissertation 1s a completed s01ent1f1o research that meets all the

S requlrements for acquiring the educational and scientific degree “Doctor” in the scientific

~specialty “Communication Networks and Systems”.

The work 1s up-to-date, original, scientifically sound and practlcally apphoable The
author demonstrates 1n-depth knowledcre analytlcal skills and ability for independent

o research work

5 Evaluatlon of the dlssertatlon work

[ give a positive evaluation of the d1ssertat10n work and propose that MSc Eng
Stanimir Hristov Parvanov be awarded the educational and scientific degree “Doctor” i

~ the doctoral program “Communication Networks and Systems”, field of higher educatlon

5 “Technical Sciences”, professional direction 5.3. “Communication and Computer

- Engineering”.

e oeome. -  Member of the ] Jury:

Ruse ‘ . I /Assoc. Prof Adriana Borodzhleva PhD/



