PEINEH3USA

ot nipod. 1-p umx. [lersp KpacenoB bosHOB,
npodecop B Karezpa ,,KoOMyHUKaIlMOHHA U KOMITIOTbPHA TEXHUKA M TEXHOJIOTHHU 32
curypaoct, dakyaTeT 0 TeEXHUIECKU HayKu, IIlyMeHCKH yHUBEPCUTET ,,EnrcKon
Koncrantus [IpecnaBcku®,

Ha JUCCPTALMOHHUSA TPY /] Ha UHIK. CTaHI/IMI/Ip XpI/ICTOB H’BpBaHOB

Ha TeMa ,,/3ciieBaHe Ha Bh3MOXHOCTUTE 32 CbBMECTHO IIPUIOKEHUE HA
Iy MOY CTOYMBO KOJUpPaHE U MU(PUPAHE B KOMYHUKAIIMOHHHUTE CUCTEMHU,
IpejIcTaBeH 3a NpuIo0rBaHe Ha 0Opa3oBaTe/iHaTa U Hay4Ha CTEIEH ,,JJOKTOp” B
o6JacT Ha BuciIe oopa3zoBanue 5. ,, TexHuyecku HayKu“, Mpo(eCHOHAIHO
Hanpasienue 5.3. ,,KoMyHUKallMOHHA ¥ KOMIIIOTbPHA TEXHUKA™, 110 JOKTOPCKa
nporpama ,,KoMyHUKaI[MOHHU MPEKU U CUCTEMU .

1. AKTyaJIHOCT ¥ 3HAYHMOCT Ha pa3pa0oTBaHHsA Hay4YeH npodiem

JIcepTallMOHHUAT TPYA paslVIeKAa aKTyaleH M 3Ha4uM Hay4HO-IPHJIOXKEH
npo0JieM, CBhp3aH C MOBHIIABAHE HAa HAJEKJHOCTTA M 3alIUTaTa Ha MHPOpMALMATA B
ChBPEMECHHUTE KOMYHHMKALMOHHM CHCTEMH 4Ype€3 CBBMECTHO H3IOJI3BaHE Ha
Iy MOY CTOMYMBO Ko upaHe u mudpupane. IlocrapeHara 1e, cebp3ana ¢ paspaboTBaHe
HAa aIrOPUTMH, OCHIYpSBAallld €JHOBPEMEHHO BHCOKO OTHOINCHHE CUTHA/IIYM |
BHCOKA Kpurnrorpadcka 3aliuTa Ha IpeJaBaHUTE JaHHH, € SACHO (opMmyiupaHa u
CHOTBETCTBA Ha TEMaTUYHATa HACOYEHOCT Ha TpyJa. ABTOPBT aHaIM3Hpa
CBILECTBYBAIIH MOXO/H, Pa3paboTBa COOCTBEH MOJEN 32 ChbBMECTHO IPUIIOKC.IUE Ja
JIBETE€ TEXHOJOIMHM M TO IoJylara Ha EKCHEPUMEHTAIHO H3CJECABAHE IPHU pasInYHU
KOJIOBY CKOPOCTH, MOJIyJIALIMX 1 aJITOPUTMHU 3a JIEKOAHMpPaHe.

ChBILECTBEHO  IIOJOXKUTETHO KayecTBO Ha paspaboTkata €  IIMPOKMAT
eKCIiepuMeHTalleH 00XBaT, BKJIIOYBAlLl 432 pa3nnyHM KOHGUIypaluy Ha MOJIEIHTE,
KOETO II03BOJISIBA M3BBPIIBAHETO HAa OOOCHOBAH CpaBHUTENIEH aHalu3 U
GopMyJIHpaHeTO Ha H3BOJM OTHOCHO €(EKTMBHOCTTA HA MPEIIOKEHUTE PELICHHUS.
[Tony4yeHuTe pe3yiTaTd UMAT KaKTO TEOPETHYHA, Taka M IPaKTUYECKa 3HAYUMOCT M
JIONIPHHACIT 3a PA3BUTHETO HA M3CIe[BaHUATa B 00JacTTa Ha LIyMOYCTOWYMBOTO
KoJupaHe, Kpunrorpadckara 3alura M TAXHOTO HMHTCIPUPAHO MPUIOKEHHE B



KOMyHHMKallHOHHATE CHCTEMU. B Tasu Bpb3Ka oOLEHABaM pa3pabOTBaHUS HaydeH
1po0JieM KaTo aKTyaJsleH, 3HaYNM U C SICHO M3pa3eHa HayYHO-MPHIOKHA HACOYEHOCT.

2. O0ma XxapaKTepHCTHKA U CTPYKTYPa Ha JMCePTAIHOHHHS TPYA

JlucepralMOHHUAT TpyA € CIPYKTypHUpaH B YBOJHAa 4dYacT (MOTL3HM ~3a
pa3paboTBaHe, aKTyaJHOCT Ha Ipo0iieMa, L€l U IpeAMeT Ha Hay4YHHs TPYyJ, HaydHa
HOBOCT U NPAKTUYECKa I0JIE3HOCT), YETUPH OCHOBHU IJIaBU, U3BOJAM, IPUHOCH, CIIUCHK
Ha MyOJMKanuuTe, W3MOJI3BaHU CBbKpalleHus, Oubinuorpadcka cmpaBka u 13
npwioxkeHus. Yerupure TIJaBU ca TEMaTUYHO M JIOTUYECKHM OOBBp3aHH, Karto
IIOCJIE/IOBATENIHO Cca pasriieaHd IPUHIUIINTE HAa IIOCTPOCHUE HAa KOMYHUKAIIMOHHUTE
CHCTEMH, OCHOBHUTE TEXHOJOIMM 3a KOAMpaHe U WHUpUpaHe, CUHTE3BT Ha
NPEJIOKEHUs MOJENl U Pe3yJITAaTUTE OT HErOBOTO EKCIIEPUMEHTAIIHO H3CJIE/IBaHe.
TpynsT chabpka 28 tabmuy, 33 dopmynu u 58 ¢urypu. bposat Ha u3MON3BaHUTE
JIUTEepaTypHU U3TOYHULHM € 129, oT TaX 4 Ha KUpUIKIIA, a ocTaHanuTe 125 Ha naTUHUIA.

Ob6empT Ha JucepTallMOHHUA Tpyx € 138 crpanuiu 06e3 NPUIOKEHUATA.
[Tpunoxenusta ca ¢ o6eM ot 30 cTpaHuuu U cpAbpKaT copc konoBe (IIpunoxer a1
Nel,2,3,13), Tabauim ¢ noxydenu pesynrtatu (Ilpunoxenus Ned,5,6,7,8,9,11) u purypu
(ITpunoxenue Nel10,12).

Bb3 ocHOBa Ha M3BBPILICHNA aHAIU3 CYUTAM, Y€ AUCEPTALMOHHUAT TPy ChAbpXKa
CHILIECTBEHU HAYYHHU M HAYYHO-IIPUJIOKHHU PE3yNTaTH U CBUAETEICTBA 32 3abJI00UYEHA
TeOpeTHYHa IOJArOTOBKAa U  (OpMHpaHM CIIOCOOHOCTH 32  CaMOCTOSITEIHA
Hay4HOM3CJIeI0BaTeICKa JEHHOCT OT CTpaHa Ha KaHauaTa B 00JacTTa Ha JOKTOpCKara
nporpama ,.KomyHukanmoHHu Mpexu u cucremu“. Ilo cBoda obeM, cTpykTypa H
ChIbpKaHue pa3paboTKaTa OTroBaps Ha HOPMAaTUBHUTE U3UCKBAHUsA, pEerIaMeHTHPaHH
B 3aKOHa 3a pa3BUTUETO Ha aKaJeMU4HUs cbeTaB B Pemy6muka bearapus (3PACPB), 3a
npuoOuBaHe Ha 0Opa3oBaTeIHaTa U Hay4Ha CTEIEH ,,JOKTOp®.

3. XapakTepucTHKa Ha HAay4YHUTe M HAY4YHO-NPHJIOKHHTE IPHHOCH B
AUcepTANMOHHUS TPYA. /loCcTOBEpHOCT Ha MaTepHaJia

IIpuHocuTe B AMCEPTALlMOHHMA TpyA MoraTr jaa ObaaT kKiacuuIUpaHH, KaKTO
clie/iBa:

Hay4en npuHoc:

1. PazpaboteH e mojaxoza 3a IIyMOYCTOHYMBO MIM(pUpaHEe HAa KOMYHHKALUATA
NOCPEZICTBOM KOMOMHMpaHO u3noss3Bane Ha anroputmute RSA u AES (§ 2.3).

Hay4Ho-npu/I0KHH IPHHOCH:

1. AHajM3UpaHl M CUCTEMATU3MpaHM ca oIlepanuure Ha o0paboTka Ha
nHpopManuiaTa B CHELUAIU3MPAHUTE KOMYHHUKALMOHHM CHCTEMH, H3IOJ3LAHK B
bearapckata apmus, MOJUIMATA U [IPY 3aLUTa HA HACEICHUETO OT OEJCTBUS U aBapuH
(§1.1);

2. AHanu3upaHu ca M3BECTHUTE TEXHOJOIMU 3a CBHBMECTHO M3IIONI3BaHE Ha
IIyMOY CTOWYHMBO KoJupaHe u mudpupane (§1.2);

3. Cunte3npan e Mojen 3a o0paboTka Ha MHGpOpMaluATa B KOMYHHUKAIlMOHHA



CHCTEMA, OCHUTYpSBAalll CHBMECTHO IIyMOYCTOWYMBO KOJWpaHE M IMHM(pHpaHe Ha
uadopmarysTa (§3.2).

IIpu/10KHH NPUHOCH:

1. CuHTe3upaH € alrOpUTHhM 3a IeHepHpaHe Ha KIIOYOBE 3a acMMETpu4HO RSA
mudpupane B cpenara Ha MATLAB (§2.2);

2. PeanusupaH € alropuThbM 3a I€HEpHpaHEe Ha KIIOYOBE 3a cumeTpu4Ho AES
mudpupase B cpenara Ha MATLAB (§2.2);

3. CuHTe3MpaH € CHMYJAIMOHEH Mojel Ha 0a30B KOMyHMKAallMOHEH KaHai 0Oe3
pasObpKBaIK yCcTpolicTBa B cpefara Ha Simulink (§3.1);

4. CuHTe3upaH € CHMYJAlIOHeH MO/l Ha KOMYHHKAllMOHEH KaHall ¢ J[00aBeHO
eHO WM JB€ pa3OBPKBAIIO YCTPOHCTBO Ipeau TypOo KoJepa M IIOJPEKIAIIH
yCTpoiicTBa ciesl Typoo aekonepa (§3.2);

5. Peanusupan € MeTOJ 3a CHUMYJAIlMOHHO MOJEIMpaHe Ha KOMOMHHMpPaHOTO
nsnojissane Ha anroputMute RSA um AES B chueTanue ¢ IIyMOyCTOHYMBO KOAMpPaHE,
JI0Ka3Balll MPUIOKIMOCTTa Ha Pa3pabOTeHHs IMOJAXOJ IPU CHCTEMH C OrpaHUYCHU
pecypcu, KaTo Oe3nMUIOTHY Bh3AyIIHHM anapary, [oT ycrpoiicTBa u Jpyru yCTpOUCTBa €
BrpaJIeHd KOMYHHKAI[IOHHU Moy iu (§4.4).

4. OueHKa HA HAYYHUTE Pe3yJITATH H NPHHOCHTE HA JHCEPTAIMOHHHSA TPY

OCHOBHUAT HAy4eH pe3yJITaT Ha AUCEPTAlMOHHUA TPYJ € pa3pabOTeHHAT TOL¥ NI
32 MHTErPUPAHO TPUIOKCHUE Ha IITyMOYCTOHYMBO KOJUPAHE M KpunTorpadcka 3amura
ype3 komOuHupane Ha anropurmure RSA n AES. Hay4Ho-npusioxHuTe MpUHOCH ca
CBbp3aHM C aHaIW3a Ha ChHIUIECTBYBAIUTE TEXHOJOTWM, CHUCTEMATU3MPAaHETO Ha
npouecute Mo 00paboTka Ha MHGOpMAIMATAa M CHHTE3a HA MOJEN 32 MHTErpUPaHo
Koaupane W muppupase. IIpakTuyecka 3HaYMMOCT MMAT PaspabOTEHUTE arOPUTMH U
CUMyJIAIMOHHWTE MoJenu B cpejara Ha Simulink, KakTo H NPOBEICHOTO
€KCIIEPMMEHTAIHO W3CJIEIBAaHE Ha BIMAHUETO HA OCHOBHH IIapaMeTpU BBPXY
CHOTHOIICHUETO CUTHAI/IIYM.

ABTOPCKOTO ydYacTHe B IIOJy4aBaHETO Ha pPE3yJITaTUTE € sICHO IPOCIEANMO,
IOpajy KOETO PpEIEH3EHTHT IpHUEMa IOCOYEHHMTE IIPUMHOCH KaTo JIMYHO M0 Ha
nucepranta. Ilpu mpoBepkaTa Ha JUCEPTAlMOHHMA TPyJH U IyOIMKauuuTe HE ca
YCTaHOBEHM JIaHHH 32 IUIarHaTCTBO, KOETO CE MOTBBPIKIaBa U OT MPEICTaBCHUS JOKIaN
ot StrikePlagiarism.

5. Onenka Ha My0JIMKALMHUTE 10 AUCEPTALUATA H ABTOPCTBOTO

BB Bpb3Ka C JUCCPTALMOHHUS TPYJ KaHIMAATBT € MPEACTaBWI OOIIO TpH
1y OJIMKaLKN:

- 1 camocTosATENEH OKIA, MPEACTAaBEH Ha MEX/yHapo/JHa HayuyHa KOH(pEpeHIHs
B Ip. Pesekne, JIaTBUs, KaTO M3AaHUETO HA TO3M HOPYM € HHICKCHPAHO B SCOpus;

- 1 mokian, pa3paboTeH ¢ JBaMa CbaBTOPH, IIPEJCTABEH HA MEXK/IyHApOIHa HayYHA
KoH(epeHnus B bparapus;

- 1 crarus, paspaboTeHa ¢ TpUMa ChAaBTOPH, IyOJIMKyBaHa B Hay4YHH TPYIOBE Ha



Pycenckus ynusepcurer.
IIy6ukanoHHaTa akTUBHOCT Ha aBTopa B mepuoja 2022-2024 r. e gonpunecia
32 MpPEACTABIHETO U MOIYJSAPU3UPAHETO HA PE3YINTATHTE OT JUCEPTALMOHHHS TPY.
IIpeJl Hay4yHaTa OOIHOCT. ;
KbM MOMEHTa Ha pEIEH3€HTa HE Ca M3BECTHU LUTHPAHUS HA PE3YJITATHTE OT
M3CJIE/IBAHETO B IUCEPTALIMOHHMS TPy Ha MHXK. Ctanumup XpuctoB [IspBaHOB.

6. JInTepaTypHa 0CBeIOMEHOCT H KOMIIETEeHTHOCT Ha JOKTOPAHTA

Ilpn pa3paboTBaHETO Ha JUCEPTALMIOHHUSA TPYJ € U3MOJ3BaHA akKTyajlHa H
TeMaTHUYHO MOJXO/sIa HayyHa JIMTEpaTypa, BKIIOYBAIla MOHOTpaduu, Imy6IuKau B
MEX/IyHApOJHU CHENUAIU3APAaHU H3JAHUSA, €JIEKTPOHHU PECYypCH M HaydyHH 0asu
JaHHYU. V3TOYHMIIUTE ca KOPEKTHO MOCOYEHH M LIUTUPAHH B TEKCTa, KOETO ITOKa3Ba, 4e
JOKTOPaHTHT NIPUTEKAaBa HEOOXOIUMHUTE 3HAHUA, YMEHUS U KOMIIETEHTHOCTH 3a paboTa
ChC CHeLUaTu3upaHa HayyHa JUTepaTypa.

7. Ouenka 3a apTopedepara

ABTOpedepaThT KbM JUCEPTALMOHHMA TPy € B 00eM OT 45 CTpaHUIM U OTpa3siBa
HAIlBJIHO CBHABPKAHUETO HA JUCepTalusATa M CHOTBETCTBA HA M3UCKBAHUATA Ha
3PACPD u IIII3PACPB.

8. Kpurn4Hu 0eJ1e:KKH

K®M npeacraBeHus qucepranyoHeH TpyJ MoraT Ja 0bJaT OTIpaBEHH HAKOM IIO-
CBIIECTBEHH 3a0€JIEKKHU U IPEIOPHKH.

IIbpBo, mpu 3HAYUTENHA 4YacT OT H3IOJA3BAHUTE JHUTEPATYPHH H3TOUHHUIIH
oubnuorpadckuTe JAHHU HE Ca IPEJCTABEHU B IIBJIEH BUJ, KOETO 3aTPyIHABA 1.AXH( [0
OTKpHBaHE M IpoBepKa. IIpy eleKTpOHHUTE U3TOYHULIU CHIIO € HeoOXoauMo aa Obje
II0COYBaHa Aarara Ha JocTsl 1o cpoTrBeTHUS URL anpec.

Bropo, B aucepTalMOHHHMA TPyJ Ce€  CpemiarT OTJeNHH  TpaMaTH4HH,
IyHKTYaIlMOHHY ¥ IIPAaBOIIMCHYU I'PEIIKY KOMTO OuXa Moriu Ja ObAarT OTCTpaHEHH IpH
nocineasama pegakuys. Ha crp. 4 m 117 or aucepraumoHHMs TpyJ Ja c€ KOpHUrupa
U3IMCBAHETO Ha OOLIUTE U3BOIU.

Tpero, Ha cTtp. 2 B aBropedepara Aa ce Kopurupa Oposi Ha IMyOJIHMKALUUTE,
CBBp3aHH C AUCEPTALUOHHUS TPy Ha 3.

YerBBpTO, 12 C€ KOPUTHPA HOMEPALMATA HA U3IOJ3BaHUTE (POPMYJIH BHB BTOpA
rj1aBa OT JUCEPTALlUOHHMS TPY .

IleTo, pelleH3eHTHT NPEnopbyBa B ObjIeNIaTa CH Hay YHOM3CIIEA0BaTeICKa IeHHOCT
JOKTOPAHTHT Ja yBEIUYM ITyOJMKALMOHHATa CH AaKTHBHOCT HAa aHIIMHCKH €3MHK,
BKJIIOUYUTEJIHO 4Ype3 IyOlIMKyBaHE€ Ha HAy4YHM CTaTUM B CIHMCAHUSA, BKJIIOYEHH B
MEXyHapOoIHO NIpu3HaTUTe HayyHu 0a3u fanHu Scopus U1 Web of Science.

ITocouenute 3abene:KKu U NPENOPHKU HE HaMaJsABaT MOJIOXKHUTETHATA MU OICHKA
3a JAuMcepTaluMoHHUA Tpy[d. Te MMaT NmpeJuMHO Haco4Balll XapakTep U He TPOMEHAT
001110TO MM MHEHHME 3a pa3paboTKaTa KaTo JoOpe CTPYKTYpUpPAHO HAYYHO U3CIIEBAHE C



INIOCTUTHATH 3HAYMMHA HAYYHU PC3YJITaTH.

9. JInyHu BHeYyaT/IeHHsl M APYrH BBIPOCH, 10 KOUTO pPelleH3eHThT CUHTA, Ye
cjeJBa [Ja B3eMe OTHOLIEHHe

He no3naBam ymmyHO nokropaHta MHX. Ctanumup XpuctoB IIppBaHOB, mopaau
KOETO OIICHKaTa MU 3a HEroBaTa Hay4YHOMS3CIIEJOBATENICKa JACHHOCT € GopMHpaHa Bb3
OCHOBA Ha MPEJCTaBEHUTE 110 IIpolieypaTa MaTepuald. AHAIU3BT HA JUCEPTALMOHHUSA
TpyHa, OyOnukanuure U aBroOuorpagusATa My IIOKa3Ba, 4Y€ TOH IpHUTeXaBa
Heo0Xo/MMaTa TEOPETUYHA MOATOTOBKA, IPAKTUYECKH YMEHUS 1 MPO(ECHOHAICH OTAT
3a OCBINECTBSABAHE Ha CAMOCTOSTE/IHA HAYYHOM3CJIE0BATENICKA JJEHHOCT U 3a PEIIaBaHe
Ha HAyYHO-IIPUJIOKHU U NH)XEHEPHHU 3a/1a4U.

10. 3ak/r04enue

Cnen kaTo ce 3alo3Hax ¢ JUCEpTallMOHHUA TPYyH, aBTopedepaTa U MPHIOKEHHUTE
KBM Tporieaypara matepuanu Ha uHK. Cranumup XpucroB IIbpBaHOB, ¥ Bb3 OCHOBA Ha
HAIlpaBeHUs I10-TOPE aHaJIM3, CUUTAM, Y€ IPE/ICTABEHUAT Hay4eH TPyl ChOTBETCTBA Ha
HOpPMAaTHBHO YCTaHOBEHUTE WM3MCKBaHMs Ha wi. 27 oT [lpaBuiHMKa 3a mpuiaraHe Ha
3aKoHa 3a pa3BUTUETO HA aKaJeMUYHMs ChCTaB B Peny6imka bearapus.

11. Ouenka Ha AMcePTALMOHHUSA TPY/

BB3 ocHOBa Ha U3I0KEHUTE [10-TOpEe apryMEHTH [1aBaM IOJIOKHTETHA OLleHKAa Ha
IPOBEJCHOTO HAy4YHO M3CJIEBAHE M HA PE3yJITATUTE, NPEACTaBEHU B AMCEPTALMOHHUA
Tpya. Cuutam, 4e ca HalMIle HEOOXOAMMUTE OCHOBAHMA Ja IIPEJIOKA HA yBa)KaeMHUTe
YJIeHOBE Ha HAayYHOTO XKypH Ja B3eMaT pelIeHUE 3a IPUCHXKAaHe Ha UHXK. CTaHuMUD
XpucroB IIbpBaHoB Ha oOpa3oBaTejHaTa W Hay4dHa CTENEH ,,JOKTOp® B 00jacT Ha
BHUcIIeTO oOpasoBanue 5. , TexHuyecku HayKu'‘, NMpo(ecHOHAIHO HampaBiieHHe 5.3.
,,KOMyHHKallMOHHA u KOMITIOThpHA TEXHHUKA“, JIOKTOpCKa nporpama
,,KOMyHUKaIlMOHHU MPEXU U CUCTEMHU .

29.08.2026 1. PeLicH3EHT: _
rp. lllymen . MipoQ<fp urx. IleTsp BosiHOB/



REVIEW

by Prof. Eng. Petar Krasenov Boyanov, PhD,
Professor at the Department of Communication and Computer Engineering and
Security Technologies, Faculty of Technical Sciences, Konstantin Preslavsky
University of Shumen,

of the dissertation work of Eng. Stanimir Hristov Parvanov

on the topic "Investigation of the possibilities for the joint application of error-
control coding and encryption in communication systems", submitted for the
acquisition of the educational and scientific degree "doctor" (PhD) in the Area of
higher education 5. "Technical Sciences", Professional field 5.3. "Communication
and Computer Engineering", under the doctoral program "Communication
Networks and Systems".

1. Relevance and significance of the developed scientific problem

The dissertation addresses a current and significant scientific and applied problem
related to improving the reliability and protection of information in modern
communication systems through the combined use of error-control coding and
encryption. The main objective, related to the development of algorithms that provide
both a high signal-to-noise ratio and a high level of cryptographic protection of
transmitted data, is clearly formulated and corresponds to the main topic of the
dissertation. The author analyzes existing approaches, develops his own model for the
combined application of the two technologies, and conducts an experimental study
using different code rates, modulation types, and decoding algorithms.

An important positive aspect of the work is the wide experimental scope, including
432 different model configurations, which allows a justified comparative analysis and
the formulation of conclusions about the effectiveness of the proposed solutions. The
obtained results have both theoretical and practical significance and contribute to
research in the fields of error-control coding, cryptographic protection, and their
integrated application in communication systems. Therefore, I consider the research
problem to be current, significant, and clearly oriented toward scientific and practical



applications.

2. General characteristics and structure of the dissertation work

The dissertation is structured into an introductory part, including the motivation for
the research, relevance of the problem, aim and subject of the study, scientific novelty
and practical usefulness, four main chapters, conclusions, contributions, a list of
publications, abbreviations, bibliography, and 13 appendices. The four chapters are
thematically and logically connected and present, in sequence, the principles of
communication systems, the main technologies for coding and encryption, the synthesis
of the proposed model, and the results of its experimental study. The dissertation
contains 28 tables, 33 formulas, and 58 figures. A total of 129 literature sources are
used, 4 of them in Cyrillic and the remaining 125 in Latin.

The main text of the dissertation consists of 138 pages, excluding the appendices.
The appendices comprise 30 pages and include source codes (Appendices 1,2,3 and 13),
tables with obtained results (Appendices 4,5,6,7,8,9 and 11), and figures (Appendices
10 and 12).

Based on my analysis, I consider that the dissertation contains significant scientific
and scientific-applied results and demonstrates the candidate's good theoretical
preparation and ability to conduct independent research in the field of the doctoral
program "Communication Networks and Systems". In terms of its volume, structure,
and content, the dissertation meets the requirements of the Law on the Development of
the Academic Staff in the Republic of Bulgaria (LDABRB) for obtaining the
educational and scientific degree “doctor”.

3. Characteristics of the scientific and applied scientific contributions in the
dissertation work. Reliability of the material

The contributions presented in the dissertation can be classified as follows:

Scientific Contribution:

1. A noise-resistant encryption approach for communication has been developed
through the combined use of RSA and AES algorithms (§ 2.3).

Scientific and Applied Contributions:

1. The information processing operations in specialized communication systems
used in the Bulgarian Armed Forces, the police, and for the protection of the population
in cases of disasters and accidents have been analyzed and systematized (§1.1);

2. The known technologies for the combined use of error-control coding and
encryption have been analyzed (§1.2);

3. A model for information processing in a communication system has been
developed, providing combined noise-resistant coding and encryption of the
information (§3.2).

Applied contributions:

1. An algorithm for generating keys for asymmetric RSA encryption in the
MATLAB environment has been developed (§2.2);



2. An algorithm for generating keys for symmetric AES encryption in the
MATLAB environment has been implemented (§2.2).

3. A simulation model of a baseline communication channel without interleaving
devices in the Simulink environment has been developed (§3.1);

4. A simulation model of a communication channel with one or two interleaving
devices before the turbo encoder and reordering devices after the turbo decoder has
been developed (§ 3.2);

5. A method for simulation modeling of the combined use of RSA and AES
algorithms together with noise-resistant coding has been implemented, demonstrating
the applicability of the developed approach in systems with limited resources, such as
unmanned aerial vehicles, IoT devices, and other devices with embedded
communication modules (§4.4).

4. Evaluation of the scientific results and contributions of the dissertation
work

The main scientific result of the dissertation is the developed approach for the
integrated application of error-control coding and cryptographic protection through the
combination of the RSA and AES algorithms. The scientific and applied contributions
are related to the analysis of existing technologies, the systematization of information
processing processes, and the synthesis of a model for integrated coding and encryption.
The developed algorithms and simulation models in the Simulink environment, as well
as the experimental study of the influence of key parameters on the signal-to-noise ratio
(SNR), have practical significance.

The author's contribution to obtaining the results is clearly identifiable; therefore,
the reviewer accepts the stated contributions as the personal work of the doctoral
candidate. No evidence of plagiarism was found during the review of the dissertation
and the related publications, which is confirmed by the provided StrikePlagiarism
report.

5. Evaluation of dissertation publications and authorship

In connection with the dissertation, the candidate has presented a total of three
publications:

- one single-author paper presented at an international scientific conference in
Rézekne, Latvia, with the proceedings of the conference indexed in Scopus;

- one paper prepared with two co-authors and presented at an international
scientific conference in Bulgaria;

- one article prepared with three co-authors and published in the scientific
proceedings of the University of Ruse.

The author's publication activity during the period 2022-2024 contributed to the
presentation and dissemination of the results of the dissertation among the scientific
community.

At present, the reviewer is not aware of any citations of the research results



presented in the dissertation of Eng. Stanimir Hristov Parvanov.

6. Literary awareness and competence of the PhD student

In the development of the dissertation, the candidate used current and relevant
scientific literature, including books, publications in international specialized journals,
electronic resources, and scientific databases. The sources are correctly indicated and
cited in the text, which demonstrates that the doctoral candidate has the necessary
knowledge, skills, and competencies to work with specialized scientific literature.

7. Evaluation of the abstract

The abstract of the dissertation consists of 45 pages and fully reflects the content
of the dissertation. It complies with the requirements of the Law on the Development of
the Academic Staff in the Republic of Bulgaria (LDASRB) and the Implementation of
the Law on the Development of the Academic Staff in the Republic of Bulgaria
(PPZRASRB).

8. Critical notes

Some more significant remarks and recommendations can be made regarding the
presented dissertation.

First, for a considerable part of the literature sources, the bibliographic
information is not given in full, which makes their identification and verification more
difficult. For electronic sources, the date of access to the respective URL should alsc He
indicated.

Second, there is some grammatical, punctuation, and spelling errors in the
dissertation that could be corrected during further editing. On pages 4 and 117, the
wording of the general conclusions should be corrected.

Third, on page 2 of the abstract, the number of publications related to the
dissertation should be corrected to 3.

Fourth, the numbering of the formulas used in Chapter Two should be corrected.

Fifth, the reviewer recommends that in his future research work the doctoral
candidate increase his publication activity in English, including by publishing scientific
articles in journals indexed in the internationally recognized scientific databases Scopus
and Web of Science.

The above remarks and recommendations do not reduce my positive assessment of
dissertation. They are mainly intended as guidance and do not change my overall
opinion of the work as a well-structured scientific study with significant scientific
results.

9. Personal impressions and other issues on which the reviewer believes he
should take a position

I do not personally know the doctoral student Eng. Stanimir Hristov Parvanov.
Therefore, my assessment of his research activity is based on the materials submitted



for the procedure. The analysis of his dissertation, publications, and curriculum vitae
shows that he has the necessary theoretical knowledge, practical skills, and professional
experience to conduct independent research and to solve scientific-applied and
engineering problems.

10. Conclusion

After reviewing the dissertation, the abstract, and the materials submitted by Eng.
Stanimir Hristov Parvanov as part of the procedure, and based on the analysis presented
above, I consider that the submitted scientific work meets the requirements set out in
Article 27 of the Regulations for the Implementation of the Law on the Development of
the Academic Staff in the Republic of Bulgaria (PPZRASRB).

11. Evaluation of the dissertation work

Based on the arguments presented above, I give a positive assessment of the
research conducted and the results presented in the dissertation. I consider that there are
sufficient grounds to propose to the respected members of the scientific jury to make a
decision to award Eng. Stanimir Hristov Parvanov the educational and scientific degree
«doctor” in the Area of Higher education 5. "Technical Sciences", Professional field
53, "Communication and Computer Engineering", doctoral program "Communication
Networks and Systems". -
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