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PEINEH3UA

ot po¢. atH uHk. bopucnas Mopnanos bemxen
aAKaO0eMudHa OJbICHOCH, HAYYHA CIMENeH, UMe, npesume U Qamuius Ha peyeH3eHma

npodecop B kareapa ,,KOMIIOTbPHU CHCTEMHU U TEXHOJIOTUU, (haKyITeT
SYAprunepus, [IBO u KUC* — rp. lllymen, HBY ,,Bacun JleBcku*
Mmecmopaboma Ha peyeHzeHma

Ha JUCEPTALMOHHUSA TPy Ha KanuTad uHX. Crannmup Xpuctos [IspBanoB
ume, npe3ume u Gamunus Ha agmopa Ha OUCEPMAYUOHHUSA MPYO

Ha TeMma ,M3cnenBaHe Ha Bb3MOXKHOCTUTE 3a CbBMECTHO IIPUIIOKEHUE HA
IIYMOYCTOMUYMBO KOJUpPaHE U MK (prUpaHe B KOMyHUKAIMOHHUTE CUCTEMHU

npefCcTaBeH 3a MpujoOMBaHEe Ha oOpa3oBareliHaTa W HayyHa CTeIeH
»OKTOp” B o0nact Ha Bucoie oOpa3oBaHue 5. ,TexHUYeCKH HayKH',
npodecnoHanHo HanpasieHue 5.3. ,,KoMyHUKalMOHHA U KOMITFOTbPHA TEXHHUKA

10 JIOKTOpCKa nporpama ,,KomyHHKallMOHHA MPEKU U CUCTEMU .

1. AKTyaJIHOCT M 3HAYUMOCT HA pa3pa0oTBaHUs Hay4YeH mpodJeM

[IpencraBenara 3a peleH3UpaHe AucCepTalus Ha K-H UHXK. CTaHUMUp
[IspBaHOB IpeaCTaBIsABA 3aBbPUIEH HAYYHO HM3CJIEIOBATEICKU TPYH B KOHKPETHA
o0nacT OT MO3HAaHWETO, MPEACTaBIIsABALlA OCHOBAaTAa Ha JOKTOpCKara Iporpama
,KOMyHUKAI[MOHHU MpeXH U cucreMu’. B Hero 3anbpin00ueHO ca aHAIM3UPAHU
METOAMTE U  CIOCOOMTE 3a OCHUIypsIBAaHE €JHOBPEMEHHO Ha  BHCOKa
[IYMO3aIIUTEHOCT, KpUIITOYCTOMYMBOCT M CKOPOCT Ha MpeAaBaHe Ha MHPOpMaLUsITa
Ha KOMYHUKALIMOHHUTE CUCTEMH YPE3 CbBMECTHO MPUIIOKEHUE HA IITYMOY CTOMYHBO
KOJUpaHe U mudpupaHe.
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AKTyalHOCTTa Ha pa3pabOTBaHUS B JUCEPTALMOHHUS TpyAd MpodiIeM
Ipou3THYa OT HEOOXOIMMOCTTa HENPEKbCHATO J1a ce pa3padoTBaT M BHEIPSBAT
HOAXOAM 3a MOBUILIABAHE HAJISKIHOCTTA Ha IIPOLIECUTE T10 NpeaaBaHe, o0padoTka u
CbXpaHEHHE Ha HHPOpMALMATA B IbPKABHUTE HWHCTUTYLUHU, OOIIECTBEHUTE
OpraHu3aluu U GpupmuTe.

Bb3 ocHOBa Ha 3aabia0oOueH aHalW3 Ha aKTyaJIHOCTTa Ha pa3paboTBaHUS
npoOsieM JOKTOPaHTHT TPaBUIHO € dopMyaMpan IenTa W 3aJaduTe Ha
aucepranMoHHara pabora. Te ca jormueckw CBbp3aHH, B pE3yJATaT Ha KOETO
M3CIIEIBAHETO M0 TUCEPTAIMOHHMS TPYH C€ XapaKTepu3upa ChC CHCTEMHOCT U
MOCJIEI0BATEIIHOCT.

OT M3NOXKEHOTO Cce BUK/IA, Y€ TeMaTa Ha TMCEPTALUOHHUS TPy € aKkTyajHa,
pasmIeKIaHUTE B HEs BBIIPOCH Ca 3HAYUMHU, a MOJIyUYECHUTE PE3YyNITaTH ca MOJIe3HH,
0oOBbp3aHU Ca C TeMaTHKaTa Ha HM3CJIEABAHETO M CHOTBETCTBAT HAa OCHOBHUTE
TEH/ICHIIUY B Pa3BUTHETO HAa KOMYHHKAIIHOHHUTE MpeXH U cuctemu. CrenBa aa ce
oTOENeKM, Y€ Ha pELEH3eHTa HEe ca M3BECTHU pa3padOTKU, NOJO0OHM Ha
IPEJICTaBEHUs OT aBTOPA JUCEPTALMOHEH TPY/I.

2. O0ma XxapaKTepUCTUKA U CTPYKTYPAa HA IUCEPTAIUOHHUSA TPY]

JucepranuoHHUIT Tpya € paspaboreH B obeM or 167 crpaHunu u e
CTPYKTYpHUPAH B IPEATOBOP, YETUPHU TJIABU U 00OOITICHUE HA MTOTYICHUTE PE3yATATH.
Hutupanu ca 129 nureparypHU U3TOYHHUIIHA, OT KOUTO 4 Ha kupwiuna u 125 Ha
narunuia. [Ipencrasenu ca 28 tabnuim, 58 purypu u 13 npunoxeHus, ChIbpKaIu
KOMIIOTBPHU TPOrpamMu, pa3pabOTeHH BbB BpPb3KA C H3CIEIBAHETO IO
TUCEPTAIUOHHUS TPY/.

OdopMsaHETO Ha BCUUKH Marepualid, 00eMbT, CTPYKTypara U ChAbPKAHUETO
Ha JUCEPTALMOHHUS TPYH, KaKTO U (aKTUTE, MPEJCTABEHU Ha MPEABAPUTEIHOTO
0o0CBK/laHE Ha AWMCEPTALMOHHUS TPyA NpeA KaTeApeHus ChBET, IEMOHCTpPUpAT, Y€
K-H uHXK. Cranumup IIbpBaHOB € mpeMuHaAN NBJIHOLEHHO OOy4YeHHe B
JNOKTOPaHTypa, IMOJIYYECHUTE HAy4YHU, HAYYHO-TIPWIOKHU W IPUIOKHHA HPUHOCH
CBOTBETCTBAT HAa JOKTOpPCKara mnporpama ,,KoMyHUKallMOHHU MPEXHU U CUCTEMHU ,
npodecuoHanHOTO Hampasienue 5.3 ,,KOMyHUKallMOHHA U KOMITIOThPHA TEXHUKA'
Y Ca U3ITbJIHEHU M3UCKBAHUATA 33 IPUI00MBaHE Ha 00pa3oBaTesiHa U Hay4YHa CTENEeH

(OHC) ,,JlokTop* Ha 3akoHa 3a pa3BUTUETO HAa aKaJeMHUYHUs ChbCTaB B PemyOmimka
boearapus (3PACPB), IlpaBunnuka 3a npunoxenuero Ha 3PACPB (ITII3PACPE) u



[IpaBmiHuKka 3a oOyueHue M IpHUI0OMBAHE Ha HAy4yHM cTeneHu B HanumonaseH
BoeHeH yHuBepcuter (HBY) ,,Bacun Jlescku” (IIOITHCHBY ,B. JleBcku®).
[locnegusT (akr ce AEMOHCTpUpa OT H3MBIHEHHETO Ha HAyKOMETPUYHUTE
nokaszarend 3a o00JacT Ha BHclIETO oOpa3oBaHue S. ,.TeXHHMYECKHM HayKh',
nedunupanu B [IT1I3PACPB:

1) A, Iokazaren 1 - 50 1., (MuH. uzuckBanus ot 50 T.);

2) Cyma ot nokazarenure B rpyna I' — 51,66 T., (MuH. uzuckBanus ot 30 T.);

O6mro — 101,66 T., (MuH. u3uckBanus ot 80 T.).

3. XapakTepucTMKa HA HAYYHHMTEe M HAYYHO-NPWIOKHHMTE NPUHHOCU B
AUcepTauuoHHus TPya. JlocToBepHOCT HAa MaTepuaJia

[IpuHOcuTe B AMCEPTAIIMOHHUS TPYA MOTaT 1a ObAaT KIaCH(PHUIIMPAHU, KAKTO
cienBa:

Hayunu npunocu:

1. Pa3zpaboTeH e noaxo/ 3a IIyMOyCTOMYHMBO MU(pUpaHe HA KOMYHHKAIUATA
MOCPEJICTBOM KOMOUMHHMpAHO wu3mnon3BaHe Ha anroputMu RSA (Rivest-Shamir-
Adleman) u AES (Advanced Encryption Standard) (§2.3).

Hayuno-npunosxcnu npunocu:
AHaNMM3UpaHu ca U ca CUCTEMaTU3UPAHM:

1. onmepanuute npu obpadoTkara Ha UHPOPMALMATA B CIECHUATU3UPAHUTE
KOMYHHUKAIIUOHHU CUCTEMHU, u3non3BaHu B BA (beirapckara apmust), nonuuusra u
MIpU 3aluTa Ha HACEJICHUETo OT OeAcTBUs U aBapu (§1.1),

2. U3BECTHUTE TEXHOJOTMH 32 CbBMECTHO M3MOJ3BAaHE Ha IIyMOYCTOMYHBO
komaupane u mudpupane (§1.2).

3. Cunre3upat e mojen 3a 00paboTka Ha HH(pOpMAIHITa B KOMYHUKAIIMOHHA
CHCTE€Ma, OCUTYpSBAIl CbBMECTHO IIYMOYCTOWYMBO KOIMpaHE W MU(pUpaHE HA
undopmanusta (§3.2).

Ipunosxcru npunocu:
CuHTe3mpaHu ca ¥ ca pealu3upaHu B cpeiara Ha Matnab anroputmu 3a:

1. renepupane Ha KJto4OBe 3a acuMeTpruuyHo RSA mudpupane (§2.2),



2. reHepupaHe Ha KitodoBe 3a cumerpudno AES mudpupane (§2.2).
CuHTte3upaHnu ca u ca pa3padoTeHu B cpefara Ha Simulink monenu Ha:
3. 6a30B KOMYyHHUKAIIMOHEH KaHas 0e3 pa30bpkBaiu ycrpoiictsa (§3.1),

4. KOMyHUKallUOHEH KaHall ¢ J00aBeHH €IHO WM JBE pa3ObpKBaIH
yCTPOMCTBA Mpeau TypOo Kojepa v MOAPEK Ay YCTPONUCTBA Ciiel] TypOo Jaekoaepa

(§3.2).

5. Ilo wmeroma Ha CHMYJAUMOHHOTO MOZEIMPAHE € JIOKA3aHO, 4e
KOMOMHUPAHOTO u3MNoi3BaHe Ha anroputmMute RSA u AES, chyerano c
IIYMOYCTOMUYMBO KOJIUPAHE, € MPUIIOKUMO 332 CUCTEMHU C OTPAHUYECHU PECYPCH KaTo
BJIA (6e3munotHn nerarennu amaparu), [oT (Internet of Things) wim apyru
YCTPOMCTBA ¢ BrpajicHd KOMyHUKAIIMOHHU Moy (§4.4).

4. OueHka Ha HaAy4YHHUTe pPe3yJTAaTH U NPHHOCUTE HA JAUCEPTANMOHHMA
TpyA

Hayunure, Hay4HO-IPWIOKHUTE W  NPWIOKHUTE  IPUHOCH  Ha
IVCEPTALMOHHUSA TPy C€ U3pa3siBaT B JOKa3BAHE C HOBU CPENCTBA HA ChIIECTBEHU
HOBM CTPaHM Ha BEYE CBHUICCTBYBAIM HAayYHU O0OJAcCTH, MpOOIEeMH, TEOPHH,
XUIOTE3U; Ch3/1aBaHE HA HOBU KJIACHU(PUKALMHU, TEXHOJIOTHHM W TOJlydyaBaHE Ha
NOTBbPAUTENHU (akTu. PeleH3eHThT cuuTa, Y€ TE€ OTroBapsST HANBJIHO Ha
n3nckBanusita Ha 3PACPD u IlpaBunnuka 3a npunoxenuero Ha 3PACPD.

[IpoBeaeHOTO B AMCEPTALMOHHUSA TPYA HM3CJIEIBAHE € TICHO CBBP3aHO C
[sIaTa HayyHO — M3CJeI0oBaTeNICKa JEHHOCT Ha JAOKTOpaHTa, MpeACTaBeHa B TPH
nyOlIMKaIMu U ToJsIM Opoil mpakTU4ecKu pa3paboTku. M310xKeHHeTo Mmo3BossiBa
SICHO Jla C€ MPOCHEAST JIOTUYECKUTE BPB3KUM MEXIY OTICIHUTE €Tanu Ha
U3CIIEIBAHETO, KAKTO U Ja C€ OTKPOU 3HAYMMOCTTA Ha TOMyYEHUTE IPUHOCH.

ITocoueHnute q)aKTI/I ACMOHCTPpHUPAT OOCTOBCPHOCTTA W JIMYHUA IIPUHOC HA
AOKTOpaHTa B ITPCACTAaBCHUA HAYUYCH MATCPHaAJI.

5. OueHnka Ha MyOJIMKANMHATE M0 TUCEPTANMATA U ABTOPCTBOTO
OcHOBHUTE pe3yaTaTh OT H3CJIECABAHETO B [AHCEPTAMOHHUS Tpyd ca
IPEICTaBEHU B CICAHUTE MyOIUKAIINN:

- 2 nokiajna, pa3pabOTeHH B ChaBTOPCTBO ¢ Milaau mnpenonasarenu or HBY
,»B. JIeBCKU®, mpe/icTaBeHN Ha MEXKTyHAPOIHNU Hay4YHHU (OPYMU B CTpaHATA;



- 1 noknan, pa3pabOTeH CaMOCTOSTENHO, NMPEICTaBEH Ha MEXIyHapOJeH
HayyeH (GopyM, HHAEKCUpPaH B Scopus.

JIumnicBa pa3AenuTesieH MPOTOKON 33 y4acTHUETO Ha aBTOPUTE B JOKIIAJIUTE,
nopagy KOETO PEUEH3EHTHT IMpHEMa Y4acCTUETO Ha BCEKUM C €QHAKBB IMPUHOC.
[Ty6nukanuure ca HanpaBeHH B iepuoaa 2022 r. — 2024 1. ¥ pereH3eHThT CUnTa, 4e
T€ ca Jajdd BB3MOXXKHOCT Ha HaydyHara OOINECTBEHOCT Jla CE€ 3alo3Hae C
JTUCEePTAMOHHUS TPy Ha K-H UHXK. Ctanumup [IspBanoB. OCBeH TOBa, T€ HAITBIIHO
ChOTBETCTBAT HA TEMAaTa HAa AUCEPTALUOHHHUS TPY/I.

KbM MoMeHTa Ha PCUCH3CHTA HC Ca U3BCCTHU HUTUPAHUA HA PEIYJITATUTC OT
M3CJICABAHCTO B AUCCPTAIMOHHHAA TPYd Ha K-H MHXK. CTaHI/IMI/Ip H’praHOB.

6. JIluteparypHa 0CBeIOMEHOCT U KOMIIETEHTHOCT HA JJOKTOPAHTA

TeopeTUYHOTO H3CIEABAaHE € OCBHIIECTBEHO HAa OCHOBAaTa Ha AaKTyaJlHU
JUTEPATypHUA MyONIUKAIMU B KHUTH, CIEIUATU3UPAHA MEXKTyHAPOIHHU CIUCAHUS,
caiiToBe W 0a3u JaHHU. BCUYKM UUTHUpaHUS ca HAapPaBEHU KOPEKTHO, TOUHO U
aJICKBaTHO Ha aHAJM3UTE U 00OOIICHUSTA, IPEACTABEHU B JAUCEPTALUOHHUS TPY/I.
ToBa noka3Ba CIIOCOOHOCTUTE M KOMIIETEHIIMUTE Ha aBTOopa Npu oOpaboTKa Ha
crenuaau3vpaHa HaydHa JiuTeparypa.

7. Ouenka 3a apropegepara

ABropedeparbT TOYHO TPEACTAaBS OCHOBHHUTE Pa3paOOTKH, W3CIICIBAHUS W
HAy4YHU MPUHOCH B JUCEPTAIMOHHUS TPYA M € CUHTE3UPaHO HErOBO 000O0IeHue,
KOETO JaBa ITbJIHA MPEACTaBa 3a MPAKTUYECKATa MPUIOKUMOCT HAa MOJIIyYCHUTE OT
JNOKTOpaHTa pPe3yJTaTH.

8. Kputnunu 0esie:kkn

PelieH3eHTHT MMa caMO €JIHA MO-CHIIECTBEHA KPUTHYHA O€NekKKa KbM K-H
uwxk. Cranumup IIbpBaHoB. TS ce OTHacs KbM TEXHUYECKOTO O(opMsHE Ha
nucepranusiTa u apropedepara. [lo-koHKpeTHO, AOMyCHATH Ca TPABOMKMCHU IPEIIKH
(namp. Ha cTp. 1 Ha aBTOpedepara, ctp. 4, 117 u ip. OT nUcepTanMsaTa), TEXHUYECKU
HETOYHOCTH (Hamp. B aBropedepara Ha cTp. 2, 47 € mocodeHo, 4e MmyOIUKaIuuTe,
CBbp3aHM C JUcepTanusiTa ca 5, a Ha cTp. 45 ca npejcTaBeHu 3) U ca U3MOI3BaHU
pa3IuuHU TpauUuHU CTUIOBE B OCHOBHHUS TEKCT U BbB (pUTYypHUTE.



9. JInyHM BrieYaTIeHUs U APYTH BBIIPOCH, 110 KOUTO PELEH3eHThT CYUTA,
ye cJIeBa 1a B3eMe OTHOLIeHHe

Penen3enTsT no3Hasa k-H uHk. CranuMup [IbpBaHoB o1m1e 0T 00yueHUueTo My
B 00pa30oBaTeHO-KBAIM(PUKALMOHHA CTENEH ,,MarucTpp®, KbJIETO C€ MPOsBSBAILIEC
CbC CEpPUO3HO OTHOIIEHHE KbM YyueOHus wmarepuaid. OcBeH TOBa, TOH e
awaroronuineH wieH Ha IEEE, nma u3sBeHN HayYHH HHTEPECU M BUHAT'M aKTUBHO €
noJromMaraj KypcaHTUTE U CTy[JEHTUTE B TEXHUTE NPUIIOKHU pa3pabOTKH.

JucepTalluOHHUST Tpyd W MyOJIMKaUMUTE MO HEro JIEeMOHCTpUpAT, ue
JOKTOPAHTHT yME€E€ YCIEUIHO Ja M3IMO0J3Ba METOAUTE 3a aHaJM3 Ha pPabOTHUTE
XapakTEPUCTUKU HA KOMYHMKALlHOHHHUTE CHCTEMHU U CBHBPEMEHHH IPOTPAMHHU
NpPOAYKTH B CBOsiITa Hay4YHO-U3CJIENOBareicka paboTa, KakTo U Ja pelIaBa
CaMOCTOSITEIHO HAYYHO-TPUJIOKHU M WH)XEHEPHH TPOOJEMH Ha BHUCOKO HAyIHO
HUBO.

10. 3aknrouenue

[IpencraBeHuAT 3a peLiCH3UPAHE TUCEPTALMOHEH TPYX € HAYYHO-IIPHUIIOKHO
U3CJIEeIBaHE 10 aKTyaJleH NpoOjieM C HaydyHHU, HAyYHO-TIPWIOKHU U TPUIIOKHU
OPUHOCU U NMyOJIMKYBaHM pe3yararu. JlucepranusTa U aBTopedeparbT KbM Hes

OTroBapsT Ha u3KuckBaHuATa 3a npuaoduBane Ha OHC , Jloktop*“ nHa 3PACPB,
[TpaBunnuka 3a npunoxenuero Ha 3PACPB u IIOITHCHBY ,,B. JleBcku®.

11. OueHka Ha TUCEPTALUOHHUSA TPYH

Penien3eHThT naBa MOJOKWUTEIHA OLIEHKA HAa JIUCEPTALMOHHUSA TPyd U
npeajiara Ha Hay4YHOTO SKypH Ja MPUCHAM 0Opa3oBarelHAaTa M HaydyHa CTENeH
»JlOKTOp” Ha K-H MHX. CranuMup XpucroB [IbppBaHOB 3a pa3paOoTeHUs: OT HETO
JUCEPTALMOHEH TPyX ,,/3cnenBaHe Ha BbB3MOXHOCTUTE 3a CbBMECTHO IIPUJIOKEHHE
Ha LIyMOYCTOMYMBO KOIMpaHE W HMIM(PpPUPAHE B KOMyHUKAIMOHHUTE CUCTEMHU B
oOmact Ha Bucuiero oOpa3oBanue 5. TexHuuecku Hayku, NPOQPECHOHATHO
HanpasieHue 5.3 , KoMyHUMKallMOHHA M KOMIIIOTBPHA TEXHHUKA®, JOKTOPCKa
nporpama ,,KOMyHHKallmOHHN MPEXKU U CUCTEMU .

24.08.2026 1. Penen3enr:

rp. lllymen npod. ATH UHXK. _(bopucnas bemxen)

(36anue, noonuc, hamunus)



VASIL LEVSKI NATIONAL MILITARY UNIVERSITY
5000 city of Great Tarnovo, 76 Bulgaria Blvd
phone: (062)618 822; fax: (062)618 899; email: nvu@nvu.bg

REVIEW

by prof. eng. Borislav Yordanov Bedzhev, DSc,
academic position, scientific degree, name, surname and family of the reviewer

professor with the department “Computer systems and technologies”, faculty
“Artillery, Air-Defense and Communication and Information Systems” — city of
Shumen, National Military University “Vasil Levski”
affiliation of the reviewer

of the dissertation work of captain eng. Stanimir Hristov Parvanov
name, surname and family of the dissertation s author

on the topic “Investigation of the possibilities for the joint application of
error-control coding and encryption in communication systems”,

submitted for the acquisition of the educational and scientific degree “Doctor
(of Philosophy-PhD)”, in the area of higher education 5. “Technical Sciences”,
professional direction 5.3. “Communication and computer technics”,

the PhD program “Communication networks and systems”.

1. Actuality and significance of the developed scientific problem

The dissertation, submitted for review by capt. eng. Stanimir Parvanov,
represents a completed scientific research work in a specific field of knowledge,
which constitutes the basis of the PhD program “Communication networks and
systems”. It provides an in-depth analysis of methods and techniques for
simultaneously ensuring high noise immunity, crypto resistance and high data
transmission speed in communication systems through the combined application of
error-control coding and encryption.
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The relevance of the problem, developed in the dissertation, ensues from the
need to continuously develop and implement approaches for increasing the
reliability of information transmission, processing, and storage processes within
government institutions, public organizations, and business enterprises.

Based on an in-depth analysis of the topicality of the developed problem, the
PhD student has correctly formulated the aim and tasks of the dissertation work.
They are logically connected, as a result of which the dissertation research is
characterized by systematicity and consistency.

From the above facts, it can be seen that the topic of the dissertation work is
actual, the issues considered in it are significant, the obtained results are useful, they
are related to the topic of the research and correspond to the main trends in the
development of the communication networks and systems. It should be noted that
the reviewer is not aware of developments similar to the dissertation, presented by
the author.

2. General characteristics and structure of the dissertation work

The dissertation is developed in a volume of 167 pages and is structured in a
preface, four chapters and a summary of the obtained results. 129 literary sources
are cited, of which 4 are in Cyrillic and 125 are in Latin. 28 tables, 58 figures and 13
appendices, comprising computer programs, developed in connection with the
dissertation research, are presented.

The design of all materials, the volume, structure and content of the
dissertation, as well as the facts, presented at the preliminary discussion of the
dissertation in the department council, demonstrate that capt. eng. Stanimir Parvanov
has undergone a full education in the PhD program, the received scientific,
scientific-applied and applied contributions correspond to the PhD program
“Communication networks and systems”, the professional direction
5.3 “Communication and computer technics” and the requirements for the
acquisition of the educational and scientific degree (ESD) “Doctor (of Philosophy)”
of the Law on the Development of the Academic Staff in the Republic of Bulgaria
(LDASRB), the Rules for the Application of the LDASRB (RALDASRB) and the
Rules for Education and Acquiring Scientific Degrees at the National Military
University (NMU) “Vasil Levski” (REASDNMU “V. Levski™) are fulfilled. The last



fact is demonstrated by the fulfilment of scientometric indicators for the field of
higher education 5. “Technical Sciences”, defined in the RALDASRB:
1) A, Indicator 1 - 50 pts, (minimal requirements of 50 pts);
2) Sum of indicators in group I" - 51,66 pts, (minimal requirements of 30 pts);
Total - 101,66 pts, (minimal requirements of 80 pts).

3. Characteristics of the scientific and scientific-applied contributions in
the dissertation work. Credibility of the material
The contributions of the dissertation can be classified as follows:

Scientific contributions:

1. An approach for noise-resistant communication encryption has been
developed using a combination of the RSA (Rivest-Shamir-Adleman) and AES
(Advanced Encryption Standard) algorithms (§2.3).

Scientific-applied contributions:

1. Information processing operations in specialized communication systems
used by the Bulgarian Armed Forces, the police, and in the protection of the citizen
against disasters and accidents (§1.1),

2. the known technologies for the combined use of error-resilient coding and
encryption (§1.2),

have been analysed and systematized.

3. A model for information processing in a communication system has been
synthesized, providing simultaneously noise-resistant coding and encryption of the
information (§3.2).

Applied contributions:

In the Matlab environment algorithms for:

1. generation of keys for asymmetric RSA encryption (§2.2),

2. generation of keys for symmetric AES encryption (§2.2),
have been synthesized and implemented.

In the Simulink environment models of:



3. basic communication channel without scrambling devices (§3.1),

4. communication channel with one or two interleavers added before the turbo
encoder and de-interleavers after the turbo decoder (§3.2),

have been synthesized and developed.

5. By the method of simulation modelling it has been proven that the
combined use of RSA and AES algorithms, coupled with error-correcting coding, is
applicable to resource-constrained systems such as UAVs (Unmanned Aerial
Vehicles), [IoT (Internet of Things) devices, or other devices with embedded
communication modules (§4.4).

4. Evaluation of the scientific results and contributions of the dissertation
work

The scientific, scientific-applied and applied contributions of the dissertation
work are expressed in proving with new means essential new aspects of already
existing scientific fields, problems, theories, hypotheses; creating new
classifications, technologies and obtaining corroborating facts. The reviewer
considers that they meet the requirements of the LDASRB and the Rules for the
Application of the LDASRB.

The research, conducted in the dissertation work, is closely related to the
entire scientific and research activity of the PhD student, presented in three
publications and a large number of practical developments. The presentation makes
it possible to clearly trace the logical connections between the different stages of the
research, as well as to highlight the significance of the received contributions.

The stated facts demonstrate the credibility and personal contribution of the
PhD student in the presented scientific material.

5. Evaluation of dissertation publications and authorship
The main results of the research in the dissertation are presented in the
following publications:

- 2 reports, developed in co-authorship with young lecturers of the National
Military University “V. Levski”, presented at international scientific forums in the
country;



- 1 report, developed without co-authorship, presented at an international
scientific forum, indexed in Scopus.

There is no separate protocol for the participation of authors in the collective
works, therefore the reviewer accepts the participation of everyone with equal
contribution. The publications were made in the period 2022 - 2024 and the reviewer
considers that they gave the scientific community the opportunity to acquaint with
the dissertation work of capt. eng. Stanimir Parvanov. Besides, they entirely
correspond to the topic of the dissertation.

At the moment, the reviewer is not aware of any citations of the results of the
study in the dissertation work of capt. eng. Stanimir Parvanov.

6. Literary awareness and competence of the PhD student

The theoretical research was carried out on the basis of current literary
publications in books, specialized international journals, websites and databases. All
citations are made accurately and adequately to the analyses and summaries,
presented in the dissertation. This proves the author’s abilities and competencies in
processing specialized scientific literature.

7. Evaluation of the dissertation’s abstract

The dissertation’s abstract accurately presents the main developments,
research and scientific contributions in the dissertation work and it is a synthesized
summary, giving a complete idea of the practical applicability of the results, obtained
by the PhD student.

8. Critical notes

The reviewer has only one significant critical note to capt. eng. Stanimir
Parvanov. It pertains to the technical formatting of the dissertation and the abstract.
More specifically, there are spelling errors (e.g., on page 1 of the abstract, pages 4,
117, etc., of the dissertation), technical inaccuracies (e.g., the abstract states on pages
2, 47 that there are 5 publications related to the dissertation, whereas page 45 lists
3), and different graphic styles have been used in the main text and the figures.

9. Personal impressions and other questions on which the reviewer
considers it necessary to take a position

The reviewer has known capt. eng. Stanimir Parvanov since his studies in the
educational qualification degree “Master”, where he showed a serious attitude



towards the educational material. Furthermore, he is a long-standing member of the
IEEE, has significant research interests, and has always actively supported cadets
and students in their applied projects.

The dissertation work and the publications on it demonstrate that the PhD
student 1s able to use successfully the methods for analysing the performance
characteristics of the communication systems and modern software products in his
research work, as well as to solve independently scientific-applied and engineering
problems at a high scientific level.

10. Conclusion

The dissertation, submitted for review, is a scientific-applied research on an
actual problem with scientific, scientific-applied and applied contributions and
published results. The dissertation and its abstract meet the requirements for
acquisition of the ESD “Doctor (of Philosophy)” of LDASRB, the Rules for the
Application of the LDASRB and the REASDNMU “V. Levski”.

11. Evaluation of the dissertation work

The reviewer gives a positive assessment of the dissertation work and
proposes to the scientific jury to adjudge the educational and scientific degree
“Doctor (of Philosophy)” to capt. eng. Stanimir Hristov Parvanov for the dissertation
work, developed by him, on the topic “Investigation of the possibilities for the joint
application of error-control coding and encryption in communication systems” in the
field of higher education 5. Technical sciences, professional direction
5.3 “Communication and computer technics”, the PhD program “Communication
networks and systems”.
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