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1. OBIIA XAPAKTEPUCTHUKA HA JAUCEPTALHMWOHHUS
TPY 1.

MoTuBHM 32 pa3padoTBaHe Ha AUCEPTALUOHHUS TPYA:

- Hanune e napacTBama HEOOXOAMMOCT OT M3TpaXkJaHe Ha CUTYPHHU
KOMYHHKAIIlMOHHU CHUCTEMH, CocoOHHU Jda 3amuTaBaT 4YyBCTBHUTCIIHATA
nHbOpManKsg OT HEOTOPH3UpPAH JOCTHII, 3JIOHAMEPEHO BB3ACHCTBHE U
KOMITpOMCTHPAHEC. B Ta3m Bpb3Ka CBBPEMCHHUTC KOMYHUKAIITMOHHH
OpraHM3alMiM BCE I[10-aKTMBHO IpWJaraT MOJIEPHU KpUIITOrpadCcKu
MPOTOKOJIM, OCUTYPSIBAIlM TMOBEPUTEICH W 3allUTEH OOMEH Ha JaHHU B
WHTEPHET Cpefa;

- JleficTBamuTe CTAaHAAPTH U HOPMATUBHU M3MCKBAHHUS, CBBP3aHU ChC
ChXpaHsBaHETO, 00pabOTBAaHETO W MpefaBaHETO Ha MH(poOpMalus, Hajarar
CTPUKTHO CIla3BaHE Ha YCTAaHOBEHHWTE TMpaBWja. ToBa W3HCKBA OT
KOMYHHUKAIIMOHHUTC KOMIIAHMU Ja IpujIaraT HaJACKAHHW MCXaHU3MHU 3a
3allMTa HAa JaHHUTE, Thil KAaTO HapylIEHHSATa MOraT Ja JOBeJaT o
3HAYUTEIHU CAaHKIIMM OT CTpaHa Ha PEryJIaTOpHUTE OPraHu;

- CpOupanero, oOpabOTBAaHETO W CIOJEISHETO Ha TMOTPEOUTEIICKH
JTAaHHU YBeJIMYaBaT pucKa OT KHOepIpecThIICHHs], U3THYaHe Ha HH(OopMaLus
W HENpaBOMEPHO W3IIOJNI3BaHE Ha JIMYHM JaHHU. ToBa oOyciaBs
HEOOXOIMMOCTTA OT ITO-BHCOKO HIUBO Ha KOHTPOJI, KAKTO U OT U3TpaKIaHe Ha
e(peKTHBHH TIOJIMTUKK 32 W3MOJ3BaHEe, ChXpaHsIBaHE W 3allUTa Ha
nHpopManuaTa;

- Hapen ¢ kpunrorpadckara 3ammra, ChIIECTBEHO 3HAYCHHE
npuaoOMBa M M3MOJI3BAHETO HAa IIYMOYCTOMYMBO KOIHMpaHE, ThiHl KaTo
MpeJaBaHeTo Ha JIaHHHW B PEaTHM KOMYHUKAIIMOHHU KaHAIH € ChIIPOBOJICHO
C BB3/ICHCTBUE Ha ITyM, CMYIIIeHHS U Tpemku. ChueTaBaHeTO Ha MH(pUpaHe
U IIYMOYCTOWYHMBO KOJMPAHE IMO3BOJISIBA €THOBPEMEHHO IOBHUIIIABaHE Ha
CUT'YPHOCTTA M HaJIS)KTHOCTTA Ha KOMYHHKAIIMOHHUS TIPOIIEC;

- CpBpeMeHHHUTE OM3HEC MPOIECH, TbP)KaBHU UHCTUTYIIUU U O0JIaYHU
UHQPPACTPYKTYPH TCHEpPHpAT 3HAYMTEIHU OOeMH OT HH(OpMAIUs, KOETO
Hajlara W3MO0J3BAHETO HAa HAJISKIHH TEXHOJIOTMH 32 apXHBHPaHE,
CbXpaHeHHe M OOMEH Ha JaHHU. ToBa MOpaXKaa HEOOXOJUMOCT OT
KOMYHUKAIlMOHHU pEIICHUs, KOUTO OCHUTYpsIBAT KAaKTO 3allluTa Ha
ChIbPKAHUETO, TaKa M YCTOHYMBOCT NpH IpelaBaHe B HeOIaromnpusTHa



cpena.

AKTYaJIHOCT Ha npod/ieMa Ha IMCePTALMOHHUS TPYA

KoaupaneTo u Kpuntupanero Ha WH(GOpPMANHUATA ca BAKHU €IEMEHTH
OT TIpolleca Ha Ch3JaBaHETO M (PYHKIMOHHUPAHETO HA KOMYHHMKAIIMOHHUTE
Mpexu. IIpu ToBa KOIMpaHETO MUHHMMM3MpPA I'PEUIKUTE IPH MPEIaBaHE Ha
mudpOBH JTAaHHHW, OCHUTYpSBAlKW 3a7aJlcHO HHUBO Ha JOCTOBEPHOCT Ha
npuetTuTe OuToBe HMH(OpPMAIUSA uYpe3 J00aBIHE Ha TPOBEPOBBYHHU H
KOHTponHH OurtoBe. OT npyra crpaHa, KpUNTHPAHETO Ha HH(OpManusTa
ocurypsiBa Haii-e()eKTUBHATA 3allMTa CpEIly 3aUeCTHINTE KuOepaTaku U
KOMIIPOMETUPAHETO Ha JMYHUTE AaHHU. Karo 1sno obaye mpuiaraHeTo
KaKTO Ha KOJMPaHe TaKa U Ha KPUITHPAHE YCII0KHABA MPOIIeca Ha IpeiaBaHe
1 00paboTka Ha nHGOpMaIUs U HaMaJIsiBa CKOPOCTTa HA HEMHOTO MpeaBaHe.
ToBa Hamara pa3pa0OTBaHETO Ha MOJAXOAM 3a CbBMECTHO H3IIOJI3BAHE HA
IIyMOYCTOMYMBO KOAMpaHE M IIHM(PpUpaHE, OCUTYpsBAIld €IHOBPEMEHHO
BHCOKa KpUNTOrpadcka yCTOMYMBOCT, IIYMO3ALIUTEHOCT U HeoOXoaumara
CKOpOCT Ha INpefaBaHe Ha MH(OpMaLMATa Ype3 MAKCHMAIHO PallMOHAIHO
U3MOJ3BaHE Ha BB3MOXKHOCTHTE Ha XapAyepHUTE U COPTyepHHUTE
KOMITOHCHTH Ha KOMYHUKAITUOHHUTC CUCTEMH.

Ien Ha (UCepTALMOHHUS TPYA

Hacrosmusar aucepraliMoHeH TpyJ MMa 3a LEd Ja ce pa3paboTsT
QITOPUTMHU 33 ITYMOYCTOMYMBO KOJUPAHE, OCHUIYpSBAIU E€IHOBPEMEHHO
MaKCHUMAaJIHO OTHOIIEHNE CUTHAJI/IIYM U BUCOKA KpunTorpadcka 3aiura Ha
IIPEIaBaHNUTE JAHHW 4YPE3 U3IBIHCHHE II0 €IMHEH 3aMHCBHI Ha Pa3iIM4HU
eTanu B Ipoueca Ha o0paboTka Ha MHPOpPMALUATA B KOMYHHKAI[MOHHUTE
CHUCTEMH.

IIpeamer Ha AMcCePpTAMOHHUA TPY

[IpenMer Ha QUCEPTALMOHHUA TPYX €A METOJUTE U AITOPUTMMTE 3a
LIYMOYCTOHYMBO KOAMpaHe M MM(pUpaHe B KOMyHHUKalMUTe Ha (OHA Ha
JNEMCTBUETO HA IACUBHU U aKTUBHU CMYLICHUS, U3YUCIUTEIHUTE IPOLIETypU
3a omnpezessiHe Ha ONTUMAJIHUTE CTOMHOCTU Ha 0Opa3yBallus MOJIMHOM Ha
KOZlepa, CKOPOCTTa Ha KOJa, BUJAa Ha ACKOJUPAHE, BIUSHUETO HA Pa3JInYHU
TUIIOBE KPUNTUPAaHE HA MHPOpPMaLUATA BbPXY CKOPOCTTA Ha IpeJaBaHe Ha
JAHHUTE B KOMYHUKAIlMOHHHUS KaHAJI.

Hay4yna HoBocT

Teopusta Ha TypOO KOAMpaHETO € JOopa3BUTa KaTo ca 0OOCHOBaHU
MOJIXOAM 3a CHHTE3 Ha TypOO KOAEpPH, OCHUTYpSBAIllM €JHOBPEMEHHO
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pa3IMYHK KOJOBU CKOPOCTH M KPUIITHPAHE Ha MpeaBaHata nHpopmarus. B
aIropuThbmMa 3a KoJAMpaHe ce 00ocHOBaBa J00aBSHETO Ha pa3MECTBaLIO
YCTPOMCTBO HEMOCPEACTBEHO CJieJ HM3TOYHHKA Ha CHOOLICHHE, KOETO
OCUTYpsiBa BHCOKa Kpurrorpadcka 3amura Ha TIpeAaBaHUTEe IaHHU U Ce
MOCTUTa HEOOXOAMMOTO CHOTHOIICHHWE CHTHAI/IIYM MpU MpEeJaBaHETO Ha
MH(POPMAIIMOHHNATE CUTHAIN Ha ()OHA HA CMYIICHUSI.

IIpakTHYecKa MM0JIE3HOCT.

Pazpaboten e mMozen 3a chbueTaBaHe Ha IIYMOYCTOHYMBO KOJHpAHE W
mudpupaHe B KOMYHUKAlMOHHHUS KaHAJ, OCHTYpsBaIl HEOOXOIMMOTO
CHOTHOILIEHNWE CHUTHAJI/IIYM M BHCOKA 3alllUTEHOCT CpeUly HEOTOpPHU3HpaH
JOCTBII.

ChabpskaHue HA JUCEPTALMOHHUS TPYI

I''TABA ITbPBA: Ananu3 Ha NOpUHLMIKWTE Ha TOCTPOEHUE Ha
KOMYHHKAI[MOHHUTE CHCTEMH, U3IOJI3BaHM B ObjJrapckara apMmus,
MOJIMLIMATA U CHCTEMATa 3a IoKapHa 0€3011acHOCT U 3alllMTa Ha HACEJIEHUETO.

I''TABA BTOPA: OcHOBHM TEXHOJOTMH 3a KOJUpaHE Ha
KOMYHUKAITMOHHUSI KaHajl. XWOpUIHO W3MOJ3BAaHE HA CHMETPUYHU U
ACUMETPUYHH QITOPUTMH 32 KPHUNTHPAHE HA TMpeJaBaHUTE JaHHU IO
HE3aIUTEH KaHaJl.

I''TABA TPETA: Cunre3 Ha Mmojien 3a 00paboTka Ha nHpopManusra
B KOMYHHUKAaI[MOHHA CHCTEMa, OCHUTYpSBall CHBMECTHO IIYMOYCTOWYUBO
KoJupaHe u mudprpane Ha nHOOpMaIUITA.

I''TABA YETBBPTA: Pesyntatu OT NpOBEICHUTE MU3CIEABAHUS HA
Mozena 3a oOpaboTka Ha HMH(OpMalUMITa B KOMYHUKAallMOHHA CHUCTEMa,
OCUTYpsIBAlll CHBMECTHO NIYMOYCTOMYMBO KOJHMpaHe M MIHdpupaHe Ha
nHpopMmanuTa.

2. KPATKO CBABPKAHUE HA JUCEPTALIUOHHUAT
TPY .

I'JIABA 1. AHAJIU3 HA IPUHHUIIUTE HA IOCTPOEHHUE
HA KOMYHUKALHUOHHUTE CHUCTEMMHU, HU3IOJ3BAHU B
BBJII'APCKATA APMUS, NMOJULUATA U CUCTEMATA 3A
IOKAPHA BE3OITACHOCT U 3ALIUTA HA HACEJIEHUETO

CurypHuTe 1 HaJIe)KTHU KOMYHHUKAIIUY ca B OCHOBaTa Ha €(DeKTUBHOTO
(GYHKIIMOHMpAHE HA ChbBPEMEHHUTE KOMYHUKAIIMOHHU CUCTEMH, HaMUPAIU
MPUJIOKEHHE B pa3jMyHU OONACTH Ha OOIIECTBEHHUS >XUBOT: OTOpaHa,
BBTPEIIHA CUTYPHOCT, TPaKJIAHCKa 3alluTa, MOJWIMs WU Ap. B epara Ha
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aKTHUBHH XUOPUIHHU 3aIUIaXu, KHOEpaTaKy U €JIeKTPOMarHUTHHU BB3/ICHCTBUS,
3aniuTara Ha (PU3MYECKHs CIOM Ha M3TbYBAHETO Ha MOJIE3€H CHUTHAJ CTaBa
npuoputeT. B peanna OoiiHa 06CcTaHOBKA MM aBapUHH YCIOBUS CUTHATBT
B €/1Ha KOMYHHUKAallMOHHA CUCTEMA € ¢J1a0 U 3alllyMeH, KOETO BOJY /10 IPELIHU
pemienus. ToBa Hamara IOCTOSHHO H3CIE€ABaHE Ha TEXHOJIOTMUTE 3a
KOPEKIMS Ha TPEIIKU U ONITHUMHU3allMsl Ha IIPEIaBaHEeTOo Ha JIaHHU, a KpaiiHarta
1IeJ1 € HaJIeK/THA, 3alllUTEHa U BUCOKOCKOPOCTHA BPb3Ka.

1.1. 3HauyuMMoOCcT Ha UIYMOYCTOWYHMBOCTTA 32 CbhBpPEMEHHHTE
KOMYHMKALMOHHU CHCTeMH, H3N0J3BaHH B bbarapckara apmus,
NOJUIUATA MU CHCTEMATa 3a MOoXKapHa 0e30ImacHOCT W 3alIUTa Ha
HaceJeHHeTO.

[IlymoycToiuynBOCTTa HAa JaJ€eHa KOMYHHUKAllHOHHA CHCTEMa
Ipe/icTaBiIsiBa HEWHATa CIIOCOOHOCT Jla MOJIbp’Ka HUCKO HUBO Ha OMTOBU
rpeuiku (Bit Error Rate - BER), nopu npu Hanuuue Ha mym. Ha npaktuka
Haii-yecto cperntanute mojaenu Ha mym ca AWGN (Additive White Gausion
Noise - AWGN) u Rayleigh fading, xapakTtepHu 3a BOEHHUTE U TIOJUIICHCKU
KOMyHUKaruu [3].

B xomynukannonnure cucremu Ha MO um MBP ce wusnomssar
YCTOWYMBU PaJUOYECTOTHH BpPB3KH, pPAOOTEUM B HEIMIECH3UpPAHU W
JIMLEH3UPAHU YECTOTHU CHEKTPU M PA3IMYHU HUBA Ha 3amuTa. CUCTEMUTE
ot poga Ha TETRA, DMR, u LTE/5G umat HyXz1a OT HaIeKTHO KOJIUpaHE
Ha KaHaJIHO HMBO, C KOETO J1a MPEOAOJEAT aKTUBHO 3arJIylIaBaHE, aTaku C
IIAPOKOJIECHTOB IIIYM U CMYIIIEHUSI OT HENMPUITEIICKU U3TOYHUIH [2].

BaxkeHn eneMeHT B MHOTO OT KOAMpAIIUTE CXEMH 3a TypOO-KOJIOBE €
UHTEPIUNBBPHT, KOUTO pa30bpKBa pelia Ha OUTOBETE MPEIU MpeiaBaHe, Taka
Yye MOCJIEJOBATEIHU TPELIKH OT KaHalla J1a Cce pa3lpeiesiaT Ha OTJAJICUYeHU
MO3ULMKU TIpU JAeKoaupaHeTo. [IpaBUIIHO NPOEKTUPAHUAT HHTEPIUNBBP
MPEeAO0TBPATABA Ch3/IABAHETO HA KPATKU LUKIIM B AEKOJUPAILIHUTE AIITOPUTMHU
Y HaMajsiBa BEPOSTHOCTTA OT T.Hap. ,.error floor* (3acToif Ha rpemkuTe Npu
BHCOKO CHOTHOIIIEHHE cUrHal/myMm signal to noise ratio - SNR) [26].

1.2. AHa/IM3 HA U3BECTHUTE TEXHOJIOTHH 32 CbBMECTHO HU3I0JI3BAHE
Ha LIYMOYCTOMYMBO KOJAMPAaHe U IKu(ppupane.

3a BOEHHWTE M CHEIUAIN3UPAHUTE KOMYHMKAIlMOHHU CHCTEMHU €
€/IHAaKBO BA)XHO KaKTO ChOOILIEHHETO J1a Ob/ie MOMyUYeHO Oe3 IPEelIKH, Taka U
Jla OCcTaHe MOBEPHUTETHO M 3amuTeHo. CUrypHocTTa (4pe3 KpUITHpaHe) U
Ha/IeXKIHOCTTA (Upe3 KaHAJTHO KOJIUPAHE) Ce TPETUPAT KaTo OT/IEIHHU CIIOEBE.
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KomyHukanuuTe BbB BoeHHaTa 00J1acT C€ OCBIIECTBSBAT B YCIOBUS HA
BHCOKHU HMBA Ha IIyM, CMYLIEHMSI U [IPEIHAMEPEHO 3ariyIlaBaHe (JHKaMHUHT).
ToBa Hanara M3MOI3BaHETO HA TEXHOJOIMH, KOUTO MPABIAT KOMYHUKALIUUTE
M3KJIIOYUTEIHO yCTOWYMBU. [Ipu aHAJIOrOBUTE CUCTEMH C€ U3IIOI3BA METOL
Ha CKOKOOpa3HO M3MeHeHHe Ha Hocemmute yectotu (frequency hopping) u
pasmupsiBaHe Ha YeCTOTHUS CeKThp (spread spectrum) [46].

[Tpu mudpoBUTE TEXHOIOTHH, AHATOTOBUTE CXEMH C€ KOMOMHHPAT ChC
CWJIHU KaHAJIHU KOJIOBE U KPUIITUPAHE 3a LsI0cTHA 3amuTa. [Ipu TakTruecko
HuBO Ha KoMyHuKanuute B HATO ce u3non3sat koMOMHUPAaHU KOJOBE (KOA
Ha Puiin-ColoMOH WM KOHBOJIIOLMOHHO KOJUPAHE), KOUTO HU3BBPILIBAT
KOPEKI[US Ha MAKETHU UM OUTOBU IPEIIKH B CATEIMTHUTE KOMYHHUKAIIMU HA
rogemu pascrosiHus. C BpBexaanero Ha cranaapta STANAG 3a BoeHHU
KOMYHHKAI[MH, TypOO-KOJOBETE CBHLI0 HaMUpaT MSACTO, KAaTo Mpezaarar
BHCOKA HA/ICXKTHOCT MPU HUCKO OTHOIICHUE CUTHAJ/TITyM [46].

Haii-pasnpoctpanenust acumerpudeH MeToj 3a ImudpupaHe RSA,
MO3BOJISIBAILl CUTYPHO Ipe/laBaHe Ha MHpOpMaLusITa JOPU MEXAY CTpaHH,
KOUTO HUKOTa HEe ca oOMeHsun KoHuAeHIManHa uHpopManms. Toi ce
U3MO0J3Ba B €JIIEKTPOHHATa TbHProBUS, B CUT'YpHOTO OaHKHUpaHe, B
MIPAaBUTEJICTBEHU CUCTEMHU U B MOYTH BCUYKHU IPOTOKOJIHM, KOUTO U3TPaXIaT
WHTEpHET curypHoctTa [99]. B uadpacTpykTypara 3a myOIuvYHN KIFOYOBE,
KOATO TOAabpKa WHTEpHET cepTtudukature, RSA Bce ome e Haii-
pa3MpOCTpaHEHUAT anropuThM 3a mudpou mnoanucu [105]. T'omemure
WHCTUTYIIMH, OaHKW W TPaBHUTENICTBA pa3zyuTaT Ha RSA 3a KpuTHYHH
oreparu, Thif KATO HETOBOTO MOBEJICHUE € U3KIIIOUUTEIHO J00Ope MPOYyUYEHO.
[IpoTokonuTe 3a KOMYHHKAIUA IBIr0 Bpeme u3non3Bar RSA 3a oOMeH Ha
Kiro4yoBe. Makap HoBuTe Bepcud Ha TLS ma mpeMuHaBatr KbM METOAM C
eNUNTUYHY KpuBH, RSA ocTaBa BakeH eleMeHT 3a 00paTHa CbBMECTHUMOCT U
3a CUCTEMH, B KOMTO MPOU3BOJAUTEIHOCTTA HE € IbpBOCTENeHeH (hakTop. B
KOMOUWHaIMs cbe cuMmeTpuaHn anroputMu kato AES, RSA ocraBa HanexaeH
MEXaHU3bM 32 YCTAHOBSIBAHE HA 3ALUTEHU CECHUH.

KBantoBHUTE M3YHMCIIEHUs] TIOCTaBAT MOJ BBIpPOC Objemniero Ha RSA.
AnroputrsMbT Ha [llop mokasBa, ye akTopusaius MOXKe 1a ObJie U3BbPIICHA
e(peKTUBHO BBbpPXY KBaHTOB KoMmmioThp [106]. Ta3zm 3amnaxa Bce omie e
XUIIOTETUYHA — KbM MOMEHTA HsIMa KBAaHTOB KOMITIOTHP, CIOCOOEH J1a pa3zoue
MPAKTUYECKHU M3IOJI3BAaHUTE pa3MepH Ha KirouoBere. B 00o3pumo Obrere
RSA nponbixkaBa 1a 6be HaITbIHO ONpPaBIaH U300 3a 3allluTa Ha JaHHUTE.
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1.3. U3Boau ot mbpBa ri1asa. 3aiaum Ha JUCePTALMOHHMS TPY/.

1. B cbBpeMeHHU yCIOBHS IIYMO3ALIMTEHOCTTa U KpunTorpadgcekara
YCTOMYMBOCT ca MapaMeTpH ¢ KPUTHUUYHA 3HAUUMOCT 32 KOMYHUKALIUOHHUTE
CUCTEMHM, W3IIOJI3BAHU BBB BBOPBKEHUTE CHWIH, IMOJMLMAITA, MOXKapHaTa
0e30macHOCT M 3aluTaTa Ha HACEJICHHWETO OT OeICTBHMA M aBapuu. ToBa
Hajara YCbBBPIIEHCTBAHE Ha YTBBPJACHUTE KaHaJHU KoaoBe (TypOo,
konpositonionnr, LDPC, u T.H. KOJOBE), KakTO M BBBEXKIAHETO Ha
MHOBAaTUBHU PEIICHUs KaTO UHTEPIUNUBBPU, pabOTEUIN C PA3IMYHU METOAU
Ha pa30bpKBaHE, KOMYHHUKAIIMOHHU CHUCTEMH, CHUETABAIIM CHBMECTHO
KpUINITUPAHE U KOJUPAHE.

2. Jluec mporpechT B o0nacTTa Ha MIYMOYCTOWYMBOTO KOJHpaHE U
KPUINITUPAHETO B 3HAYUTENIHA CTENEH Ce XapaKTepu3upa ¢ pa3paboTBaHETO U
MIPaKTUYECKOTO BHEJIPSIBAHE Ha aJrOpUTMH, 3ala3Balld LEJIoCTTa Ha
nH(popManuaTa JOpU MPU HUCKU OTHONIEHHS CUTHAJI-IIYM, WHTEH3UBHU
CMYILEHUS WK 3JIOHAMEPEHO MOJIaBIHE Ha KOMYHUKAllMOHHUTE CUTHAJIH.

3. AHaIM3bT Ha pe3yJTaTUTE€ OT TEOPETUYHUTE U  OMNHUTHO-
KOHCTPYKTOPCKUTE pa3paboTKu B cepaTa Ha KOAUPAHETO U MIKU(pUpaHETO,
M3BECTHH OT MH(OPMALMOHHUTE H3TOYHUIM C OTKPUT JIOCTBII, pa3KpHBa
HE00X0MMOCTTa OT CHUCTEMEH IOJAXOJ] PH YCHhBBPIIEHCTBAHETO Ha TypOO
KOZIOBETE, Thi KaTO OT €Ha CTpaHa T€ NPAKTUYECKM MHOTO ILIBTHO C€
npubinkaBar 10 Taka HapedeHaTa epanuya Ha Lllenon (TIXHaTa eHEpruitHa
e(EeKTUBHOCT OTCTHIIBA Ha TEOPETUUYECKH T'PAaHUYHOTO 3HaueHue camo ¢ 0,5
dB), a ot npyra crpaHa no3BoJsBaT B TAXHATAa CTPYKTYpa TEXHUYECKHU ITPOCTO
Ja ObJaT BrpaJieH! pa3InyHU TEXHOJIOIMH 3a MndpUpaHe.

IIpensua Ha ropHUTE U3BOAH, LEJITA HA AUCEPTALMOHHHSA TPY] €:

Ha ce paspabomam ancopummu 3a WYMOYCMOUYUBO KOOUpAHe,
ocuzypasauyu eOH08PEMeHHO MAKCUMATHO OMHOUIEHUE CUSHAT/WYM U BUCOKA
Kpunmozpaghcka sawuma Ha npeoasaHume OAHHU Upe3 USNBIHEHUe NO
eOuUHeH 3aMUCHll HA pazluyHu emanu 6 npoyeca Ha obpabomka Ha
ungopmayuama 6 KOMyHUKAYUOHHUME CUCTNEMU.

3a mocTuraHe Ha Tas3u 1ell € He0OX0IUMO 1a ObIaT PELIeHU CIEJHUTE
OCHOBHH 33J]auu:

1. Anan3upaHe Ha U3BECTHUTE MOAXO/N 32 CbBMECTHO U3IIOJI3BAHE HA
IIYMOYCTOHYMBO KOJMpaHe U MmuppupaHe.

2. CucremMaTus3upaHe Ha OCHOBHHMTE €Tali Ha 00paboTKa Ha JTaHHHUTE
IIPY IIIyMOYCTOMYMBO KOAUPAHE, KAKTO U P CUMETPUYHHUTE U ACUMETPUYHU
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QITOPUTMHU 32 KPHUITHPAHE Ha CHOOIICHHSTA, MpPEJaBaHU IO HE3aIIUTEH
KaHaJl.

3. Cunte3upane Ha Mojen 3a oOpaboTka Ha wuHpOpMaIUsITa B
KOMYHHKAI[MOHHA CHUCTEMa, OCHUTYpsBalll CHBMECTHO IIyMOYCTOHYHBO
KoaupaHe U mudpupane Ha nHGOpMaIHITA.

4. MW3cnenBane C MOMOINTa HAa HMMHUTAIMOHHO KOMITIOTHPHO
MOJISIMpaHe Ha MpaKTUYecKaTa MPUIOKUMOCT Ha MoJienia 3a 00paboTka Ha
nHpopManuaTa B KOMYHHKAIIMOHHA CHCTEMa, OCHUTYpPSBAaIl CBBMECTHO
ITYMOYCTOHYHMBO KOJMpaHE U MHUppupaHe Ha HHHOPMALIUATA.

I'IABA 2. OCHOBHU TEXHOJIOTUU 3A KOJAUPAHE HA
KOMYHUKAIIUOHHUSI KAHAJL. XUBPUJHO U3IIOJI3BAHE HA
CUMETPUYHU U ACUMETPUYHU AJITOPUTMHU 3A
KPUIITUPAHE HA NPEJABAHUTE JJAHHHU IO HE3AIIUTEH
KAHAJL

HIymMOyCTOHYMBOTO KOAWpaHEe W IMM(DPUPAHETO peIIaBaT pPa3IMdHU
3aJladd B KOMYHHKAIMOHHUTE CHUCTeMH. [10 Ta3wm NpHYUHA TOJIOKUTEIICH
epeKT B pe3yiTaT Ha peaju3aluiTa UM IO €IWHEH 3aMHCHII MOXE Ja ce
MOCTUTAaHE caMO Ype3 ChbBMECTSIBAaHE Ha OTICITHU TeXHU eTamu. ToBa obaue
Hajlara TMO-JCTAalJIeH aHalli3 Ha TEXHUYECKUTE TMPOUEAYpH MpH
IIYMOYCTOHYHMBOTO KOJIUpPaHE W IIM(PPUPAHETO, KAKTO W pa3KpUBaHE Ha
MPUIMKUTE U aHATOTUUTE B TX. [IpenBua Ha TO3M (haKT B HACTOSIIIATA IJ1aBa
ce pelaBa BTOpara 3a/1a4a Ha TUCEPTAIIMOHHUS TPYI.

2.1. O0ma xapakTepUCTHKA Ha KOHBOJIIOIMOHHHMTE M TYpOO
KOJI0Be.

KanajiHOTO 1IyMOYCTOWYHMBO KOIUpaHe € (yHIaMEHTaJleH MpOoIeC B
U(GPOBUTE KOMYHHKAIIUY, YAATO OCHOBHA IIEJ € Jla 3alllUTH IpeJaBaHara
nHpOPMAIIHS OT TPELIKHU, B3HUKBAIIIX 10 BpEME Ha ITPEHOCA MPe3 HeriealieH
KOMYHUKAI[MOHEH KaHaj. ToBa ce MOCTHra 4pe3 YMHIIUICHO J00aBsSHE Ha
W3JUIITHU OUTOBE B U3XO/HUS TIOTOK OT HH(GOPMAIIHS.

W3BecTHU ca peauiia criocoOu 3a KOJUpaHe:

- OJIOKOBM KOJIOBE, NpH KOUTO HH(popmarusaTa ce oOpaboTBa Ha
070KOBe ¢ (UKCHpaHa JbJDKWHA; TaKWBa ca KojoBeTe Ha: XeMuHr, Reed-
Solomon u BCH komoBeTe;

- CHCTeMaTUYHU KOJOBE, KBAETO JaHHUTE 3a o00paboTka ca
MH(OPMAIIMOHHH TIOTOILH, KATO U3XOIHUSAT PE3YyATAT 3aBUCH OT TEKYIIUTE U
MpEeIUITHUTEe BXOJIHU OuTOBE; cucreMaTHdyHu komoe ca: LDPC (kox 3a
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MpoBEpKa Ha YETHOCTTAa MPH HUCKA IUIBTHOCT) U Turbo xomoBe, KOUTO ce
0a3upar Ha KOHBOJIIOLIMOHHUTE KOJIOBE.
Jluneitaute OIOKOBM KOJOoBe ce jaedpuHHpar oOT QUKCHUpaHa
reHepaTopHa matpuua G u nposeposbuHa matpuua H[109].
MaTtemMaTH4ecKoTo MNpeACTaBsAHC HAa JIMHCCH OJIOKOB KoICp €

OT BHJA:
c=uG (2.1)

KBJIETO:

C € U3XO0JaHAaTa KOA0Ba nyma,

- U ca BXOJHHUTE UH(POPMAIIMOHHU OUTOBE;

- G —reHeparopHa MaTpHIIa.

Upes mposepoBbuHaTa Marpuna H ce w3umcnsgBa cuHApoma Ha
rpeukara:

S=r.HT (2.2)

KBICTO:

- S e CuHApPOM Ha IpenIkara;

- r e mpueraTa KoJIoBa JIyma;

- HT e TpancnonupanaTa poBepoOBbYHA MATPHUILIA.

Axo cuHIpombT € S=(0, NPUEeMHUKBT ,,B3€Ma pEIIEHUE , Y€ HE ca
HACThIWIM rpemku. Ako S#0, TPUEMHHKBT ,,B3€Ma PEIICHUE, Ue AOIMyCcHaTa
rpeuka.

I'enepaTopHaTa U mpoBEepOBbYHATA MATPUIIM BUHATH Ca CHBMECTHMH,
T.€. BCSIKa KOZOBA {yMa U3ITBJIHSABA YCIOBUETO:

G.H" =0 (2.3)

OCHOBHOTO pa3nuuuMe MEXJy JUHEHHUTe OJOKOBU KOJOBE U
KOHBOJIIOLIMOHHUTE KOJIOBE C€ 3aKioyaBa B NpPUHIUIA Ha KOAMpPAHE.
ApxuTeKkTypaTa Ha KOHBOJIOLMOHHHUTE KOJEPHU BKIIOYBA PETUCTPU 3a
IIpeMEeCTBaHe, 3alaMeTsBallld ChCTOSHUETO Ha CHCTeMaTa M IeHepaTOpHU
IIOJINHOMH, OIMCBAIIN BPB3KUTE MEXTY BXOJAOBETE U U3XOJUTE.

TypOo koJepbT € Ha MO-BUCOKO HUBO B 00J1aCTTa Ha KoJupaHeTo. Toi
IIPEJICTABIIsIBA MAPAJIETHO ChEIMHEHUE HA JIBA PEKYPCHUBHU CHCTEMaTHYHU
KOHBOJIIOIIMOHHU ~ KOZEpa, pa3lieieHl OT pa30bpKBallo yCTPOMCTBO,
HapU4aHO MHTEPIIMUBBD [3, 6, 25, 36].
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IToTok ot

HH()OpPMAIHOHHI Uk
- KonBomouaneH
KoJiep ¢ obpaTHa Kommpana
Bpb3Ka (1) Ukn I10CJIEIOBATETHOCT
Uy ukﬂ-uyk u/k,,
»
| .l
’
VerpoiictBo W
P - m’k KonBosmonnonexn YCIIIIb
Pa3zmectBane »| xoniep ¢ obpatra

(D) BpB3Ka (2)

!
Ukn

®ur. 2.3. biokoBa cxema Ha TypOo Kozep

Ha ¢ur. 2.3 e npencraBena 6;10koBa cxema Ha TypOo koaep. Bxoanara
MOCJIEIOBATEIHOCT OT JaHHU My = [my, My, ..., m,| TOCTBIIBA Ha
PEKypPCHUBEH KOHBOJIIOIIMOHEH Kojiep 1, Kb1eTo nHPOpMAIUATA Ce CYMHpPA 110
cyMa mo Moy aBe. Ha HeroBus W3Xoj ce TojiydaBa KOJHWPaH MOTOK OT
JAHHH Uy, KOWUTO MOCTHIIBA HA MYJITHIICKCOP U YCTPOMCTBO 3a CEJIEKTHBHO
MPOITyCKaHe Ha MAPUTCTHUTE U3XOTHU ITOTOIIH.

Bxonnata mocnemoBaTeNHOCT OT JAaHHU M, TOCThIIBA U B
YCTpOICTBOTO 3a pa3MecTBaHe, KbJETO Hali-Hampes ce 3amnucBaT
MIpeIBApUTENIHO 3aja/ieH Opoil OUTOBE, KOUTO Cie] TOBA CE pa3MECTBAT IO
MCEeBJOCIYYacH 3aKOH M MOCTHIBAT Ha BXoja Ha Bropus RSC konep, unero
YCTpOICTBO M paboTa ca KakTo Mpu IbpBUA Koaep. /IBaTta kojepa paboTsT
cbC CKOpOCT 1/2, K0eTo 03HayaBa, ye 3a BCEKHU HEMPOMEHEH NH(POpMaIIMOHEH
OUT OT BXOJHATA IMOCJIEIOBATEIHOCT, KOACPHT opMupa aBa OUTa HA CBOS
n3xoj. CTOWHOCTTA Ha cucTeMaTuyeckust u3xo (uy ) Ha nbpBuat RSC koxep
B [-THS TaKT Ha paboTa ChBIAJIa ChC 3HAUCHUETO HA BXOJHMS OUT (1M ), a Ha
BTOPHS U3X0J ce (popmMupa MpoBEepOBbUCH OUT (U )-

Cucrematnueckust usxona Ha Bropus RSC xozep He ce u3nonssa, a Ha
JAPYTHUAT My H3X0J1 ce (OpMHpPa BTOPH POBEPOBBUEH OMT U’y . Ha usxomna
Ha Typ00-KoJiepa IbPBO Ce MOSIBSIBA OUTHT Uy, OT CUCTEMATHYECKUS U3XO0/1 Ha
OBPBUS KOJIEP, @ CJIE TOBA - JBaTa NPOBEPOBBUHM OMTA Uy, U U'yy OT
nspBus u Bropus RSC xonep. Kogosara ckopoct R Ha nienus typ6o-komep e
1/3, karo 3a equH BXOJIeH OUT ce MOoTydyaBaT TPU U3XOJHU, 0Opa3yBaHU OT
U3XOIUTE Up, Upr, U R TT.
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Bw3moxkHo e dopmupaneTo Ha chbkpareH nepdopupad (puncturing)
KO/, B KOHTO OWTOBETE OT IPOBEPOBBUHUTE H3XOAU HA KOAEPHUTE Ce
MYJITHIUIEKCUPAT OT YCTPOMCTBO 3a CENEKTHBHO IHPOIyCKaHe Ha
MApUTETHUTE M3XOJHH MOTOIM. TyK HEMpPOMEHEHaTa IOCIeJOBATEIIHOCT OT
nHPOPMAIMOHHN OHWTOBE CE€ peayBa OT TakT KbM TakKT, KaTo ce B3eMa
IIOCJIEZIOBATEIHO MPOBEPOBBUEH OUT OT IbpBuUs WK oT BTopus RSC kozep.
ToBa HamasnsiBa KOpUrupaiaTa criocoOHOCT Ha KO/1a, HO CKOpPOCTTa HapacTBa
1o 1/2. Upe3 U3M0I3BaHETO HA CHCTEMATUYECKH KOHBOJIIOIIMOHHU KOAEPH B
KO/IOBUS OJIOK ce OTAENSAT WH(POPMAIIMOHHHUTE OT IPOBEPOBHUHUTE OUTOBE.
Cumurta ce, ye B KaHasa 3a CBpb3Ka PeasTHO ce MpeaaBa MHPOpMaIUsITa OT JBa
KOZOBM OJ0Ka, KaTo NbpBUAT OJIOK BKJIOYBAa HH(GOPMAllMOHHATA W
nmpoBepoBbUHATa 4acTH Ha mhpBUS RSC komep, a BTOPUAT KOJOB OJIOK
ChIbpIKa pa3MecTeHaTa HH(popMaIoHHa W TPOBEPOBBYHA YaCTH HA BTOPHUS
RSC xonep.

Ha u3xoma Ha Typ6o Komepa ce (opmupa MOTOK OT JaHHU, KOUTO
MOCTBITBAT Ha TypOO AEKOAEp M C€ M3BBPINBA MPOBEPKA 3a TPEIIKH.

TypOo nmexonepbT M3BIMYA CUCTEMAaTHYHUTE W TAPUTETHU OUTOBE OT
MoJIydyeHaTa mopenuia oT JaHHHU. biokoBara cxema Ha TypOo Jekoxaepa €
npeactaBeHa Ha ¢ur. 2.4. J[BonyHaTa KoaupaHa BXOJHA MOCIIEIOBATETHOCT
3a TypOO JieKo/iepa ce MpeicTaBs BbB BUJIA!

Rk = [uk, Uk u'k, u'kﬂ ], (28)

KBIETO: - U U U 'y Ca CHCTEMATHYHATA 4acT OT JBOMYHATA BXOJHA
HOCJIEI0BATENHOCT, & Uy M Uk CA IAPUTETHATA YACT.
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®ur. 2.4. biokoBa cxema Ha TypOoO eKoep

Ha BXOJOBC Ha II'bPBU ACKOJACP MOCTBIIBA CUCTEMAaTHYHATa CTOHHOCT
Ha TIOJIyYeHaTa MOCIIEI0BATEHOCT Uy, U'), W TIAPUTETHHS MMOTOK OT OUTOBE
Ugr U u’kn-

Cnen oOpaboTka Ha BXOJITHUTE JaHHU Ha U3X0Ja Ha ITbPBUS IEKOEp ce
MoJIly4yaBa MeKa OIeHKa, KaTo TO3M MH(POPMAIMOHEH MOTOK MOCThIBA KbM
pa3MecTBallo yCTPOMCTBO 1, a cie; ToBa KbM BTOPH JACKOAED.

Ha mbpBus BXx0oJ Ha BTOpUS JIEKOAEP MOCTHIBAT OT MBPBH JEKOJEP
HpEnopeieHa MOPEAULa Ha CHCTEMATHYHMS TOTOK OT JIaHHU Uy, U u'. Ha
BTOpHsI BXOJ MOCTBHIIBAT IAPUTETHH OUTOBE My; ¥ M'yy, @ HA TPETHA
IUPEKTHO OT BXoJa Ha TypOo Jekojiepa TOCThIIBAa IMpenojpereHa
cUCTeMaTUyHa UH(POPMAIHs OT UHTEPIUUBDHD 2.

BbB BTOpU /€KOEp Ce OChIIECTBsIBa 00pabOTKa Ha MOTYUYCHHUTE JaHHU
U ce MoJly4aBa BTOpa MeKa OIEHKa, KOSITO ce MojaBa Ha JEMHTEPIHBbpa, a
ClIe]l Hero Ta3u MeKa OlLIeHKa MOCTHIIBA HAa TPETHUS BXOJ HA IbPBU JIEKOJEP.
[IpouiechT ce moBTaps UTEPATUBHO, JOKATO CE MOCTUTHE HYJIEBa BEPOSTHOCT
3a rpemka. Ha ¢uHanHus eranm ce mpuwiara mparoBa o0paboTka Ha
MHGOPMAIMOHHUS MTOTOK OT MEKHsI U3XO0/ Ha BTOPH JIEKOJEp 3a B3eMaHE Ha
TBBPJIO PELICHHE 32 MaKCUMaJIHa allOCTEpUOpHA MPaBI0N0100HOCT.

2.2. O0ma xapaKkTepuCTHKA Ha AJITOPUTMHUTE 32 KPUNITHPAaHe.

Kpuntupanero Ha AajJeHO ChOOIIEHUE € MPOLeC Ha MPUKPUBAHE IO
HSKAaKbB HAUMH Ha HErOBOTO CBABP)KAHME, CIEN KOETO C€ IOojiy4aBa
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mmdpupan tekct. [IponecsT Ha nemudpupane Ha mMUGPUPAHUS TEKCT ce
Hapu4a JekpuntupaHe. ToBa Hamara uW3MON3BaHE HA KPUOTHpAIl U
JIEKPUITHPAIL AITOPUTHM.
[Iponiecute Ha KpUNITUPAHE U ASKPUIITUPAHE CE OMMCBAT ChC CICTHUTE
U3pa3u:
Ex(M) = C (2.20)

Dg(C) = M, (2.21)
KBJIETO:
M e siBHOTO ChOOIICHUE (OTKPUTHSAT TEKCT);
- C e KpuUNTHUPAHOTO CHOOIICHUE;
- Ex e dyHkuus xpunrupase;
- Dk e QpyHKuMs neKkpunTHpaHe;
- K e cexperen kimrou.

N3BecTHU ca CUMETPUYHH M aCUMETPUIHU aJITOPUTMHU 32 KPUIITHPAHE
U aekpunTupane Ha nHpopmanusata. [Ipu cuMeTpuIHUTE aNTOPUTMHU KITFOYBT
3a KpUIITUpPaHEe W JCKPUNTUPAHE € €IUH U ChIll. CEKPETHHUAT KIIFOY U3HCKBA
MoJIydatessi M MojaTeNsl MpeABapUTEIHO Ja pasnojiaraT ChC ChOTBETHUTE
KIIIOYOBE U J]a CE€ TPIIKAT 3a OIMa3BaHETO UM.

CuMeTpUYHUTE aJrOpUTMHU OUBAT MOTOYHU U OioKoBU. [loTOuHHTE
00paboTBaT sIBHUS TEKCT OUT 110 OUT, a OJIOKOBHUTE — I10 TPYIH OUTOBE.

IIpu acumerpmuno RSA kpuntupane 3a mojarens M MoJydaTess
KIIIOYBT € Pa3JIMYeH U Ce M3IMOJI3BaT MyOJudeH U yacTeH kimod. [lomaTtensr
U3MOJ3Ba MyOJIMYeH KIIIOY, 3a Ja JIOKaJM3Hupa IOodydareis U Ja Haco4yu
ChOOILIEHHETO KbM Hero. 3a Ja Jemudpupa CbOOLIEHUETO, MOTydaTemsT
U3MOJ3Ba K04, KOMTO € MaTeMaTH4YecKh CBbp3aH C YacTHUA. B To3u
QITOPUTHM ITYOIUYHUSAT KITIOY CITYXKH KaTo ,,apec’, TOKaTO YaCTHUAT KIII0Y
(M3BeCTEH caMo OT MOJTyyaTesis) CIIy>KH KaTo K04 KbM Jekpuntupane. Toa
rapaHTupa, ue BCEKU MOXKe Jla M3Mpaila ChoOIIeHHS pe3 He3aluTeHa Mpexa
Y CaMO UCTUHCKHUAT MOJydaTea Moxe Ja ru npouere [116, 117].

Ha ¢wur. 2.12 cxematnuHo e mpenctaBeHa paborata Ha RSA
aIrOpuTHMA.
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KJIXOYT

@ur. 2.12. Acumerpuyed RSA anroputrbm 3a Kpuntupase

ACHUMETPUYHOTO KPUNTHPAHE HA TEKCT CE€ M3BBHPIIBA B CHOTBETCTBUE
che cienuus uzpas [117]:

C = MEx(modN), (2.30)

KkbeTo: M e cpobmenuero, Eyx e kpunrtupamara (yHkous, N e
myOaumuHug Koy, a C e mudpupaHus TEKCT.

JlekpunTHpaHEeTO ce OCBIIECTBsABA Ha Oa3zara ciaeanus uspas [117]:

M, = C4(modN), (2.31)
kbnero: C e mudpupan Tekct, d € cekpereH ka4, N € myOoauyHus
KITI0Y, a M; € NeKpUnTUpaHOTO ChOOIIEHNUE.

OO6o0meHuss uU3pa3 OmMHMCBAI] AITOPUTHM 3a KpuntupaHe RSA ce
noy4asa ot uspasu (2.30), (2.31):

M, = (M®)4(modN), (2.32)

Kbero myOMUYHUSAT KIIIOY € ChbCTaBEH OT CTOMHOCTHUTE Ha: “e” u “N”,
Kato yucioro “d” TpsbBa 1a ce ma3u B TalHa.

2.3. Kpunrokogupamm cuUCTeMH ¢ J00aBeHM Ppa30bpKBaIK
ycTpoiicTBa 32  NOBHIIABAHE HA  KPHNTOYCTOMYMBOCTTa M
HIYMO3aIIMTEHOHCTTA HA KaHAaJIa.

[Ipu npenaBane Ha 3anUTeHa HHPOPMAIIHS IO HE3AIUTEH KaHal He €
JOCTaThUHO CBHOOILIEHUETO caMo Jaa Oblae mudpupano. H3BbpiieHUST
TUTEPaTypHUAT aHAIKU3 B MIbPBa TlaBa MOKa3Ba, Y€ BH3HUKHAIUTE TPEIIKU
MpH TpeJaBaHe MoraT Ja HapymaT MHQPPOTEKCTa 10 CTENeH, MPH KOSITO
nemudpupaHeTo CTaBa CHJIHO HETOYHO WM TMPAKTHUYECKH HEBB3MOXKHO.
NmMenHo mopaau ToBa Mpeau MPEIaBAHETO CE€ M3MO0JI3BAa LIYMOYCTOMYHMBO
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KOJMpAaHE, KOETO IIOBUILABA BEPOATHOCTTA IPUEMHUKBT J1a BB3CTAHOBU
IIPaBUJIHO I10JIy4Y€HaTa MOCIEA0BAaTEIHOCT OT OUTOBE JOPH IIPU HAJIMYUE Ha
mym. Cnopen A6acu-Moxanam, [, Bakumu, B. u ®@amaxatu, A.,
CbBPEMEHHUTE AITOPUTMHU 3a cuMeTpuuHo mudpupane karo AES ca
W3KJIIOUYUTEIHO YYBCTBUTEIHU KBbM TIPEIIKH, KaTO JOpU €IHA €JUHCTBEHA
TakaBa, ciel aemudpupane, BOJU A0 JaBHHOOOPA3HO Pa3MpOCTpaHEHHE Ha
rpewiku [127]. Eto 3amro, 3a Ja ce OCUTypH KaKTO MOBEPUTEITHOCT, Taka U
JIOCTOBEPHOCT, € HEOOXO0AUMO KPUITUPAHETO Ja c€ KOMOMHHUpPA C MOIIHO
Kopurupaio koaupasne. TypOokoJgoBeTe ca 0COOEHO MOAXOMSALIM 3a Ta3zu
1€, ThH KaTO OCUTYpsABAT KOPEKIMs Ha I'PEUIKd, OJM3Ka O TeopeTH4yHaTa
rpanuia Ha [llansH [126]. 3a 1a ce yBeIu4YM KpUITOYCTOMYMBOCTTA, CHIIO
Taka € HeoO0XOJAMMO CBhYETAaBAHETO Ha ACHUMETPUYHO KpUIITUpaHE, 3a
npeJaBaHe Ha CECHMUHUTE KITIOYOBE HAa OCHOBHUSI CUMETPUUEH MIHU(pUpary
AJITOPUTHM.

2.3.2. IIpenioxkeHa KOHUeENUMs: pa30bpKBAaLU YCTPOCTBA Npeau
Typ0O KOAEpa.

Cecuitnute kiatodoBe Ha cuMmerpusiHus AES anroputsm ce mpenasat
ype3 acumerpuueH RSA anropureMm. ToBa peanusupa komMOuMHHpaHA
KpUINITOCHCTEMA, ChueTaBalla Obp3uHa 3a IM@pUpaHe HAa JaHHUTE IO
anroputbM AES © cUTypHOCT Ha acuMeTpu4HaTa Kpunrtorpadus 3a
npegaBaHe Ha cekpetHure kimoudoBe [125]. AES-256 e ycroitumB Ha
KBaHTOBM aTaku (aJropuTbMbT Ha [poyBBp JaBa caMO KBaJIpaTUYHO
YCKOpEHHUe), T0KaTO aCUMETPUYHUTE CXEMU ca YS3BUMHU Ha aNropuThbMa Ha
[op [126, 127, 128]. B npennoxeHara cucreMa aCUMETPUYHHUAT OOMEH ce
M3I0JI3Ba CaMO 3a KPaTKOTPAailHU CECUWHU KIKYOBE, KOETO MUHHUMH3UpPA
pucka ot koMipomMmerupane. (padborara Ha RSA anropurbMa e onvcana B TIJI.
2. 1.2.2). Ha ¢wur.2.13 e npencraBeHa OJ0OKOBa cxeMa Ha MpeIOKeHaTa
KOHLICTILIMSL.

'Cmmemm
H3T0uHHK HRTPIHHBLD UTexoampan Ioayuaren
= RSA+AES |+ ‘ OO | Rsasags ~
! mnpupan e* Komupamo s Kana jm ¥ P+ BO M 52
Choomenne Y('Tp()ﬁ(‘TBO [eHHTEDIHABDD :lemmbpnpane ChOOIECHHAS

@ur. 2.13. biok-cxema Ha NpeAnoKeHaTa KOHLEIUS
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B pazpaborenara B mucepranusara KOHIEHIHS KbM BeYE MOTyYCHUS
mUQPPOTEKCT c€ A00aBAT €IHO WM JBE pa30bpKBAIld yCTPOWCTBA
(uHTEpnHitBBpa) mipenu Typbo koaepa. I[lo To3u HauMH MUMPOTEKCTHT HE
camMo € 3allUTeH OT OCHOBHHUS KPUNTOTPa(CKH alropuThM, HO CIIEH TOBA
HETOBUTE MO3HIMH Ce pa30bpKBaT. AKO C€ 03HAYUM OTKPUTOTO CHOOIIECHUE
¢ M, mudppupanuar nmo RSA amroputeM cumerpudHus Kiod ¢ Kg, a
pa30bpKBAIIUTE YCTPOHUCTBA C TT; U TT,, TOTAaBa MPOIECHT HA KPUIITUPAHE U
pa30bpKBaHE Ug CE TOJydaBa OT CIICIHUS U3Pa3:

us = my(my. Ky) = (12 (701 (B - (M))) (2.33)

Crnen ToBa UMEHHO Ug CE TTO/IaBa KbM TYpOO KoJiepa, a ciiesl J00aBSHETO
Ha TPOBEPOBBUYHU OUTOBE OT TypOO Kojepa ce ToJiydaBa KOIuUpaHaTa
MOCJIeIOBATETHOCT U. Ha mpuemHaTa cTpaHa mbpBO ce U3BBpIIBA TypOO
nekoaupane Dy, cien ToBa 0OpaTHO NpeHapexaaHe Ha OUTOBETE W Yak

Hakpas aemudpupane D;, upe3 uzpasa:
M = Dy, (mry 7% (1157 (Dieye - (us))) (2.34)

[To To3u HauMH ce mojyyaBa JIByCJIOMHA 3allluTa: IbpBO OUTOBETE ca
KpunTorpapckd mH@pUpaHd, a cilej ToBa TEXHUTE NO3MIMU ca
JOITBIHUTEITHO CKPUTH Upe3 €HO WK JBe pa3ObpKBallld yCTPOMCTBA.

Paz0obpkBaneTo Ha OuToBeTe mMpeau TypOO Kojepa ca HEM3BECTHH 3a
nojciayuIBamara crpada. B TakbsB ciyudail HemoOpoxenarenure TpsOBa na
Mnmo3HaAT He camo kmoya 3a AES anroputhMa, HO W MOpPaBUIHOTO
pa30bpkBaHe, KOETO YBEIMYaBa TPYAHOCTTa, TbK KaTo KIIOYOBOTO
MIPOCTPAHCTBO HAPACTBA OT YMHOXKEHHUETO Ha KJIIOUOBOTO IMPOCTPAHCTBO OT
nBaTa mudpoTekcra.

KnacuyeckusT BapuaHT 3ammMraBa CbabpxkaHueto [129], a
MpeyioKeHaTa KOHIEMNIMs 3alliTaBa €IHOBPEMEHHO U ChABPIKAHUETO, U
nojapendara Ha Beue muppupaHuTe JaHHU. TOBa MO3BOJISABA 1A CE PA3TIIeKIa
pa30bPKBAILIOTO YCTPOMCTBO KaTO JOMBIHUTENEH IU(puUpaly cio BpPXY
Beue (hopmupaHus MUPPOTEKCT.

OcBeH, ue moBHUIIaBa KpUOTOrpadckara HEOMPEIEIeHOCT, TOBa
MpeIBApUTENIHO pa3MecTBaHe Ha OUTOBE MOANOMara U TypOoO IeKonepa,
3aI[0TO JIOKATHUTE MaKeTHU T'PEIIKU B KaHaa ce Pa3npeesiaiT paBHOMEPHO,
BMECTO Jla ce HalNto/1aBaT KOHIICHTPUPAHHU TPEUIKd BBPXY Maiabk Opoi
ChCEIHU MO3MIMU. ToBa HamalsiBa BEPOSATHOCTTA €AWHUYHA JOIyCHATa
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rpelika Ja NMpeIu3BHKa JaBHHOOOPA3HO paslpOCTPaHEHHE HA TPEIIKH B
mpolieca Ha Jemudpupane.

2.3.3. YcroiluuBOCT Ha JABOIHOTO KpPHMITHPaHe W Ppa30bpKBaHe
cpelly aTaku OT THIA ,,rpyda cuiaa®.

3a 1a ce OILeHU MO-ACHO JOMBIHUTEITHHUAT €PEKT BbPXY TPYJHOCTTA HA
aTakd OT Tuma ,,rpybara cuia“, ce U3BBPIIU OIICHKA 332 HApacTBAHETO Ha
KIIFOYOBOTO IPOCTPAHCTBOTO 3a ThpceHE. AKO KiacMueckara XuOpuiHa
CXeMa H3I0JI3Ba aCHMETPUYEH ArOPUTBM W,gyp, 3a 3aiuTa Ha CEaHCOBHs
kmod U AES-256 3a mmdpupane Ha IMOJIE3HWTE JaHHW, TOraBa oOmaTa
M3UYUCIIUTENTHA CIOKHOCT W qssic MOXKE Ja CE 3aluIle C u3pasa:

Weiassic = Wasym L2256, (2.35)

KBIETO Wsym € CIIOKHOCTTA 32 NPOOMB HA ACUMETPHYHHS AITOPUTHM,
a 2256 ¢ npoctpancTBOTO Ha Kitoua pu AES-256.

Axo cnen AES-256 ce mpuioxu eaHO pa3ObpPKBAIIO yCTPOHCTBO
BBpXYy OJ0K OT 256 mo3uuuu, ToraBa OposST Ha Bb3MOXKHUTE pa3MeCTBaHUS
W, e:

W, = 256!,
CJIEIOBATETHO 0011aTa N3YUCIUTENHA CIoXKHOCT W) e:
Wi = Wisym . 2256, 256!,
OT KOETO CcJe/Ba:
256! = 21684- — 10507

ToBa o3HauaBa, ye CIpsAMO KJIACHYECKHs BapuaHT KOMOMHATOpHATa
TpyAaHocT G, 3a IBJIHO M3YEpIBAHE Ha BAapUAHTUTE 3a pa30bpKBaHe ce
W3YHCIABA OT U3pa3a:

G, = —2— = 256! = 1057 (2.36)

W classic

Ot wu3pasza craBa $5ICHO, 4e C J00aBSIHETO Ha €IHO pPa30bPKBAIIO
YCTPOMCTBO € ABKMHA 256 TMO3UILIMHM, yBEIUYaBa MPOCTPAHCTBOTO 3a
ThpceHe ¢ okoso 10°°7 mpTH.

AKO BMeCTO TOBa C€ WU3IO0J3BaT JIBE YCIHOPEOHO CBBP3aHU
pa30obpkBaIy ycTpoiicTBa nmo 128 mo3uiinu, ToraBa OposiT Ha BE3MOXKHUTE
pa3MecTBaHuUs €:

W, = 128!

— 128 2
Wy = Wygym - 2128, (1281)2,
3aMECTBAUKHU CE Iojry4yaBa:
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128! = 21432 = 10%31,

Torasa o06PEHHUETO CIIPAMO KJIACHUECKHS BAPUAHT €:
W,

G, = —2 =128 = 10431,

Wlassic
Tozu pe3yiTar € MOJIC3CH IIpU H360pa Ha apXUTCKTypaTa Ha CUCTCMaATa.

AKO OCHOBHarTa II€Jl € MaKCUMAJIHO TOJIIMO IPOCTPAHCTBO Ha BB3MOXKHUTE
pa3MecTBaHus, €IHO 256-0MTOBO pa30BPKBAIIO YCTPOHCTBO € MO-U3TOTHO.
Axo ofbaue 1menTa € TMO-TbBKaBa pealM3alus, IO-KPaTKO BpeMe 3a
pa3MecTBaHe W MO-yJ00HO CTPYKTypUpaHEe Ha TMOTOKa, JBe 128-OuToBH
pa30bpKBallll yCTPOMCTBA CBILO OCUTYPSIBAT U3KIIOUUTEIHO TOJSMO
yBeJIMYEHUE Ha KOMOWHATOpHATa CIOXKHOCT. Bece mak He3aBUCHMO Aanu e
ObJe U3noJ3BaHa KOH(UTypalus ¢ €JHO WK JBE pa30bpKBallll yCTPONUCTBA,
MpeyIoKeHaTa KOHIIETUS 3HaYUTENIHO YBEIMUaBa pa3Mepa Ha KIYOBOTO
IIPOCTPAHCTBO B cpaBHeHMe ¢ Merojga Ha KoBTyH m BaHOB, KOWTO ce
OCBIIECTBSBA B MM (pUpPaHE ¥ KPUIITHPAHE B €JHA CTHITKA U IOCTUTA pa3Mep
or 106 [126.]

JlomrbIHUTENIEH apTryMEHT B M0J13a Ha Mpe/jioyKeHaTa KOHIENUs €, e
B pa3riielaHuTe MyOJIMKalluM CHUCTEMHUTE, OCHOBaHM Ha TypOo-0azmpaHo
mudpupaHe U KoAaupaHe, MoKa3Bar noJo0peHrne He caMo M0 OTHOIIIEHHE Ha
CUTypHOCTTa, HO U no oTHomeHue Ha BER. B [127] e nmocoueHo, 4e npu
BER=10"3 wusnonsBanero Ha AES-256 6asupaH TIeHepaTop BOAU 0O
noaoOpenne npubauzutenHo ot 4 no 4.5 dB chpsiMmo HSKOW CpaBHSBaHHU
noaxoau. ToBa MOTBBPKIaBa, Ye KOMOMHUPAHUST MOAXOJ € MPAKTUYECKU
00OCHOBaH M HE Ce€ CBEXka CaMo JI0 TEOPETUYHO YBEJIMYaBaHE Ha KIIFOUOBOTO
MIPOCTPAHCTBO.

2.4. U3Boau oT BTOpA IiaBa.

1. KsM MoMeHTa ca pa3paboTeHH U MPaKTUYECKH BHEIPEHU TOJIIMO
MHOXKECTBO KpumnrTorpacku aaroputmu. HesaBucumo oT MHOrooOpasueTo
Ha KpuUnTorpadCKUTe aarOpUTMU, BCHUKH T€ C€ peallu3upaT 4ype3 IbJITU
MOPEIUIIH OT MPOCTHU 3AMECN8AHUA U pAZMEeCH8aHUs Ha CHMBOJIUTE OT SBHUS
TEKCT.

2. Or rnegHa TOYKa Ha 33Ja4yuTe Ha HACTOSIIOTO H3CIEABaHE €
1encho0pa3Ho Ja ce H3MOoN3Ba KiacHudHUKanusaTa Ha Kpunrtorpadckure
QITOPUTMHU KaTO aJTOPUTMHU C €IHO M CHIIO KOJIMYECTBOTO MHPOpMAIUs B
SBHUS TEKCT U MHQPPOTEKCTa M AITOPUTMHU, B KOUTO KOJUYECTBOTO
nHpopMaIus B IIUPPOTEKCTA € MO-TOISIMO OT KOIMYECTBOTO HH(MOpMaIUs B
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SIBHUS TEKCT. AJITOPUTMUTE OT ITbPBHS KJIAC U3IMOJ3BAT MPUHLIKIIA .10 data
expansion, B pe3yiaTaT Ha KOETO TE€ OCUTYpsIBaT CEKPETHOCT
(koH(pUIEHITMATHOCT) 0e3 a ce yBeludaBa CKOPOCTTa Ha IMpeAaBaHe Ha
uHpoOpMaMATa 0 KOMYHMKAIMOHHUS KaHai. llpumep Ha anroputbM OT
TO3H KJIac, HAMHPAI] JHEC MHOT'O IIUPOKO npuiioxkenue, € AES.

3. TypOo KoJIOBETE CE€ XapaKTEpHU3UpaT ChC CICTHUTE MOJOKUTEITHU
CBOMCTBA.

[IbpBO, TE€ MPAaKTUYECKH [OCTUTAT Taka HapeueHaTa epaHuyd Ha
lllenon, TBHH KaToO TAXHATa e€HEpruiiHa eQEeKTUBHOCT OTCTHIIBA Ha
TEOPETUYECKH TPaHUYHOTO 3HaueHue camo ¢ 0,5 dB.

Bropo, u3noinssar:

- JBITH TIOPEAWIIM OT pa3MECTBaHMS HAa CHMBOJIUTE, KOUTO
€THOBPEMEHHO MOTaT JIa C€ MPUIIOKAT KaKTO 32 OTCTPAHSIBAHE Ha BPEIHUTE
MOCTICTUITN OT MAaKeTHUTE TPEIIKH, TaKa U 32 KPUITHPAaHE HAa ChOOIICHHATA;

- UTEPATUBHO JCKOJANPAHE, KOETO TEXHUYECKH € OTHOCUTEITHO MPOCTO
U € peaqu3upaHo MpakTHYEeCKU oule npe3 60-Te ronfMHu Ha MUHAIUS BEK B
KocMudeckuTe nporpamu Ha NASA.

4. NloGaBsiHETO HAa €IHO WM JBE pa30bpKBallld YCTPOMCTBa Mpeau
TypOO Kozepa yBelnyaBa ChIIECTBEHO U3UMUCIUTETHATA CII0OKHOCT Ha aTaka
mo cmocoba ,rpyda cuima“, Thbii KaTo KbM NpOOWBAa HAa ACUMETPUYHHS
aIrOpUTHM 3a TMpeAaBaHe Ha CEKPETHUS KII0Y M caMus KoY 3a
CUMETPUYHHO IHuUpupaHe ce n00aBsi U HEOOXOJAUMOCTTAa OT IMPABUIHO
noApexaaHe Ha pa30obpkaHust IUGPOTEKCT. B chI1oTO Bpeme pa3obpKBaHETO
no00psiBa ycinoBusiTa 3a TypOo JIeKoAupaHe, 3a0TO pa3peiens TPeIKUTe
MO-PaBHOMEPHO U HaMaJis BEPOATHOCTTA Te Jia MPEIU3BUKAT JIJABUHOOOPA3HO
HaTpyIBaHEe Ha IPELIKU B Ipolieca Ha Jeundpupane.

I''TABA 3. CUHTE3 HA MOJEJI 3A OBPABOTKA HA
NHOOPMALUATA B KOMYHUKAIMOHHA CHUCTEMA,
OCUI'YPSBAILl CbBMECTHO IIYMOYCTOHYHUBO KOJJUPAHE
N HNIUOPUPAHE HA UHOOPMALUSATA

B npeaxonnara riaBa ca aHaTM3WpPaHU TEXHUYECKUTE MPOLETYPH IpU
[IyMOYCTOMYMBOTO KOAWpaHe M IH(YPUPAHETO U Ca CHUCTEMaTU3UPAHU
NPUIMKUTE M aHajoruure B TsaX. Ha Ta3um ocHOBa B HacTosIaTa riaBa ce
pelaBa TpeTarta 3ajaya Ha AUCEPTALMOHHUS TPY.

3.2, CumynanuoHeH MoOJeJl Ha KOMYHHMKAIMOHEH KaHAJI
nobdaBsiHe Ha pa30bpKBallM YCTpPoiicTBa mpean TYpO0o Koaepa u
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NOJpexKIalU YCTPoIicTBa ciel TYpoo AeKkoaepa.

B nmucepranmMoHHHMs TpyH ce MIpeasara Mojen Ha KOMYHHUKAIlMOHEH
KaHaJl, KOMTO BKJIIOYBA J0OaBsiHE HA JAOIBIHUTEIHU UHTEPIUHBBPU Mpean
CTaHJApTHHS TypOO KOJep U IEUHTEPIMHBBPU ciie Typoo nexoxepa. Llenrta
Ha MpeUIoKeHaTa MOAM(UKAIS Ha KaHajla 32 KOMYHHUKAIIHS [0 OTHOLICHHE
Ha KOJMPAHETO € MOA00psBaHe pasNpeIeIEHUEeTO Ha TPEIIKHTE, T.€. 1a ObaaT
pasnpbCHATH BH3HUKHAIM TPYNMHUPAHW TPEIIKA OT OMTOBE B HE3aBUCHMU
€IMHUYHU TPEIIKH M TMOTCHIHAIHO Ja Ce TMOBHIIAT Ha KOPEKIIMOHHHTE
cnocobHocT Ha Koma. OT riegHa TOYKa Ha Kpunrorpadusara
MIpeIBApUTENIHOTO pa30bpkBaHe Ha mmmMdpupanata ype3 RSA anropurbm
uHboOpManMs clenBa Ja BHECE JIONMBJIHHUTENHO OOBpPKBaHE TIpH
pasmudpupaHero OT HenoOpokenaTeau, KOUTO ca MNPUAOOWIH |
KoMITpoMeTupanu cekpetHus kimod. Ha ¢ur. 3.2 e npencraBena o6o61ieHa
ONOK-cXxeMa Ha TMPeUIOKECHUsT KOMYHHUKAallMOHEH MOJeN C J100aBeHU
pa30BpKBAIIK yCTPOHCTBA Mpeau TypOo KoJiepa U MOAPEXK AN yCTPOHCTBA
cien TypOo nekojepa.

AN
LW
9 yToSend 1 1 QPsK
3
Turbo Coder + Random Interleaver
Message QPSK 7
1 2 Modulator L
Rician
4 siso
1 ™ Error Rate
C .
Rx l
Error Rate ‘
Calculation out.ber3 display
8 9 10 5 AWGN
Channel
WAL
1 1 QPSK 4—,
6
Turbo Decoder + Random Deinterleaver QPsK
7 Demodulator

Baseband

@ur. 3.2. biiok-cxema Ha IpeaioKeH KOMYHUKAIMOHEH MOJIET

3.2.1. CbhcTaB HA NPeAJIOKEHUSI KOMYHHMKAIIMOHEH MO/IeJ.

1 — O6mok 3a BBBEXJaHE Ha BXOJHOTO ChOOIIEHHUE, 2 — pa3ObpKBalu
ycTpoiicTBa u TypOo kojep, 3 — moaynarop (BPSK, QPSK unu 16-QAM), 4
— KkaHan Ha Paiic, 5 — kaHan 3a no6aBsHe Ha Osu1 ['aycoB mym, 6 —
nemonynatop (BPSK, QPSK umu 16-QAM), 7 — moapexaamu ycTpoicTBa
1 Typ0OO AexoJiep, 8§ — KaaKyJIaTop Ha TPemiku, 9 — 60K CBBbp3BAIll MPOTYyKTa
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Matnab cwc cumynanuonnara cpena (To Workspace), 10 — aucrneit 3a
n300passiBaHe OpOst Ha TPEIIKUTE.

3.2.2. lIpuHumn Ha aelicTBHe.

[IpenaBanoTo CHOOILICHHE NPEACTABIABA MOCIEIOBATETHOCT OT JAyMH
u mudpu U ce BbBEXKIa B copTyepHa cpena ,,Marnad“. Cnensa mudpupane
ype3 RSA anropurbM M HOAYYCHUAT MUAPPOTEKCT BHB BHJI HA HYJIU U
€IMHUIIM ITOCTHIIBA BBB BXOAHUS 070K (¢ur. 3.2). [IoToKbT OT nHpOpManus
MOCTBHIIBA 32 Pa30BbpPKBaHE, KOETO CE OCHILECTBSIBA C €THO UJIH JIBE YCTIOPETHO
CBBp3aHM pa3MecTBaIlU ycTpoiicTBa. J[Bara BapuaHTa 3a Jo0aBsHE Ha
paz0BpKBaIM yCTPOUCTBA MIpean TypOo Koziepa ca u3obpasenu Ha ¢ur. 3.3 u
¢ur. 3.4 cbOTBETHO.

J

Random Turbo
Interleaver Encoder
Bxoa Hsxon

Pa3GbpKBamIo y-BO TypGo Kozep

®wur.3.3. biiokoBa cxema ¢ eHO pa30BPKBAIIO YCTPOMCTBO MPEIH
TypOO KOAEpa

Random

Interleaver
gnall

Pa36. y-o 1
D Turbo
)| Demux ‘ Encoder O
Bxon anat2 H3xon
Heu?'n'm— MynrH-
IUIEKCOP TUIeKCop TypGo koxep
L » Random

> —

Interleaver

Pa36. y-Bo 2

@ur. 3.4. biiokoBa cxema ¢ JBe pa30bpKBAI YCTPOMCTBO Mpean
TypOO Kojepa

HNudopmanusra ce pa3dbpKBa B ChOTBETCTBHUE C aNropuThma Mersenne
Twister (MT19937) u mnoctenBa Ha Typoo komep (¢ur. 3.2). Tyk
uHpopMalUATa ce KOANUpa U ce J0OaBT U3IHIIBK OT OUTOBE 32 MPOBEPKa 3a
rpemkH. [TonydaBa ce mudpupaHo 1 KoJUpaHo chOOIIEHUE, KOETO MOCThIIBA
B MOJYJIHpPAILIO YCTPOMCTBO (cropea u30paHMs BapHaHT Ha MOJYJIAIM),
OCBILECTBSABAIIIO MOAYJIALUs U IPeJjaBaHe Ha ChOOIIEHUETO.
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3a 1a ce OCBILECTBH CUMYJAlMsi, MAKCHUMAIHO OJU3Ka /10 PEeaTHUTE
YCIJIOBMS1, MOJLyJIMPAHUAT CUTHAJ IIPEMUHABA IIpe3 KaHal Ha Paiic u kaHan 3a
no6aesiue Ha Ostn I'aycoB mrym. [lomyueHusIT curHan ¢ g00aBeHUS LIyM
MOCTBIIBA HA JEMOAYJIMPAIIO YCTPOWCTBO M Ha TypOo nekozepa. Criensa
MpOBEpKa U TMOIpPaBKa Ha TPEIIKH, Bb3HUKHAIM MPU MPEJaBaHETO, KaTo ce
npeMaxBa M3JIMIIBKBT OT MPOBEpPOBBUHM OuToBe. Jlekoampanara
MOCJICIOBATETHOCT OT HYJIM W EJUHUAIM IIOCTHIIBA B TOAPEKIAIIN
yCcTpoiicTBa U TypOO AeKoaep (ICMHTEPIUUBBPU), KOUTO MPEHAPEKIAT
pa30bpKaHOTO MUPPHUPAHO CHOOIICHHE.

Bapuantutre 3a Oposi Ha MOIpeXIaNIUTe yCTPOKMCTBA ciea TypOo
nekozepa ca uzobdpaszenu Ha ¢ur. 3.5 u ¢wur. 3.6.

Random Turbo
Deinterleaver Decoder ‘

M‘ixo;‘ BXO.‘[

JlenHTepaiiBbp -
Typ6o nexonep

@wur. 3.5. biokoBa cxemMa ¢ eIHO MPEHAPEKIAN0 YCTPOUCTBO CIEN
TypOO Aekoaepa

Random

| Deinterleaver «
JlenHTHpIIBED 1
SR Mux Demux — Turbo 3 i
e a Decoder “

Hsxon Bxox
MyaTHILIEKCOp Jemyarn-
ILUIEKCOP
le—

Random

Typ6o nexonep
Deinterleaver

JlenHTHpauiiBbp 2
@ur. 3.6. biiokoBa cxema ¢ ABe NpeHapexJall yCTpOKUCTBa Clie]
TypOO nexoepa

[Tonydyenuar mudpupan TEKCT ce TMojjara Ha Mpolenypa 3a
KaJIKyJIMpaHC Ha TI'pPCIIKH, KATO PE3yJTaTbT CC I/I306p83$IBa Ha ,HPICHJICP’I.

HIndpupanusaT TEKCT NOCTHIBA U 3a femudpupane B ,,Matiad®.
KoMyHUKaIMOHHUAT KaHall ¢ 00aBsiHE Ha pa30bpKBaIlM yCTpOiicTBa
npeau TypOo KoJiepa U MOApexkIalin yCTpOCTBa ciiel] TypOo JIeKoIepa MOoXe
Aa CC€ IPUIIOKU IPU CKPUTO MPEAAaBAHC HAa CCKPCTHU KIIHOYOBC Ha AES
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anropuTbM upe3 RSA acumerpuuno kpuntupane. Ilpu ynpaBineHuero Ha
JPOHOBE KOMYHHUKAIUATA MEX Iy OllepaTopa u IpoHa ce kpunrupa upe3 AES
anroputhM. llpemiokeHara CTpykTypa Ha KOMYHUKAIIMOHHUS KaHAl C
no06aBsiHe Ha pa30bPKBAIH YCTPOICTBA Ipean TypOO KoJiepa U MOApesKIalu
ycTpoiicTBa cien TypOo Aekoaepa MOXe Ja ce peaju3upa B CICIHUTE
CTBIIKHA:

[IepBaTa cTHIKA € CTapTUpPaAHE HA CECHATA 32 KOMYHHUKAIHS C JPOHA,
KOSITO BKJIFOYBA CJICJTHUTE POy PH:

- Ha3eMmHaTa ctaHuus reaepupa ciydacH AES session key;

- kpuntupaHe Ha re"epupanust AES xmou ¢ RSA anroputsm un
nobaBsiHe KbM HEro Ha IMyOJNYeH KII0Y, KOUTO CE U3MpaIlar KbM JApOHA.

JpoHBT U3M0JI3Ba CBOSI, IPeIBApUTENTHO 3amrcad RSA cekpereH kitoy,
3a na nexpuntupa AES kiroua.

Bropara cTbmnka BKIOYBA CUMETPUYHO MIM(PpOBaHE Ha MOTOKA OT
JaHHU, ChABPIKALIM KOMaHIWTE 3a YIpaBJIeHHuEe Ha JipoHa. ToBa u3nCcKBa:

- W JBETE CTpaHH J1a UMAaT €JIMH U ChIM Kpuntupad AES knrod;

-  KpHUIITHpaHE Ha JaHHUTE CbC cuMmeTpuueH AES anropursm.

3.3. EjgemeHTHM 0T C¢bCTaBa Ha IMpPeLJ0KEHUS MOJeJ] Ha
KOMYHUKALMOHEH KaHaJ ¢ J00aBsiHe Ha Ppa30bpPKBalM YCTPOMCTBA
npeau Typoo Koaepa v moApe:RIanM ycrpoiicrsa ciea Typoo aexoaepa.

3.3.2. Padora u mapamerpu Ha pa30bpPKBaII0 YCTPOCTBO, MPeIU
Typ0O KOAEepa.

bioksT Random Interleaver (pa3mecTBaiio yCTpoiCTBO) € €IEeMEHT OT
ChCTaBa Ha KOMYHHUKalMOHHUTE KoMroHeHTH (Communications Toolbox),
BKJIIOUEHU B CHUMYJAllMOHHA cpeda ,,CUMyIMHK Ha copTyepeH HpPOAYKT
,MaTa0®“. BXogHUAT curHaji € BbB BUJ Ha BEKTOP-CTHIO U pPa3MeCTBAIIIOTO
YCTPOMCTBO TO MPEHAPEkKIa, U3MOJI3BalKK ciydaiiHa nepmyTtanus. Ha dur.
3.6 e mpelcTaBeH KOHTPOJIHUS IMaHEeN, OT KOWTO ce 3a7aBaT mapaMeTpuTe Ha
pa30bpKBAILIO YCTPOHUCTBO.

[TapamerspbT ,,Number of elements* (Opoii Ha eleMEHTHTE) IMOKa3Ba
pasMepa Ha BXoAHus BekTop. Creapamuar mnapaMmersp ,Initial seed*
(HauaTHO CHCTOSIHHE ) HHUIIMATU3UPA TeHepaTopa Ha CIIyJaiiHu Yncia, KOHTo
W3BBPIIIBA EPMYTAIHITA.
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Block Parameters: Random Interleaver X
Random Interleaver (mask) (link)

Interleave the elements of the input vector using
a random permutation. The Number of elements
must match the input signal width.

Parameters
Number of elements:

Initial seed:

Cancel Help Apply

@ur. 3.6. KoHTposieH maHen 3a 3a/1aBaHe Ha MapaMeTpuTe Ha pa30bpKBaIo
YCTPOMCTBO
I'eHepaTopbhT Ha clOydailHM dYWCIa € peaym3upaH Ha Oaszara Ha
JNCTCPMUHUCTHYCH aJTOPUTHM, KOWTO 3allOYBAWKK OT €IHO HaYaaHO
ceecTostHUE (seed) popmupa mbiara mMocinenoBaTeTHOCT OT TICEBIO CIyYaitHU
yucna. [Ipu 3agasgeHo enHo U ChIo Ha4aaHO ChCTOSIHUE CE TMOoTyYaBa eiHa U
Chllla MOCIEA0BATEIHOCT. ['eHepaTtopbT paboTH C BHTPEIIHO CHCTOSHUE OT
624 nienu yncia, BCAKO ¢ pazMep 32 6uta, KOUTO MOCIIe ¢e CBEeXaT 10 ,,0 u
,, 1. TleppoabT Ha MOBTOPEHME HA JIaficHa KOMOMHAIIUS € JOCTaThYHO TOJISIM
(2199371 koMOMHALMK) ¥ TOBA I'O PABH HOUTH ,,0€3KpacH".
I'enepupanero Ha ciay4ailHM YMca C€ OCBIIECTBSIBA B ChOTBETCTBUE
cbe caeanus uzpas [110]:

Xie+ny = Xk+o @ Xi.D;, (3.5)

KBJETO:

X} ca TeKylIMTe CTOMHOCTH B CBhCTOSHMETO Ha TreHeparopa (IyMH C
TbJDKUHA 32 OuTa);

N,, € pa3mMepbT Ha MacUBa CbC ChCTOSHUSA;

O — oTmecTBaHe B MacuBa,

@ — maremaTuyecka ormepanus cyma o Moays 2;

D; — maTpuna cbc 3aJaIcHU pa3MepH.

3.3.4. PaGora u napamerpu Ha Typ0O Kojep.

TypOo kozmepsT € peanusupan ¢ aBa ycrnopenHo cBbpzanu RSC xonepa
U eHO pa30BpKBaIlO yCTpOoHCTBO MexIy TiaX. IlocpencTBom rpanmBHUTE
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€JIEMEHTH Ha TypOo Kozepa ce J00aBsi U3MUIIBK OT OUTOBE KbM IpeIaBaHuUs
NOTOK HMH(POPMALMOHHU CHUMBOJIM. Jl00aBeHMAT W3IMIIBK OT OUTOBE
MMO3BOJIsIBA KOPCKOWA Ha TI'PCHIKH, BB3HUKHAIM IIpU IMMPEAABAaHCTO Ha
unpopmanuara. B cumynanuoHHaTa cpela CHMYJIHMHK, TypOO KOJEpHT
MO3BOJISIBA Ja Cc€ KOH(Urypupar pasluyHd  TapaMeTph  CIIOpe]
MpeaAHa3HAYCHHUETO HAa CUMYJIMPAaHUAd KOMYHUKAITUOHCH MOJCIIL.

OcHoBHUTE TIapameTpu, BIUSEHIM Ha paboTaTa Ha TypOO Kojaepa, ca
o0Opa3yBaluAT TOJIMHOM, KOHTO c€ 3aJaBa OT OJIOKa 3a BBBEXKIAHE HA
napameTpuTe B TypOO Koaepa, mzoOpazeH Ha ¢ur. 3.9. I[lapamerpure ca
Trellis structure W JOBDKAHATA Ha BXOJHATa IIOCIIELOBATEIIHOCT 3a
uHTepauiiBbpa oT Interleaver indices.

@ Block Parameters: Turbo Encoder X
Turbo Encoder

Encode binary data using a parallel concatenated coding scheme that employs a convolutional
encoder as the constituent encoder.

Both the constituent encoders use the same trellis structure.

Use the poly2trellis function to create a trellis using the constraint length, code generator (octal)
and feedback connection (octal).

Source code

Parameters

Trellis structure: ‘ponZtreIIis( 3,[7,61,7) struct ‘ H

Source of interleaver indices: Property v

Interleaver indices: ‘(208:-1:1).' <208x1 double> ‘ E

Source of output indices: Auto v

Simulate using: Code generation ~

cancel || Help || Apply
®ur. 3.9. biiok 3a BbBeXJaHE Ha MapaMeTpUTE B TypOO KoJiepa
Trellis crpykrypara ce popmMupa OT CIACTHUTE TPU CIEMEHTA:
Trellis = poly2trellis (constraint Length, feed forward, feedback),

Tosa ca:
- Constraint Length - nbmxuna Ha konoBa ayma (k);
- feedforward - BekTOp OT TEHEPATOPHU IIOJIMHOMH, KOHTO

OTIpeIeTISAT U3XOIUTE Ha TypOo Koaepa (m;q, M;,);

- feedback - emuH moaMHOM, KOWTO Cce HM3MOJ3Ba 3a oOpaTHaTa
BpB3Ka.

B To3u mpumep moamHOMBT 3a paboraTa Ha TypOO Kojepa B cpena
CUMYIUHK ce 3a/1aBa B ciieHus Bua: poly2trellis (3, [7 6], 7). (IbIHUS CIUCHK
C M3CJIe/IBaHU TTOJUHOMHU € TIOMECTEH B MPUJIOKEHHE 6).
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[udpara 3 mokasBa IbDKMHATA Ha KOAOBaTa QyMa, F€HEPATOPHUTE
MOJIMHOMH (M1, M;,) ca MpeJCTaBeHu B ocMu4eH B [7,6]. Trii kato k=3,
ciieBa ye OposIT Ha 3amamMeTsBaliuTe enemMenTu B peructpure D e L=k-1=2.

ChCTOSHUATA HA PETHCTPUTE CE TPOMEHSIT MPU BCEKHU MOCTHITIIT TEKYII
our, kato x° e TeKyIUAT NOCThIMI OUT, X! € eJIUH TaKT 3aKbCHEHHE, 4 X2 €
3aKbCHEHHE JBa TaKTa 3aKbCHEHUE U T.H.

3anangeHure croiHocTU [7, 6] Ha reHepaTOpHUTE IOJIMHOMHU Ca B
ocMu4HaTa (popma, Thi KaTo TypOO KOJAEPHT paboTH C IBOMYHU YHCIIA, KOUTO
ce mpeoOpa3yBarT 1Mo CJICTHUS HAYWH:

e 6g (6, B nBonuyHa (opma e 110) u IbPBUAT reHEpaTOpeH
nomuHoM € m;; = 1. x2+1. x14+0. x%=x2 + x
e7¢ (7, B nBonuHa ¢opma € 111) u BTOpUSIT reHepaTopeH
noauHOM € My = L.x?+1. x4+ 1. x%=x2 + x + 1
Ha ¢wur. 3.10 e mpeacraBeHa 670k cxema Ha TypOO KOJAEP ChC 3aaJCHH
napametpu poly2trellis(3, [7 6], 7), 3a KOSITO €AMHUAT U3XOACH CUTHAT €
m; =x?> + x, aBropuare m’; =x*> + x + 1.

Yucnoto 2 B CTENEHHHUs noKasared (x2) 03Ha4aBa, 9€ M3XOIHMS CUTHA
m; € 3aIbpKaH Ha JIBa TakTa Mpeau Aa ObJe MOIJIOXKEH Ha CyMHpPaHE I0
Moayn aBe. B ciayuas nbikuHaTa Ha KozioBa gyma e k=3, koeto o3HavaBa, 4ye
cxemaTa Ha TypOO Kojiepa BKJIIOUYBa JBa peructbpa D; u D, 3a mppBu RSC
xonep u D'y u D', 3a Bropu RSC konep. [TocinenosarenHoctra 0T GUTOBE M,
€ BXOJ[HA 3a crcTeMara.

Cymatopute 1mo Moyl 2 ce MOCTaBsSIT B cxemaTa Ha TypOo Kojepa
CHopes 3aJaJIcHUTe TeHEePaTOpPHH IMOJMHOMH. 32 IBbPBH IOJIMHOM M; CE
oOpasyBa u3xoiHa mocienoBarenHoct u, = D; @ D,, a BTOpara M3XoaHa
MOCJICIOBATEITHOCT M,,; CE MOJTy4YaBa MpU CyMUpPaHe Ha TeKylwst out u D; @
D,. ObpaTtHara Bpb3Ka ce popMupa MpH ornepanusTa cyma no MOoayi ABe OT
3a[IbpKaHUs Ha JIBAa TaKTa OUT C TEKyIUs. 3aaJieHaTa CTOMHOCT B MOJIMHOMA
e 7, xosaTo B ABoWyeH Bug e 111.
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®uwr. 3.10. brok cxema Ha TypOO KoJiep ChC 3aa/ICHH MMapaMeTpu
poly2trellis(3, [7 6], 7)

CucremMaTHYHUTE KOHBOJIOIMOHHU KOJIEpHM B  KOJOBHS  OJIOK
MO3BOJISIBAT Ja C€ OTAENAT UHPOPMAIIMOHHUTE OT MPOBEPOBBLUYHHUTE OUTOBE.
Taka B kaHana 3a CBpb3Ka peaJiHO ce IpenaBar JBa KOJOBH OJ0Ka, KaTo
I'BPBUAT OJIOK c€ CbCTOM OT MH(POpPMAIMOHHATA U MPOBEPOBBYHA YACT HA
ropuust RSC konep ot cxemara Ha ¢ur.3.10, a BTOPHAT KOJIOB OJI0K C€ ChCTON
OT pa3MecTeHaTta MH(OPMAIIMOHHA W MPOBEPOBbUHA YacT Ha jojHus RSC
kozep. PasmecTenara nH(OpMAMOHHA CHCTEMATHYHA YacT M’ Ha BTOPHS
KOZIOB OJIOK HE ce IpelJaBa B KaHalla 3a CBpPB3Ka, 3allOTO 3a HEWHOTO
BB3CTAHOBSABAHE B JIEKOJEpa C€ U3IOJI3BAa YCTPOICTBO 3a pa3MecTBaHe,
aHAJIOTMYHO Ha YCTPOMCTBOTO 3a pa3MecTBaHe OT Kojepa.

[Ipu otnensHero Ha WHGOPMALMOHHUTE OT MPOBEPOBBUHUTE OUTOBE
nH(popMalLKATa OCTaBa sIBHA, KOETO € M03BOJISIBA HA HEAOOpOKEIaTeNu Ciell
HaTpylBaHE Ha CTAaTUCTHYECKU JaHHU Ja BB3CTAHOBAT IIpeJaBaHaTa
nHpopmarus.

[IpennoxeHata cxema ¢ JONBIHUTENHU pazObpKBAIlU YCTPOHCTBA
npenu TypOo Kojepa TOMbIHUTEIHO YCI0KHABA 3a7]a4aTa 32 HEOTOPU3UPAHO
JNEKpUINITHpaHE Ha MpeaaBaHaTa nHbopMaIus.

3.4. U3Boau OT TpeTa rjasa.

1. Typbo koaMpaHETO 3HAUMTEIHO MOBHIIABA HAJESKTHOCTTA Ha
KOMYHUKAI[MOHHUS KaHajJ, OCOOEHO KOraTo ce€ WU3M0J3Ba 3aelHO C
pa30bpKBaIld YCTPOICTBA, Th KaTo TOBa HamalsgBa BEPOSTHOCTTA OT
nmocnefoBaTeHN (TAaKeTHU) TpEIIKH TpU TpEeAaBaHeTO Ha JIaHHHU.
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W3nom3BaHnero Ha JBa YCHOpPEIHO CBBpP3aHM OJ0OKa 3a pa30bpKBaHE
JONPUHACS 3a OI00pSBaHE CKOPOCTTA M YCTOMYMBOCTTA HA MPEIABAHETO HA
JAHHU B 3alllyMEH KaHaJl, KOETO IPaBU TO3M MOIXO0J IPENOPbUYUTENEH NpU
peaJIHu yCIIOBUS HA KOMYHHUKAIUS.

2. B peannu cueHapuu, TpsOBa BHUMAaTENIHO Ja ce usbepar
napamerpute Ha RSA kimodoBere u KOHPUTYpanus Ha TypOO KoJepa; 3a Jaa
ce MOCTUTHE OajaHC MEXIy CHTYPHOCT M €(EeKTHBHOCT Ha IpeJaBaHe Ha
uHpOpMaNHATA.

3.  Kpunrupamusr anropursM RSA e noreHuaiHo ysa3BUM, 0COOEHO
KOraTo ce U3M0J3BaT ci1abu reHepaTopy Ha CiTydyailHU YuClia UJTU ce Ipuiarat
KbCHU KIIFOUOBE, KOETO MO{4epTaBa HEOOXOJMMOCTTa OT MPELU3HO U30MpaHe
Ha KpUNTOrpadcKkuTe napameTpu.

4. BaxeH mpakTUYeCKH acleKT NpU  HAcTPOWBAHETO  Ha
CUMYJIAI[MOHHATA CpeJla € ONTUMHU3MPAHETO Ha MapaMeTpuTe Ha KaHajla Ha
Paitc 1 AWGN kanan, 3a ga ce MoAenupaT pealMCTUYHO YCIOBUSTa HA
MpelaBaHe U 3alllyMsBaHE Ha CHTHaja, KOETO OCUTYpsiBa MaKCHMalHO
ONMU3KM pe3yiaTaTH [0 JAeWCTBUTENHATa paboTa Ha KOMYHUKALMOHHHUTE
CUCTEMH.

I')TABA 4. PE3YJITATHU OT NTIPOBEAEHUTE U3CJIEABAHUSA
HA MOJEJA 3A OBPABOTKA HA HWHO®OPMAIUATA B
KOMYHUKAIIMOHHA CHUCTEMA, OCHUTI'YPABAIIL
CbBMECTHO IMYMOYCTOHYNUBO KOJIUPAHE n
NN PPUPAHE HA THOOPMALUATA

B nmnpenxogHara riaBa € cHUHTE3UpaH Mojen 3a o00paboTka Ha
uHpopMalnMaTa B KOMYHUKAllMOHHA CHCTEMA, OCUTYpsBall CbhbBMECTHO
LIIYMOYCTOHYMBO KOAMpaHEe W wudpupaHe Ha uHPopMmauusaTa. Ypes
pEIIaBaHeTO Ha YETBBPTATA 3a/la4a Ha JUCEPTAMOHHUS TPY/ B HACTOAIATa
rjlaBa ce O00OCHOBaBa IPAKTUYECKATa IPHJIOKUMOCT Ha CHHTE3UPAHUs
MOZEI.

4.1. ExcnepuMeHTa/JlHA NOCTAHOBKA Ha  peajJM3UpPaHHUTE
CHMYJIALIMOHHH MOJIeJIM, H3110JI3BAalH Typ0o KoaupaHe U uppupaHe.

CHUMynanMOHHUAT MOJE] Ha KOMYHMKAallMOHEH KaHaJl, W3I0JI3Balll
mudpupaHe M KOAUPAHE C JBE YCIOPEJHO CBBP3aHH pa3ObpKBaIu
yCTpOMCTBa, € 000CHOBaH B TpeTa riasa, naparpad 3.2 Toil e peanusupan B
CHUMYJIallMOHHA cpefa ,,Simulink® Ha codryepen npoaykr ,,Matlab®, Bepcus
2024b. Bcuuku cumynanuu ca TpoBeleHH Ha 64 OWTOBa omeparuoHHA
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cuctrema Windows 10, xapayep - Isus FX502V, mpomecop: Intel(R)
Core(TM) 17-6700HQ, CPU 2.60GHz, RAM namer - 24GB.

W3xonHuTe MapaMeTpu, KOUTO ca 3a7a/IeHU Ha BCHYKU CUMYJIAIUOHHU
KOH(UTypaIH, ca CICIHUTE:

- Kp-daxrop: 10;

- 3aruxBaHe npu pasnpocrpaHenue Ha curHana (Free Space Path
Loss): FSPL = —119,97 dB, u3uucneno ot uzpa3s (3.7);

- PascrossHme  Mexnay — InpenaBaTel-IPUEMHHK: d. = 28kM
(mpecmeTHaTO 4upe3 popmyna 3.8.);

- BpemesakbCHeHHE Ha pa3MpOCTpaHEHUE Ha TIOJNC3HUS CHUTHAI
(Path Delay): Pd = 93,33us (momydeno ot u3pas 3.9);

- MomHoct Ha u3nbyeHus curHan: P. = 1 W;

- YysctBuTenHoct Ha npueMHuka: -90 dBm (1 nW);

- Komoswu ckopoctu: R =1/2, 1/3, 1/4;

- Moaynamuu: BPSK, QPSK, 16-QAM;

- JIpJDKWHA Ha TIpeAaBaHOTO choOmeHue: 16 oura;

- bpoit mpTH Ha TIpegaBaHOTO CHOOIIEHWE 33 €AHA CUMYyJaIus: |
000 000;

- JImamaszon Ha SNR: 0dB + 30dB, crrnka 0,5dB.

3a Bcsika m3ciieBana kojoBa ckopoct (1/2, 1/3 u 1/4) ca usnon3Banu
48 reHepaTHUBHU MOJMHOMA (HAIIBJIHO ONMCAHU B MIPUJIOKEHUE 6) U TPU BHUIA
MOJyJalus, a pe3yiaTaTure Ha BCcuuku 144 koHurypauuu 3a Besika KOJ0Ba
CKOpPOCT ca TMpeAcTaBeHHW B mnpuioxkenus 7, 9 wm 11. Haii-goGpute 5
KOH(QUTypaluy, MpH KOUTO C€ IMOCTUra ONTUMAIHO ChOTHOIICHHE
CUTHAJI/IIIyM OT BCSIKa KOJOBa CKOPOCT C€ CPaBHABAT ChC CUMYJIAIMOHEH
KOMYHHKAI[MOHEH Mojed. TyK ce H3MoJ3Ba camMoO €AHO pa30bpKBaIio
YCTPOMCTBO M TOBa € OMHCAaHO B IuaBa 3, maparpad 3.2, a 06a30BUST
KOMYHHKAI[MOHEH MOJIE] € OMKCaH B riaBa 3, maparpad 3.1.

3amayata Ha CHUMYJIALIMOHHMS EKCIEPUMEHT € Ja Ce H3CieaBar
BB3MOXKHOCTUTE 32 CbBMECTHO KOJHpaHe U mudpupane Ha nHPopMaIusTa,
U3MpaliaHata Mo CHUMYJAIMOHEH KOMYHHKAI[MOHEH MOJed, Karo ca
3aJI0’KeHH MaKCHMAaJTHO HEOJarompusTHU YCIOBUS 3a pa3MpOCTpaHEHHE Ha
curnana. llenra e na ce ycTaHOBAT KOHUTYpallUUTe, KOUTO Hali-Io0pe
chueTaBaT Mpolleaypute mo mudpupane, TypOo KoAupaHe, 3aJaBaHe Ha
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IFCHCPATUBCH IIOJMHOM HW MoOAyJdanuda, JAgoCTuramu g0 MHHHUMAJIHO
otHomieHue curaan/mym (SNR) 3a pa3nuyHuTe KOJOBH CKOPOCTH.
[TonmyyeHure pe3ynraTu ce pa3aessiT Ha CICTHUTE TPH KPUTEPUU:
- 3a mocrurnar SNR or 0 go 15 dB u mpenasane na 10° Gpos
CHOOLICHHS pe3yNTaTuTe ce cuuTaT 3a OTIMYHU (OP — oTIMuHU pe3yiraTH)
1 OMBaT JIOMBIHUTEIHO 00pabOTBaHY;

- 3a SNR B muanazona ot 15 no 30 dB ce npuema, ye pesynraTure
ca 3a0BonuTeNHN (3P —3a/10BONIMTEIHN PE3YJITATH) U CE CUUTAT 32 BAINIHY;

- IIpu SNR nHan 30dB MmozxenuTe ce cunrar 3a Hezanooauteau (HP
— HE3aJIOBOJIUTEIIHA PE3YJITaTH) W HE ca HM3CIICJBAHU B JIUCEPTAIIMOHHUS
TpyX.

4.2.4. OO00o0meH CTATHCTMYECKH AaHAJIU3 HA TOCTUTHATHUTE
pe3yaratu Ha BcHYKH 432 koHUrypamum Ha MOJAEJNTE ¢ KOIAOBH
ckopoctu 1/2, 1/3 m 1/4 no napamerpu: BHA [eKOAHPaHe, BH/[
MOAYJIALMS, CbOTHOLLIEHHE CHTHAJI/IIYM.

O0o0men aHaau3 pe3yaTaTuTe OT M3CJEeABAHETO HAa BCHYKH
MO/ieJIU NIPH TPUTe, 32/1a/1eHU KOJOBH CKOPOCTH.

OT npeacTaBeHUTE PE3yITaTH OT CUMYJIATUBHMSI €KCIIEPUMEHT CJIE/IBA,
ye OposT Ha KOH(PUTYpALMHUTE, KOUTO OTroBapsT Ha kputepus 3P mpu R=1/2
e 59, 3a R=1/3 ca 91, a mpu ckopoct R =1/4 6posiT € 61. CymapHO TEXHHUAT
Opoii e 211 xoHdpurypamnuu, Kkoeto € <~ 49 %.

BbposT Ha HEoTroBapsmuTe Ha TO3W Kputepuii monenu € 432 — 211 =
221, 1.€. 51% ot Te3u koHdurypamuu. Te3u nporeHTH ca n300pa3eHu Ha (ur.
4.8.

NpouenT Ha "

B o 30 dB: 211 (48.8%)
I Han 30 dB: 221 (51.2%)

@ur. 4.8. Kpbrosa nuarpama Ha 00001IIEHUTE PE3YJITATH 32 BCUUKH
U3CIIeABaHU CKOPOCTU Ha KOJIMpaHe
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CrarucTnyecKH aHaJlHM3 Ha pe3yJTaTuTe OT H3CIeJIBaHe Ha
KOMYHMKALMOHHU MOJeJI NpPHU KoaoBH ckopoctu R=1/2, R=1/3, R=1/4
(npunoxenust 7, 9 m 11).

ITomyyeHure pe3ynTaT 3a BCHUKU U3CIECABAHU CKOPOCTHU Ca CICIHUTE
(npunoxenus 7,9 u 11):

Munumaiien SNR =2 dB;

Makcumanen SNR = 30 dB;

Ooxsar (Range) =30 -2 =28 dB;
MaremaTrnuecko ouakBane (Mean) ~ 15,27 dB;
[Mpubmmsurenna mennana (Median) ~ 14 — 15 dB;
CrangaptHo oTKiIOHEeHUE (6) = 6,54 dB.

N306poeHnTe XapaKTepUCTHKH ca H300pa3eH Ha XUCTOTpama, KOSTO €
npencraBeHa Ha ¢ur. 4.9 Ts moka3Ba pasnpeIe]ICHIEeTO Ha BEPOSITHOCTUTE HA
npueMiMBHTE cToHOCTH Ha SNR, momydenu npu oOenMHsBaHE Ha BCHUKU
211 ynoBneTBopsiBaiy KOHPUTypaIiu 3a TPUTE KOJIOBU ckopocTH. KpuBara
Ha pasINpeeNIeHUETO MT0Ka3Ba, Y€ TO € 0 HOPMAJIEH 3aKOH.

0.08 — T T T T T T

Pasnpenesrenne Ha SNR
0.07 F|— - Meanana B

0.03 [

MnbTHOCTHA BEPOSITHOCT
o

0.02 [

0.01

0 5 10 15 20 25 30
SNR (dB)

@ur. 4.9. Xucrorpama 1 HOpMaJaHO pasnpenesneHue Ha npuemnnsure SNR

CTOMHOCTH

ITonmyuyenure croiinoct Ha SNR ca ceOpanu B uHTepBana 14—-16 dB,
KOETO € B ChOTBETCTBHE C MaTeMaTH4eckoTo oyakBaHe 15,27 dB. Cbc 3enena
TUHUS € oTOens3aHa MeauaHaTa, KOATO MMa 3HadeHue okono 14-15 dB.
JlnanazonsT (00xBat) Ha n3mMeHenue Ha SNR e ot 2 dB g0 30 dB (28 dB), a

32



CTaHJAPTHOTO OTKJIIOHEHHE € G 6,54 dB, koero mMmoOKa3Ba yMepeHa
pa3CestHOCT Ha pe3yJiTaTHTe, T.€. MOBEYETO CTOMHOCTH ca B CpEAHUS
MHTEpBaJ, JOKaTo KpaitHu ctoiHocTH KbM 2 dB u 30 dB ce cpemar ¢ mo-
MaJika BEpOSTHOCT.

4.3 AHaau3 Ha pe3yJTaTuTe, NOJY4YeHH NPU HU3M0JI3BaAHE HAa
ONTUMAJIHUTE KOH(Urypauuu ¢ ABa HHTEPJHUIBbPa crnpsiMmo 0a30BHU
KOMYHUKALIMOHHHM MO/1e/ U 0e3 MHTEePJIHiiBBP U CUMYJIAallMOHEH MOJIeJ ¢
eIMH MHTEePIUBBP.

Ha ¢wur. 4.15 ca 06001menn pe3ynTaTuTe OT KOMYHHKAITHOHHA CHUCTEMHU

)

0€e3 UHTEPJIUBDBP, C €AUH U JIBa HUHTEPIUBBPA IPHU KOJAOBA CKOpOCT 1/2.
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=== Bpame ez MHTEPIMABED
@ur. 4.15. O60011eHH pe3yATaTH OT KOMyHUKALIMOHHU CUCTEMH 0e3

UHTEPJIUBBD, C €AUH U JBa HHTEPJIUBBPA IPU KOJI0BA CKOpocT 1/2

Ha ¢ur. 4.15 e npencraBeHo rpaduyecko cpaBHEHUE Ha Hail-100puTe
KoH(Uryparuu mnpu kojaoBa ckopoct R=1/2, sun na mogynauusita BPSK u
JeKoaupall anropuTbM True-App, KaTo ca pa3rpaHUueHH JBa cilydasi — C /1Ba
MHTEpIUHBBPA (BISABO Ha (GUTypaTa) U C €JMH UHTEPIUNBBD (BISICHO), KOUTO
ca pa3lielieHd ¢ BepTHKaJHA 4yepHa JUHUA. CHUHUTE CTHIOOBE OTpa3sBar
nocturHatusatT SNR, a XKbATUTE CTBIOOBE — BPEMETO 3a CHUMYJAIMSL.
Pesynrature oT 0a30BUTE KOMYHUKALlMOHHU KaHalU ca H300pa3eHu ¢
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nyHKTUpHH KpuBHU. C 3eJeH MyHKTHp € oOo3HaueH mocturHatust SNR, a ¢
OPAHKEB - MPOABLKUTEIIHOCTTA HA CUMYJIALIUUTE.

[Ipy xoHpUTypanuuTe ¢ €IUH U JABa WHTEPIHUBBpPA PE3YJITATHTE,
MOJIy4eHU TpHU pa3ObpKBaHE (CHHHUTE CTHIOOBE), Ca PA3MOJIOKEHU IO
3ejeHaTa MyHKTUpPaHa JIMHUSA, KOETO 03HayaBa, Ye€ 3a ChIIMS KpUTEpUN ce
n3uckBa no-Huchbk SNR crpsimo monenute 6e3 pazobpkBane. ToBa Moka3sa,
4e ca MOA0OPEHH KOPUTHPAILIUTE CBOWCTBA ITPH M3MOI3BAaHE HA €AMH WJIH JBa
MHTEPIUHBBPA CIISIMO 0a30BHsI MOJIEN, KAaTO pa3jiukara € B pamkure Ha 0,5—1
dB.

Pe3yaraTtu nosyyenu ot Mogenu 6e3 pa3dbpKBamo yCTPoOiCTBO U
cKopocT Ha koaa 1/3.

@ur. 4.19 wnroctpupa 06001I€HNUTE PE3yITaTH OT KOH(UTYpaIUU IpU
ckopoct R=1/3, kaTo BisiBO ca n3o0pa3eHu noixyueHuTe 3HadeHus Ha SNR u
BpEMETO 3a CHUMYJAIUs IpU MOJEIU C 2 HWHTEpIHiBbpa U BASICHO - C |
MHTEPIUNBBD, KaTO ca pa3/iejeHH ¢ BEpTUKAIHA YepHA JUHUS. 3a CpaBHEHHE
ca n300pazeHu MyHKTUPaHU KpUBH: 3e1eHa 32 SNR 1 opaHkeBa 3a BpeMeTO
Ha cuMyJanus npu 6a3oBu Mojienu 6e3 UHTepauiiBbp. CHUHUTE CTHJIOOBE Ha
rpadukara ca pa3MoOJOKEHU MOJ 3€lleHaTa IMyHKTHUpaHa JUHUS, KOETO
Oo3HayaBa HeoOXoAMMOCTTa OT To-HHCbK SNR mnpu mnpemaBaneTo Ha
3amanenute gaHHU. SNR okomno 1,5 dB ce monyuyaBa npu BapuaHTa ¢ equH
uHTepIUiBLp U Moxayiauuss BPSK u momuuom 7[171 177 133]. Ilpu nBa
WHTepnuiiBbpa Hal-HUCHK SNR (oxoisio 2 dB) ce momyvaBa npu moxymamus
BPSK ¢ momuaom 5[23 31 25]. [IpeacraBsinero Ha KoHpUrypamusaTa ¢ aBa
MHTEpJIMIBBPA OTCTHIIBA HE3HAYUTENIHO cOpsAMo mnocturHatuss SNR ot
MojieNa ¢ €IUH WHTEePJIUIBbp, HO 3HAUYUTEIHO CE€ HamalsBa BPEMETO 3a
CUMYJIaIusl.
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@ur. 4.19. O6006111eHN pe3yaTaTl OT KOMyHUKAIIMOHHU CUCTEMH 0e3

WHTEPIUBBD, C €IMH U JBa UHTEPIIMBHPA NP KoJI0Ba ckopocT 1/3

Pesyaratu nmoJiydeHH OT KOMYHMKAIIMOHHM Mojaeau 0e3
pa30bpPKBAILIO YCTPOHCTBO M CKOPOCT HAa Koaupane 1/4.

Ha ¢wur. 4. 23 ca uzo6pazenun 0600IICHUTE PE3YITaTH OT CPABHSIBAHETO
Ha KOMYHHKAITMOHHU MOJIENIU MPHU KoJ10Ba cKopocT R=1/4 6e3 uHTEpIMiiBBp
CHpSIMO TE3HU C €IUH U JBa HHTepMiiBbpa. CHHHUTE CTHI00BE moka3zBatr SNR
[dB], xbaTUTE CTHIOOBE — BPEMETO 3a CUMYJIAllKsl, a 3eJieHaTa U OpaH)KeBaTa
MIyHKTUPaHa JUHUS CIy>KaT 3a CpaBHEHHUE, KaTo moco4yBaT cboTBETHO SNR 1
MPOIBIDKUTEIIHOCT HAa CUMYJIAlsATa Ha 6a30BUTE MOJIEH 0€3 HHTEPIUUBHP.
JIBeTe MOIOBUHY Ha XUCTOTpamara ca pas/esieH! ¢ BepTUKaIHa YepHa JIMHHUS,
KaTo BJISIBO ca MOMECTEHU KOH(UTYpAIIMHUTE C JIBA HHTEPJIUUBBPA, a BISCHO,
C €/IMH UHTEPIUIBBD.
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Bpewme 3a cumynaums [MuHyTH]

B SNR [dB]

[ Bpeme 3a CAMyNaLMA

= = = SNR fe3 uHTepmmitasp
= = = Bpenme be3 untepnniissp

@ur. 4.23. O600111eHN pe3yaTaTl OT KOMYHUKAIIMOHHU CUCTEMH 0e3

WHTEPIUBBD, C €UH U IBAa HHTEPIUBHPA MPU KOJI0BA CKOpocT 1/4

[Tpu komoBa ckopoct R=1/4 Haii-m1oOpO CHOTHOIICHUE CUTHAI/IIIYM Ce
noctura 0e3 wHTepiuiiBbp (or 2 o 3 dB). Ilpm mopenure ¢ enun
uatepnuiiBbp SNR ce Bromaa, cipsimo Te3u 6e3 TakbB. KoHdurypanuure,
M3TO0JI3BAIM J[Ba HHTEPIHUBBPA, H3UCKBAT MMO-BUCOK SNR (0T 6,5 10 8 dB),
3a J1a peAaaaT 3auajaeHus Opor cro0ieHus 0e3 rpemka.

4.4. O0001mIeH aHAJAN3 HA KOH(UIrypauuuTe NMpH pasjudeH Opoii
pa30dbpKBaIIM yCTPOiCTBA, 00pa3yBall MOJMHOM, AbJKMHA HA KOJI0BA
AyMa, CKOPOCT HA KOJa U NPOAbJKUTEJIHOCT HA CUMYJIAIUS.

B Tabimmma 4.18 ca npeacraBenn 00001IeHUTE pe3yATaTUTE MPH KOJIOBA
ckopocT 1/2, mony4eHH TpU KOMYHHMKAIIMOHHHM MOJIENH C €IHO WU [IBE
pa30bpKBaIlK yCTPOKCTBA CIPSIMO MOJIENIN 100e3 pa30bpKBallX YCTPOHUCTBA.
IIpu ckopoct R=1/2 kommpomucHo pemieHue mexay SNR u Bpeme 3a
cUMyJNalusi ce mnoctura mnpu KoHpurypamus ¢ wmonynanus BPSK u
reHepaTuBeH noauHoM 5[23 31] ¢ enHo pa3ObpKBAIIO YCTPOHUCTBO.
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Tabmuua 4.18

Bpeme

g | ot | o | S [P o

(Momymanms, | ckopocT | pasb. [dB] | pasGepeamo | P | pas6p. y-sa

T€H. TIOJIMHOM ) R y-Ba BaHeE

y-Bo [dB] . [Yo]
[min]
BPSK, 4[1315] | 12 | 0 |55 i 01:00 :
BPSK, 4[1315] | 12| 1 |6 0,5 OL11 | +183%
BPSK, 4[1315] | 12 | 2 | 4 L5 0102 | +3.3%
BPSK, 4[1513) | 12| 0 | 6 i 01:00 :
BPSK, 4[1513) | 12 | 1 |55 0,5 L1l | +183%
BPSK, 4[1513] | 12 | 2 |45 L5 0102 | +3.3%
BPSK,5[2331] | 12| 0 | 6 i 01:45 :
BPSK,5[2331] | 12 | 1 |35 25 00:54 | -48,6%
BPSK,5[2331] | 12 | 2 |45 L5 0147 | +1.9%

BPSK, 7 [171 _

351 12 | o |es . 08:10 :

BRSILTUTU i | |25 4 08:54 9%

133]

e R RS 1 06:33 | -198%
BPSK,7[64127] | 12| 0 | 7 i 08:09 :
BPSK,7[64127] | 12 | 1 | 4 3 08:42 | +6,7%
BPSK,7[64127] | 12 | 2 | 4 3 0623 | 21.7%

Crpsimo Mojena 0e3 pa3OBpKBAIIO YCTPOWCTBO 3a CHIMUS TOJTUHOM
SNR ce mogobpsiBa, kato ot 6 dB craga Ha 3,5 dB (momobpenue ¢ -2,5 dB).

[Ipu MonenutTe ¢ eaMH W ABa WMHTEpAUNBBpa, moxayiauus BPSK u
reHeparuBeH mnoauHoM 7[64 127] ce nabmromaBa momoOpenue Ha SNR
copsMo Mozena 0e3 pa3ObpKBalllo yCTPOMCTBO, KOETO ce H3passiBa
HamassBaHe ot 7 dB Ha 4 dB (momo6penue -3,0 dB).

[Ipu Mozen ¢ emHo pa30dBpKBamio ycrporcTtBo, moaynamus BPSK u
redepatuBeH nonuHoM 7[171 133] ce moctura nogodpenue Ha SNR crpsimo
Mozena 6e3 pa30bpkBailo ycTpoiicto ot 6,5 dB Ha 2,5 dB (mogobpenue -4,0
dB). ToBa e KOMIIPOMUCEH BapHaHT 3a AOCTUraHe Ha mo-HuchK SNR mpu mo-
CJIOKHH MO, HO C MO-MPOABIKUTETHA CUMYJIAIUSL.

B Tabnuna 4.19 ca ananu3upaHu pe3ynraTuTe oT KoHGUrypamuu o6e3, ¢
€IHO U JBe Pa30BpKBaIU yCTPOWCTBA, MpH KoJIoBa ckopocT R=1/3, mpu
Moaynaunu BPSK u QPSK u pasnnynu resepatuBHu noguHOMH. OT4YeTEHN
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ca SNR, npoabKUTETHOCT HA CUMYJAlMs U Pa3jIMKUTE B IOCTUTHATUTE
CTOMHOCTH CIIPsIMO 0a30B MoJieNT Oe3 pa30bPKBaI0 yCTPOMCTBO.
Tabnuua 4.19

SNR cropsmo Bpeme
Kondurypanus | Komosa |Bpoii P Bpewme 3a CIIPSIMO
SNR | xoud. 6e3
(Monynanus, |ckopocT | pa3b. npefaBaHe | Mojen Oe3
[dB] [pa36bpkBamio ;
TeH. TIOJIHHOM) R y-Ba 8o [dB] [min] pasop. y-
Y Ba [%)]
BPSK,255%23 31 3 0 is ] 208 _
BPSK,255%23 31 3 | N s 20 o
BPSK’255523 s 2 2 2,5 01:45 -16%
BPSK, 7 .
n7177133 | 3 0 |3 - 08:48 ;
BPSK, 7 . -
n7177133 | 3 1 1,5 -1,5 08:54 +1,1%
BPSK, 7 . -
[171 177 133] 1/3 2 3,5 +0,5 06:19 -28,2%
QPSK, 5 [23 31 A3 0 - ] S _
25]
QPSK,255523 31 A | . " 217 o
QPSK’zssg23 IR 2 |55 -11,5 01:40 -24.2%
QPSK, 7 .

71133165 | 3 0 |19 - 09:08 ;
QPSK, 7 . -
(171133 165 | 3 1 6 -13 08:52 -2,9%
QPSK, 7 . -
7113316s] | 3 2|65 -12,5 06:22 | -30,3%

QPSK, 7 ‘

071177133 | 3 0o |17 - 09:01 ]
QPSK, 7 ‘ -
[171 177 133] 173 1 6 -11 08:51 -1,8%
QPSK, 7 ' -
n7i177133 | 3 2 6 -11 06:14 -30,9%

ITpu xogoBa ckopoct R=1/3 Haii-ronsiMo nogobpeHue 1o Kpurepus 3a
muHUManHo SNR cripsimo Mojena 6e3 pa30bpKBaIo yCTpOHCTBO ce MOCTHra
npu KoH(purypauusta, usnonsBama moxaynauus QPSK wu renepatuBen
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nosimHoM 5[23 31 25]. Tlpu mozen ¢ enHo pa3zobpkaio ycrpoiictBo SNR ce
noJ100psABa, CHpPsAMO chinara KoHpurypauus 6e3 unrepauiisbp ot 17dB Ha
6dB (momobpenue ot -11dB). IIpu monen ¢ nBe pa3dBpKBAIIM yCTPOMCTBA
SNR nmoctura 5,5 dB, xato momo6penuero e -11,5dB cnpsmo monena 6e3
UHTEPIIUIBBD.

[Tpu xondurypanus, nznonspama moaynanus BPSK, momnrom 7[171
177 133] u enqno pa30BpKBaIIO YCTPOUCTBO CE€ MOCTUTA MO-HUCKA CTOMHOCT
Ha SNR cnpsimo mozena 6e3 pazobpkBane. Pesynrature mokassat, ue SNR
HamassiBa ot 3dB nHa 1,5 dB (mogoGpenue -1,5 dB).

[Tpu Monen ¢ nBe pa3dobpKBaIIM YCTPOMCTBA ce Habt01aBa oOpaTHaTa
3aBucuMocT: SNR ce Biomasa ot 3 dB Ha 3,5 dB (BiomaBane +0,5 dB).

B ta6muma 4.20 ca npeacraBeHu 0000IIEHN Pe3yaTaTUTe MPH KOJ0Ba
ckopoct R=1/4, monynanus BPSK u pasnuuHu reHepaTMBHU HOJUHOMHU,
KaTo ce CpaBHSABAT TPHUTE CHMYJAIIMOHHH Mojena: 0e3 pa30bpKBaIlo
YCTPOUCTBO, C €IHO pPa30BpPKBAIIO YCTPOWCTBO M C JBE pPa30ObpKBAIIN
ycrpoictsa. [IpeacraBenn ca 3HaueHusita Ha SNR, Bpemero 3a cumysanus 1
M3MEHEHHUATA UM CIIPSIMO 0a30BHsI MO/IeN O3 pa3ObpKBaIy yCTPOMCTBRA.

[Tpu xomoBa ckopoct R=1/4 u xoHpurypanusra ¢ moaynamus BPSK,
nonmuHOM 4[15 13 11 10] naii-aucek SNR ce moctura mpu mopena 6e3
pazowspkBamo ycrporictBo: SNR=1,5 dB. Moaenbt ¢ enHo paz0bpkBaiio
ycTrpoiictBo BiomaBa SNR cripsimo mMozena 6e3 pazobspkBane ot 1,5 dB Ha
2,5 dB (BmomraBane +1,0 dB).

[Ipu nBe pa3zobpkBamniu ycrporictBa SNR ce Biomasa cripsmo mojaena
0e3 pa3obppkBane g0 8 dB (Bmomamane +6,5 dB), BBOpeku ue
MPOIBJDKUTEIIHOCTTA Ha MpejaBaHe Ha JaHHU Ce ChKpallaBa.

IIpu koHdurypamusara ¢ moxynanus ot tuna BPSK, reneparuBen
nosniHoM 3[7 6 5 4], moaensT 6e3 pazdbpkBaHe € ontuMmaieH o SNR u no
MPOIBIDKUTEIHOCT Ha cumynanusTta. [Ipm monena ¢ eaHo pa3dobpKBaIo
ycrpoiictBo SNR ce Biomaga 10 5 dB (+3,0 dB).
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Tabnuua 4.20

SNR
Konduryparus N CIIPSIMO Bpeme crpsamo
(Momymarus, Konosa | bpoii SNR KoH(. 63 Bpewe 3 Mozen 6e3
cKkopoc | pa30. npenaBaH
TCH. [dB] pa30bpKBa . pasop.
TR y-Ba € [min]
TTOJTFTHOM ) 10 y-BO y-Ba [%]
[dB]
BPSK, 2][7 65| 14 0 2 . 00:41 .
BPSK, 2][7 651 114 1 5 13 00:47 +14,6%
BPSK, 2][7 63 1/4 2 6,5 +4,5 00:48 +17,1%
BPSK, 413 14 .
12 10] 1/4 0 3 - 01:13 -
BPSK, 413 14 ) o
12 10] 1/4 1 4 +1 01:22 +12,3%
BPSK, 4 [13 14 ) o
12 10] 1/4 2 7,5 +4,5 01:09 -5,5%
BPSK, 4 [15 13 .
11 10] 1/4 0 1,5 - 01:13 -
BPSK, 4115131y 4 1 2.5 1 01:22 +12,3%
11 10]
BPSK, 4115131y 2 8 6.5 01:09 5,5%
11 10]
BPSK, 5[23 35 .
17 13] 1/4 0 9 - 02:14 -
BPSK, 5[23 35 . o
17 13] 1/4 1 8 -1 01:52 -16,4%
BPSK, 5[23 35 . o
17 13] 1/4 2 8 -1 01:53 -15,7%
BPSK, 7
[171 132 16 1/4 0 8 - 9:37 -
1145]
BPSK, 7
[171 132 161 1/4 1 9 +1 06:43 -30,2%
145]
BPSK, 7
[171 132 161 1/4 2 8 0 06:44 -30%
145]

[Ipu xoHuUrypamumsara ¢ ase pazdbpkBaum ycrpoiictBa SNR nocrura
ctoiiHocT 6,5 dB (Brnomasaune ¢ +4,5 dB), B cpaBHeHue ¢ 6a30BUs MOJIET.
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W3kmrodenne mpaBu KoH(pUrypamusaTa ¢ KoaoBa ckopoct R=1/4,
moaynanus BPSK u momuaom 5[23 35 17 13], npu xosiTo 100aBSHETO Ha
pa30bpKBaId YCTPONCTBA TOMOOpsIBA PE3yNTATHTE €IHOBPEMEHHO M TIO
JBaTa KpUTEpHUs COpsAMO Mojelia 0e3 pa30bpKBallo yCTPOMCTBO.
Otnomenuero SNR HamansiBa ot 9 dB Ha 8 dB (mogo6penwue -1,0 dB, ciipsimo
0a30BuUs MOJIETI.

OO0ur anau3a Ha pe3yJjararure oT Tadauum 4.21, 4.22 u 4.23.

AHanu3bT TIOKa3Ba, Y€ NPUIOKEHUETO Ha pa3iuueH Opoi
pa3OBpKBaIlM YCTPOMCTBA € CHJIHO 3aBHCHMO OT KOJOBaTa CKOPOCT M
KOHKpPETHHSI 00pa3yBall] OJIUHOM.

[Ipu xomoBa ckopoct R=1/2 ynoBieTBopsBaIl peE3yaTaT MEXIY
3HadueHre Ha SNR 1 npoabIKUTETHOCT HAa CUMYJIalKsITa ce HabJto1aBa npu
moznenu ¢ moxynanusi BPSK, renepatuBen momunom 5[23 31] u emHO
pazowppkBamo ycrpoiictBo. Cropsimo Mozaena 6e3 mHTepnuiiBp SNR ce
nono6psisa ot 6 dB nHa 3,5 dB.

IIpu xomoBa ckopoct R=1/3 Hait-noosp SNR copsmo momen 6e3
pa3OBpKBAIIO YCTPOMCTBO C€ ToOJydyaBa MNpu KoHDHTrypamuss C JBe
pazowspkBamu ycrpoiictBa, moayianus QPSK, momunom 5[23 31 25], mpu
xoeto SNR ce monmxkasa ot 17 dB no 5,5 dB.

[Tpu komoBa ckopoct R=1/4, 3a pa3znuka ot R=1/2 u R=1/3, moxenure
c emHo W ABe paszObpkBamy ycTpoiicTBa BiomaBaT SNR, koeto mpu
reHeparuBeH moauHoM 4[15 13 11 10] ce mu3pazssa B SNR or 1,5 dB 6e3
UHTEPJIUBBP, IOKATO MPU MOJEIU C eauH uHTepiuiiBbp SNR noctura ao
2,5dB, u npu 1Ba uHTEpIAUiBBpa A0 8dB.

[Tpu HEeoOxoauMocT ot oT 6ananc Mexay SNR 1 MUHHMaTHO Bpeme 3a
npeaBaHe Ha JIaHHU, clieBa Jla ce n3bepe KoH(UTrypaius cbC CKOPOCT Ha
koqupane R=1/3 u monymanus QPSK. 3a ontumanen SNR cnensa ga ce
npuiokar koHdurypamuu Ha moaen ¢ R=1/2 u momynamus BPSK. Or
aHAJIM3UPAHUTE PE3YNITATH ClIe[Ba, Y€ U3MOJI3BAHETO HA MOJIENN IIPU KOAO0Ba
ckopoct R=1/4 ¢ pa3ObpkBamm YCTpOHCTBA HE € YJOa4yHO, MOpaau
BiomasaneTo Ha SNR cripsimo To3u npu 6a30BHsI MOZET.

4.5. U3Boau OT 4eTBBPTA I71aBAa.

1. Monenute ¢ MOCTaBEeHU JIBa WHTEPIUIBBbpa Ipeau TypOo Kojepa
JEMOHCTpPHUpAT TMO-I00pH pe3ylnTaTd OT Te3H C €OHO pa30bBpKBaIio
yCTPOMCTBO, 0c0OEHO Mpu Ko0BH ckopocTu R=1/2 u R=1/3. Tlo oTHO1IEHNE
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Ha SNR mnomoOpenuero crpsimMo 0a30BUTE KOMYHHKAIIMOHHH MOJIENU €
Mexay 40 u 70%.

2. IIpu xonoBa ckopocT R=1/4 Mmozenute ¢ 100aBeH €IMH HHTEPIUNBBP
npend TypOO Koaep mocturar Onu3ku croitHoctH Ha SNR  cmpsmo
KOH(HUTypaIMHTE C [BA HHTEPIUIBBPA.

3. JoGaBsiHeTo Ha pa3ObPKBAIM yCTPONCTBA MPU MOJEIHU C KOJOBa
ckopoct R=1/4 He e nenecho0pa3HoO, MOPaaX BIONIABAHETO HA OTHOIICHUETO
SNR cropsimo 6a30BUTE KOMYHUKAIUOHHU MOJIEIH.

OBILIHU U30BOIHN

B nepuoga na COVID-19 (2019-2022r) Bb3HUKHAaXa HOBH, NTO-BUCOKHU
W3WCKBAHUS KBbM IUTUTAIHHUTE YCIYTH TOPaIyl TUCTAHIIMOHHHS METO]| Ha
pabota u oOyueHue.

N30yxBaHeTo Ha JBa CEPUO3HU BOEHHU KOH(IIMKTA, aKTUBHU KHM
JHEIIHA JaTa, KOUTO HEOCHOPHUMO IOKa3axa TEXHOJOTMYHO HalpeTHald
OpPBKHMSI, paZlapHU U CAaTEJIUTHU, pa3y3HaBaTEeHU U HACOUYBAIIN YCTPONCTBA,
KOUTO JIOBE/I0Xa IO HAI'BJIHO HOBU TaKTHUKU Ha OOMHOTO IoJie, N3MCKBAILU
Oe3amnenalMmoHHa KOMYHHUKallMOHHO-MH(POpPMAIlMOHHA CBBP3aHOCT 4pe3
IIYMOYCTOHYMBU W KPUNTHPAHH KOMYHHKAIMK KaHAJIM OT TIEPCOHAIHO 0
KOMaHJHO HHUBO. Te3u M JpyTu MOTUBHU Hajarar 3a1bJ1004€HOTO U3yyaBaHe
Ha KOMYHUKAIIUOHHUTE KaHaJIM C IIyMOYCTOMUYMBO U CKPUTO MpeAaBaHe Ha
JaHHHU.

Koanupanero Ha kaHana e 3aAb/UKMTEJNHA CTbIKa MPH
CbBpeMEeHHUTe 0e3kMYHH KoOMyHMKanuu. To craBa ¢ no0aBsiHe Ha
U3JIUIIHH OMTOBE, C KOETO ce MUMHUMHU3UPAT IPelIKUTeE NMPHU NpeaaBaHe
HA HM(POBHU JAaHHU B CUJIHO 3allyMeHA KOMYHUKALIMOHHA cpe/a.

Kpuntupane Ha wuHpopManusATa € HAJOKHUTEJIHA Tbil KaTo
JIMYHATA M KOPNOPATHMBHATA CHTYPHOCT € B NMOCTOSIHHA ONACHOCT OT
KOMIIpOMETHPAaHe 3apajii 3a4ecTH/INTE KuOepaTaku.

IlenTa Ha AMCEPTALIMOHHUS TPY. € U3CIEABAHETO HA BH3MOXKHOCTUTE
3a chueTaBaHEe Ha IIYMOYCTOWYMBO KOAMpAHE U MU(pUpaHe, OCUTYpPsIBAIIN
ONTUMAJTHO CHOTHOIIEHUE CUTHAJ/IIIYM U CKPUTOCT Ha MpeaBaHUTE JaHHU.

B mwppBa riaBa ca pasrieaHd W aHAIM3UPAHU HAYYHH JOKIIAIH
3acAramy ChBPEMEHHHTE TEHJCHIMU TPU Pa3TUYHUTE aITOPUTMHU 34
mudpupane Ha HHPOPMAIHITA, a TaKa CHIIO U MOCTUTHATH PE3YJITATH MPU
KOMYHHKAI[TMOHHHU CUCTEMH U3MOI3BAIIH IIIyMOYCTOWYNBO KOJUPAHE.
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BbB BTOpa 11aBa € OmMcaH JETAaJIHO MAaTEMAaTUYECKUs MOJEN Ha
paboTa Ha U3MON3BAaHUTE AITOPUTMHU 3a KOIUpaHe M ImuppupaHe Ha
uHpopmanusara. Ilpeanoxena e KoHIENIUs 3a XHOPUIHO M3MOJI3BaHE HA
CUMETPUYHU U aCUMETPUYHM AJNTOPUTMHU 32 KPUITHpPAHE Ha INPEAABAHUTE
JAHHU 110 HE3AIIUTEH KaHall.

B Tpera rimaBa e W3BBpUICH CHHTE3 Ha MOJeN 3a 00paboTka Ha
nHpopManKATa B KOMYHHKAllMOHHA CHCTEMA, OCUTYpSBAall CHBMECTHO
IIYMOYCTOHYMBO KOJHpaHe u muppupane Ha nHGOpMaIHITa.

B uerBbpTa r71aBa € M3BBPLIEH MaTEeMaTHYECKM U CTaTUCTUYECKU
aHaJIM3 Ha MOJYYEHUTE Pe3yJITaTu OT MPOBEACHUTE U3CIIEeIBAHNS Ha MOJeNa
3a 00paboTka Ha MH(pOpPMalLKATa B KOMYHUKAIIMOHHA CUCTEMA, OCUTypsIBalll
ChbBMECTHO IIIyMOYCTOMUYMBO KOJMpPaHe U MU(pupaHe Ha HHPOpMaLHITA.

NzcnenBanu ca 432 koHpUrypanuu Ha KOMyHUKAlIUOHHU CUCTEMU, C
48 obOpazyBaliy NOJIMHOMA, 4 TBIDKUHU Ha KOJOBH JTyMH, TPU BUJa CKOPOCT
Ha KoJa W TpHU BHUAa Monaynamuss Ha curHana. 50% ot pasriaemganuTe
koHpuryparuu nokpusat kputepust SNR=30dB. Taxka cbmo 28% momnagat B
kputepus SNR=15dB. Haii-no6pure mocTurHatu pesyiaTaTH ca MEXIy 2-
15dB.

[Ipy kKOMyHMKalMOHHUTE KOH(UTypanuu ChC CKOpocT 1/4,
pe3ynraTtuTe IOKa3BaT, d4e J00aBSHETO Ha pa30bpKBaIlM yCTPOMCTBA
BJIOIIIaBA CHOTHOILIEHUETO CUTHAJI/IIIYM U HE € MPUIIOKUM METO/I.

Haii-noOpute pe3ynratu MOCTUTHATH C JBE YCHOPETHO CBBpP3aHU
pa30bpKBaIlld YCTPOICTBA KbM KOMYHHKAI[MOHHHS MOJEN Ca CPaBHEHH C
MOJIETIM C €AHO pa30bpKBAIO YCTPOHCTBO M C 0a30B KOMYHHUKAlMOHEH
Mozen. Pesynrarure mokasBar, ue TpW KOAOBU ckopoctd 1/2 m 1/3
KOMYHHKAI[MOHHUTE MOJENM C JIBe pa3ObpKBallM YCTPOMCTBA IOKa3BaT
ONMU3KU CTOWHOCTH CHPSIMO T€3U C €IHO pa3ObpKBaIlM y-BO, KaTO U JBaTa
crioco6a 100aBsAT AOMBIHUTEIHA CKPUTOCT Ha HHPOpMAIUTA.

JloGaBsineto Ha acumerpuueH RSA wmeron 3a kpumntupane Ha
cecHifHUTE KJII04OBe Ha OcHOBHUA AES anroputhm 3a KpunTHpaHe Ha
uHpopmMalug He BIuse Ha paboraTa Ha TypOO JAeKoAepa MO MpUEMaHe U
MOTpaBKa Ha CrpelIeHH OWTOBE, CHIUIO0 TaKa HE BIONIABA CHOTHOIIEHUETO
CUTHAJI/IIIYM, € KOETO € M3M'bJHEeHa 1e]Ta Ha AUCePTAHOHHMA TPYA, a
HMEHHO /1a ce pa3padoTAT AJIrOPUTMH 32 LIYMOYCTOWYHBO KOJUPaHe,
OCHT'YPSIBAIIM €JHOBPEMEHHO MAKCHMAJIHO OTHOIICHHE CHTHAJ/IIYM H
BHCOKAa KpunTorpacka 3amuTa HA TMpeJaBaHUTe JAaHHU 4pe3
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U3N'bJHEHNEe MO eIMHeH 3aMHChJ HAa Pa3jiM4YHU eTanu B Ipoleca Ha
o0padoTKa Ha HH(pOpMANMATA B KOMYHMKAIIMOHHUTE CUCTEMH.

HAYYHHU NPUHOCU:

1. Pazpaboten e moaxoj 3a HIYMOYCTOWYMBO KPHITUPaHE Ha
KOMYHHUKAIUATa TOCPEJACTBOM KOMOWHHPAHO H3IOJI3BAHE HA alrOPUTMHU
RSA u AES (§2.3).

HAYYHOITPUJIOKHU NTPUHOCHU:

1. AHamm3mpanum ca ¥ ca CHCTEMAaTH3HpPAaHH OIepaluuTe Ha
oOpaborka Ha wuH(pOpMamsTa B CICHUATH3UPAHUTE KOMYHHUKAIIMOHHU
CHCTEMH, M3MOJ3BaHU B BA, monumusara W NpW 3alluTa HAa HACEICHHETO
otbencTBus u aBapuu (§1.1);

2. AHanm3WpaHM ca W3BECTHHTE TEXHOJOTHH 32 CHBMECTHO
M3MO0JI3BaHe Ha IIyMOYCTOMYMBO KoaupaHe u mudpupane (§1.2);

3. Cuntesupan e Mojen 3a o0paboTka Ha HHQOpManusaTa B
KOMYHUKAI[AOHHA CHCTEMa, OCUTYpsIBAalll CHBMECTHO IIIyMOYCTOWYHBO
KoaupaHe U mudpupane Ha nHPopmanusTa. (§3.2).

MNPUJIOKHU MIPUHOCH:

CuHTe3MpaHM ca U ca peaJu3upaHu B cpeiara Ha MaTiab ciegHuTe
AITOPUTMHU:

1. AnaroputrbMm 3a reHepupaHe Ha KJIOYOBE 3a acuMeTpuyHO RSA
mudpupane(§2.2);

2. AaropurbM 3a T€HEpUpaHE Ha KIO4oBe 3a cuMmeTpudHo AES
mudpupane (§2.2).

CuHTe3upaHu ca U ca pa3paboTeHu B cpeaara Ha Simulink moaenu Ha:

1. CumynauuvoHeH Mmojen Ha 0a30B KOMYHMKAIIMOHEH KaHal 0e3
pazowspkBamu ycrpoiictea (§3.1) ;

2. CuMynanvoHeH MOJell Ha KOMYHHKAI[MOHEH KaHal C J100aBeHO
€IHO WM JBe pa3ObpKBaAIIO YCTPOMCTBO mpeau TypOo Koaepa u
MOJIPEXKIAIIM YCTPOICTBa cien Typoo nexonepa (§3.2);

[Tocoyennte MoAEIN U AITOPUTMHU MOrar Jga ObAaT U3IMOJI3BaHU KaTo
MHCTPYMEHT 32 TMPOEKTUPAHE U OlLIEHKA Ha 3allUTeHH KOMYHHKAIMOHHU
CUCTEMH.

3. Ilo merona Ha CHUMYJAllMOHHOTO MOJEIUpPaHE € JI0Ka3aHo, ue
KOMOMHUpPaHOTO H3nosi3BaHe Ha anroputmMute RSA u AES, cbuerano c
IIYMOYCTOHYMBO KOJIMpaHEe, € NPUIOKHMO 3a CUCTEMU C OrpaHUYEeHU
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pecypcu, karo bBJIA, IoT wmm gpyrm ycrpolicTBa ¢  BrpaJeHU
KOMYHUKAIMOHHU Motyn. (§4.4).

CHHUCBHBK HA ITYBJIMKALHUUTE IO JUCEPTALIUATA

1. Crosnos, /., boues, JI., Panes, Us., [IspBanos, Cr., ,,[logxoau 3a
MOBUIIIABAHE KHOEPCUTYPHOCTTA TMpPU YINPABICHUETO HAa EHepruiiHaTa
unppactpykrypa“, Pyce: Hayunu TpymoBe Ha PycCeHCKHS yHHBEPCHUTET —
2021 r., tom 60, m3manue 3.3..ctp. 182-193, FRI-ONLINE-1-CCT2-08 ,
ISSN 2603-4123;

2. WmueB M., bemxes b., Crosnos [I., [TepBanoB Cr. ,,TexHomoruu
3a TIOBHUINIABAHE YCTOWYMBOCTTA HA YMHHUTE MPEXH KbM HMHTAIIMOHHU
ataku“, Pyce: Hayunu tpynose Ha Pycenckus ynuepcutet — 2021 r., TOM
60, uznanue 3.3., ctp.138-144, FRI-ONLINE-1-CCT2-02, ISSN 2603-4123;

3. Teoprues I'., [TepBanoB Ct,. Kozapes K., “Texnuku 3a 3ammra Ha
KIIFOYOBH OOEKTH OT OE3NWJIOTHHM JeTarteiaHu cpencrsa®, Pyce: Hayunu
TpynoBe Ha Pycencku ynusepcurer — 2022 r., Tom 61, cecus 3.2.,ctp. 207-
216, 2G.302-2-CCT2-10, ISSN 1311-3331;

4. Mapunos /1., Henemues M., CrositnoB /1., [IspBanos, Cr,. “Iloaxon
3a M3rpaXkJaHe Ha 3alUTEHA KOMYHUKALHS [TOCPEICTBOM KOMIUIEMEHTAPHU
curHanu‘, Pyce: Hayunu tpynoBe Ha Pycencku yausepcutet — 2022 1., TOM
61, cecus 3.2., ctp. 153-160, 2G.302-2-CCT2-01, ISSN 1311-3321;

5. IIvpBanos, Cr., Jlumos, /., Panes, UB., ,,M3cneaBane Ha pa3nuyHu
BUJIOBE aJITOPUTMU 32 JEKOAHpPaHEe HAa TypOO KOJIOBE U TAXHOTO ChBMECTHO
U3MO0J3BaHe ¢ OJIOK 3a KpUITupaHe*‘, COOPHUK C JOKIJIAIH OT MEXIyHapOoaHa
Hay4yHa KoH(pepenuus ,,OrOpanurennu texHosoruu DefTech 2022 r.,
®dakynrer ,,Aptunepusa, [IBO u KUC* — rp. lllymen, crp.407-413 ISSN
2367-7902;

45



“VASIL LEVSKI” NATIONAL MILITARY UNIVERSITY

FACULTY OF ARTILLERY, AIR DEFENCE AND CIS g« s
) “, 9713, Shumen, “Karel Skorpil” Street - Nel FARR
\ ' phone: (054)801 040; fax:(054)877 463;
0 e-mail: nvu-sh@aadcf.nvu.bg

DEPARTMENT OF AIR DEFENCE
Assist. Eng. Stanimir Hristov Parvanov

INVESTIGATION OF THE POSSIBILITIES FOR THE JOINT
APPLICATION OF ERROR-CONTROL CODING AND ENCRYPTION
IN COMMUNICATION SYSTEMS

THESIS ABSTRACT

for the award of the educational and scientific degree “Doctor” (PhD)
Doctoral programme in the scientific specialty:
“Communication Networks and System”
SCIENTIFIC FIELD: 5. TECHNICAL SCIENCES

PROFESSIONAL FIELD 5.3. COMMUNICATION AND COMPUTER
TECHNOLOGY

Scientific supervisor:

Assoc. Prof. Eng. Vencislav Mitkov Vasilev, PhD

Shumen

2026r.

46



The dissertation was discussed at a meeting of the Department
Council of the Department of “Air Defence” at the Faculty of “Artillery, Air
Defence and CIS”, National Military University “Vasil Levski”, held on
. .2026 in Hall Ne__, and has been scheduled for official defence before
a scientific jury composed of:

The doctoral candidate is an Assistant Professor at the Department of
“Radar and Communication Systems” at the Faculty of “Artillery, Air
Defence and CIS” of the National Military University “Vasil Levski” —
Veliko Tarnovo.

The main research related to the dissertation was conducted in the
MATLAB development software environment.

Author: Assist. Eng. Stanimir Hristov Parvanov.

Topic: “Investigation of the Possibilities for the Joint Application of
Error-Control Coding and Encryption in Communications”.

Print run:

Printed on: .. . .2026

Publishing Complex of the National Military University “Vasil
Levski”

The dissertation comprises: number of pages — 167; number of figures
— 58; number of tables — 28; number of appendices — 13; Number of
references — 129, number of publications related to the dissertation — 5.

The numbering of the figures, tables, and formulae in the abstract
corresponds to that used in the dissertation.

The thesis defence materials are available at the Department of “Air
Defence”.

47



Motivation for Developing the Dissertation

- There is a growing need for the development of secure
communication systems capable of protecting sensitive information from
unauthorized access, malicious interference, and compromise. In this regard,
modern communication organizations are increasingly implementing
advanced cryptographic protocols that ensure confidential and protected data
exchange in an Internet-based environment;

- The current standards and regulatory requirements related to the
storage, processing, and transmission of information require strict compliance
with established rules. This obliges communication companies to apply
reliable data protection mechanisms, since violations may result in significant
sanctions imposed by regulatory authorities;

- The collection, processing, and sharing of user data increase the risk
of cybercrime, information leakage, and unlawful use of personal data. This
determines the need for a higher level of control, as well as for the
development of effective policies for the use, storage, and protection of
information;

- In addition to cryptographic protection, the application of error-
correcting coding is becoming increasingly important, since data transmission
over real communication channels is accompanied by the influence of noise,
interference, and transmission errors. The combination of encryption and
error-correcting coding enables the simultaneous enhancement of both the
security and reliability of the communication process;

- Modern business processes, government institutions, and cloud
infrastructures generate substantial volumes of information, which
necessitates the use of reliable technologies for data archiving, storage, and
exchange. This gives rise to the need for communication solutions that ensure
both content protection and transmission resilience under adverse
communication conditions.

Relevance of the Problem Addressed in the Dissertation

Information coding and encryption are essential elements in the process
of establishing and operating communication networks. Coding minimizes
errors in the transmission of digital data by ensuring a predefined level of
reliability of the received information bits through the addition of check and
control bits. On the other hand, information encryption provides the most
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effective protection against the increasing frequency of cyberattacks and the
compromise of personal data.

In general, however, the application of both coding and encryption
complicates the processes of information transmission and processing and
reduces the rate of information transfer. This necessitates the development of
approaches for the joint application of error-control coding and encryption,
ensuring simultaneously high cryptographic robustness, noise immunity, and
the required information transmission rate through the most rational use of
the capabilities of the hardware and software components of communication
systems.

Aim of the Dissertation

The aim of the present dissertation is to develop algorithms for error-
control coding that ensure simultaneously a maximum signal-to-noise ratio
and a high level of cryptographic protection of the transmitted data through
the integrated implementation, within a unified concept, of different stages in
the process of information processing in communication systems.

Subject of the Dissertation

The subject of the dissertation comprises the methods and algorithms
for error-control coding and encryption in communications under the
influence of passive and active interference; the computational procedures for
determining the optimal values of the encoder generator polynomial; the code
rate; the type of decoding; and the influence of different types of information
encryption on the data transmission rate in the communication channel.

Scientific Novelty

The theory of turbo coding has been further developed by substantiating
approaches for the synthesis of turbo encoders that simultaneously provide
different code rates and encryption of the transmitted information. Within the
coding algorithm, the addition of an interleaving device immediately after the
message source is substantiated. This ensures a high level of cryptographic
protection of the transmitted data and enables the achievement of the required
signal-to-noise ratio when transmitting information signals in the presence of
interference.

Practical Applicability

A model has been developed for combining error-control coding and
encryption in the communication channel, ensuring the required signal-to-
noise ratio and a high level of protection against unauthorized access.
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Contents of the Dissertation

CHAPTER ONE: Analysis of the design principles of communication
systems used in the Bulgarian Army, the police, and the system for fire safety
and civil protection.

CHAPTER TWO: Fundamental technologies for communication-
channel coding. Hybrid application of symmetric and asymmetric encryption
algorithms for data transmitted over an unsecured channel.
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in a communication system ensuring the joint implementation of error-control
coding and information encryption.

CHAPTER FOUR: Results from the conducted studies of the
information-processing model in a communication system ensuring the joint
implementation of error-control coding and information encryption.

SUMMARY OF THE DISSERTATION

CHAPTER ONE ANALYSIS OF THE DESIGN PRINCIPLES OF
COMMUNICATION SYSTEMS USED IN THE BULGARIAN ARMY,
THE POLICE, AND THE SYSTEM FOR FIRE SAFETY AND CIVIL
PROTECTION

Secure and reliable communications constitute the foundation for the
effective functioning of contemporary communication systems applied in
various spheres of public life, including defence, internal security, civil
protection, policing, and related domains. In an era marked by active hybrid
threats, cyberattacks, and electromagnetic impacts, the protection of the
physical layer in the transmission of the useful signal becomes a priority.
Under real combat or emergency conditions, the signal in a communication
system is often weak and affected by noise, which may lead to erroneous
decisions. This necessitates continuous research into error-correction
technologies and data-transmission optimisation, the ultimate objective being
the achievement of reliable, secure, and high-speed communication.

1.1. Importance of Noise Immunity for Contemporary
Communication Systems Used in the Bulgarian Army, the Police, and the
System for Fire Safety and Civil Protection

The noise immunity of a communication system represents its ability to
maintain a low bit error rate (BER), even in the presence of noise. In practice,
the most commonly encountered noise models are additive white Gaussian
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noise (AWGN) and Rayleigh fading, which are characteristic of military and
police communications [3].
The communication systems of the Ministry of Defence and the Ministry of
Interior employ robust radio-frequency links operating in both licensed and
unlicensed frequency bands and at different levels of protection. Systems
such as TETRA, DMR, and LTE/5G require reliable channel-level coding in
order to overcome active jamming, broadband noise attacks, and interference
originating from hostile sources [2].
An important element in many turbo-code coding schemes is the interleaver,
which permutes the order of bits prior to transmission, so that consecutive
channel errors are distributed over distant positions during decoding. A
properly designed interleaver prevents the formation of short cycles in
decoding algorithms and reduces the probability of the so-called “error floor”,
1.e. the stagnation of errors at a high signal-to-noise ratio (SNR) [26].

1.2. Analysis of Known Technologies for the Joint Application of
Error-Control Coding and Encryption
For military and specialised communication systems, it is equally important
that the message be received without errors and that it remain confidential
and protected. Security, provided through encryption, and reliability,
provided through channel coding, are generally treated as separate layers.
Military communications are conducted under conditions of high noise levels,
interference, and intentional jamming. This requires the use of technologies
that render communications highly resilient. In analogue systems, methods
such as frequency hopping and spread spectrum are applied [46].
In digital technologies, analogue schemes are combined with powerful
channel codes and encryption in order to provide comprehensive protection.
At the tactical level of NATO communications, concatenated codes, such as
Reed—Solomon codes or convolutional coding, are used to correct packet or
bit errors in long-distance satellite communications. With the introduction of
STANAG standards for military communications, turbo codes have also
found application, offering high reliability at low signal-to-noise ratios [46].
The most widely used asymmetric encryption method, RSA, enables the
secure transmission of information even between parties that have never
previously exchanged confidential information. It is used in electronic
commerce, secure banking, government systems, and in almost all protocols
forming the basis of Internet security [99]. Within the public key
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infrastructure supporting Internet certificates, RSA still remains the most
widespread algorithm for digital signatures [105]. Major institutions, banks,
and governments rely on RSA for critical operations, since its behaviour has
been studied in great depth. Communication protocols have used RSA for key
exchange for a long period of time. Although newer versions of TLS are
shifting towards elliptic-curve-based methods, RSA remains an important
element for backward compatibility and for systems in which performance is
not the primary factor. In combination with symmetric algorithms such as
AES, RSA remains a reliable mechanism for establishing secure sessions.
Quantum computing calls into question the future of RSA. Shor’s algorithm
demonstrates that factorisation can be performed efficiently on a quantum
computer [106]. This threat, however, remains hypothetical at present, since
there is currently no quantum computer capable of breaking practically used
key sizes. In the foreseeable future, RSA therefore continues to be a fully
justified choice for data protection.

1.3. Conclusions from Chapter One. Tasks of the Dissertation

1. Under contemporary conditions, noise protection and cryptographic
robustness are parameters of critical importance for the communication
systems used by the armed forces, the police, fire-safety services, and civil
protection structures in cases of disasters and emergencies. This necessitates
the improvement of established channel codes, such as turbo, convolutional,
LDPC, and other codes, as well as the introduction of innovative solutions,
including interleavers operating with different permutation methods and
communication systems combining encryption and coding in a unified
manner.

2. At present, progress in the field of error-control coding and
encryption is largely characterised by the development and practical
implementation of algorithms that preserve the integrity of information even
at low signal-to-noise ratios, under intense interference, or in conditions of
malicious suppression of communication signals.

3. The analysis of the results from theoretical and experimental-design
developments in the field of coding and encryption, known from open-access
information sources, reveals the need for a systematic approach to the
improvement of turbo codes. On the one hand, they approach very closely the
so-called Shannon limit in practical terms, their energy efficiency being only
approximately 0.5 dB below the theoretical boundary value. On the other
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hand, their structure allows various encryption technologies to be technically
integrated in a relatively simple manner.

In view of the above conclusions, the aim of the dissertation is:

To develop algorithms for error-control coding that ensure simultaneously a
maximum signal-to-noise ratio and a high level of cryptographic protection
of the transmitted data through the implementation, within a unified concept,
of different stages in the process of information processing in communication
systems.

In order to achieve this aim, the following principal tasks must be
addressed:

1. To analyse the known approaches for the joint application of error-
control coding and encryption.

2. To systematise the main stages of data processing in error-control
coding, as well as in symmetric and asymmetric encryption algorithms
applied to messages transmitted over an unsecured channel.

3. To synthesise a model for information processing in a
communication system that ensures the joint implementation of error-control
coding and information encryption.

4. To investigate, by means of simulation-based computer modelling,
the practical applicability of the information-processing model in a
communication system that ensures the joint implementation of error-control
coding and information encryption.

CHAPTER TWO. FUNDAMENTAL TECHNOLOGIES FOR
COMMUNICATION-CHANNEL CODING. HYBRID APPLICATION
OF SYMMETRIC AND ASYMMETRIC ENCRYPTION
ALGORITHMS FOR DATA TRANSMITTED OVER AN
UNSECURED CHANNEL.

Error-control coding and encryption address different tasks in
communication systems. For this reason, a positive effect resulting from their
implementation within a unified concept can be achieved only through the
integration of some of their individual stages. This, however, requires a more
detailed analysis of the technical procedures involved in error-control coding
and encryption, as well as the identification of the similarities and analogies
between them. In view of this fact, the present chapter addresses the second
task of the dissertation.
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2.1. General Characteristics of Convolutional and Turbo Codes.

Channel error-control coding is a fundamental process in digital
communications, whose primary objective is to protect the transmitted
information from errors arising during transmission through a non-ideal
communication channel. This is achieved by the intentional addition of
redundant bits to the output information stream. A number of coding methods
are known:

- block codes, in which the information is processed in blocks of fixed
length; examples include Hamming codes, Reed—Solomon codes, and BCH
codes;

- systematic codes, where the data to be processed are information
streams and the output result depends on the current and previous input bits;
systematic codes include LDPC codes, or low-density parity-check codes,
and turbo codes, which are based on convolutional codes. Linear block codes
are defined by a fixed generator matrix G and a parity-check matrix H [109].

The mathematical representation of a linear block encoder is of the
following form:

c=u.G (2.1)

where:
- ¢ is the output code word;
- u denotes the input information bits;
- G denotes the generator matrix.
By means of the parity-check matrix H, the error syndrome is calculated
as follows:

S=r.HT (2.2)

- where:
- Sis the error syndrome;
- 1 1is the received code word;
- HT is the transposed parity-check matrix.
If the syndrome is S=0, the receiver “decides” that no errors have
occurred. If S#0, the receiver “decides” that an error has occurred.
The generator and parity-check matrices are always compatible, i.e.
every code word satisfies the condition:
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G.HT =0 (2.3))

The principal distinction between linear block codes and convolutional
codes lies in the coding principle. The architecture of convolutional encoders
includes shift registers that store the state of the system, as well as generator
polynomials describing the relationships between the inputs and outputs. The
turbo encoder represents a higher level in the field of coding. It consists of a
parallel concatenation of two recursive systematic convolutional encoders,
separated by an interleaving device referred to as an interleaver [5,6, 25,36].

stream of

information Uk
bits my RSC Coder
@
Uy Coded Sequence
m
g Upre W U ke
>
’
u’, DSTPS
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Interleaver > RS(( 7§ oder
(ID)
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Fig. 2.3. Block Diagram of a Turbo Encoder

Figure 2.3 presents a block diagram of a turbo encoder. The input data
sequence my = [my, My, ..., m,| is applied to recursive convolutional
encoder 1, where the information is combined by modulo-two addition. At its
output, a coded data stream wu, is obtained, which is then applied to a
multiplexer and to a device for the selective transmission of the parity output
streams.

The input data sequence m,, is also applied to the interleaving device,
where a predefined number of bits is first stored. These bits are then permuted
according to a pseudorandom law and applied to the input of the second RSC
encoder, whose structure and operation are identical to those of the first
encoder. Both encoders operate at a rate of (1/2), which means that, for each
unchanged information bit from the input sequence, the encoder generates
two bits at its output. The value of the systematic output (1) of the first RSC
encoder at the i-th clock cycle coincides with the value of the input bit (my,),
while a parity bit (u,,).is formed at the second output.
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The systematic output of the second RSC encoder is not used, while a
second parity bit uy,, is formed at its other output. At the output of the turbo
encoder, the bit u; from the systematic output of the first encoder appears
first, followed by the two parity bits u,,; and u'y, from the first and second
RSC encoders. The code rate R of the entire turbo encoder is 1/3, since one
input bit produces three output bits, formed by the outputs uy, Uyy, U’ TT.

It is possible to form a shortened punctured code in which the bits from
the parity outputs of the encoders are multiplexed by a device for the selective
transmission of the parity output streams(DSTPS). In this case, the unchanged
sequence of information bits alternates from one clock cycle to the next, with
a parity bit being taken successively from either the first or the second RSC
encoder. This reduces the error-correction capability of the code, but the code
rate increases to (1/2). Through the use of systematic convolutional encoders
in the coding block, the information bits are separated from the parity bits. It
is considered that the information from two code blocks is actually
transmitted through the communication channel. The first block includes the
information and parity parts of the first RSC encoder, while the second code
block contains the interleaved information and parity parts of the second RSC
encoder. At the output of the turbo encoder, a data stream is formed, which is
applied to the turbo decoder, where error checking is performed. The turbo
decoder extracts the systematic and parity bits from the received data
sequence. The block diagram of the turbo decoder is presented in Fig. 2.4.
The binary coded input sequence for the turbo decoder is represented in the
following form:

Ry = [ uye, Uger, Uk, U'kerr 1 (2.8.)

where: - uy, 1 u 'y is the systematic part of the binary input sequence,
while wy; ¥ Uy is the parity part.
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Fig. 2.4. Block Diagram of a Turbo Decoder

The systematic value of the received sequence is applied to the inputs
of the first decoder uy, u', and the parity bit stream uy,; 1 u'y,.

After processing the input data, a soft estimate is obtained at the output
of the first decoder. This information stream is then applied to interleaving
device 1 and subsequently to the second decoder.

At the first input of the second decoder, a reordered sequence of the
systematic data stream from the first decoder is applied.u;, and u'j. At the
second input, the parity bits are applied. m;, and m'y,, while at the third
input, reordered systematic information from interleaver 2 is applied directly
from the input of the turbo decoder.

In the second decoder, the received data are processed and a second soft
estimate is obtained. This estimate is applied to the deinterleaver, after which
it is fed to the third input of the first decoder. The process is repeated
iteratively until a zero probability of error is achieved. At the final stage,
threshold processing is applied to the information stream from the soft output
of the second decoder in order to make a hard decision based on maximum a
posteriori probability.

2.2. General Characteristics of Encryption Algorithms.

The encryption of a given message is a process whereby its content is
concealed in a specific manner, resulting in the generation of ciphertext. The
reverse process, through which the ciphertext is transformed back into its
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original intelligible form, is referred to as decryption. This necessitates the
use of both an encryption algorithm and a decryption algorithm.
The processes of encryption and decryption are described by the following
expressions:

Ex(M) = C (2.20.)

Dk(C) = M, (2.21))

Where:

- M denotes the plaintext message;
C denotes the encrypted message, or ciphertext;

- Ex denotes the encryption function;

- Dk denotes the decryption function;

- K denotes the secret key.
Symmetric and asymmetric algorithms for the encryption and decryption of
information are known. In symmetric algorithms, the same key is used for
both encryption and decryption. The use of a secret key requires the sender
and the recipient to possess the corresponding keys in advance and to ensure
their protection.
Symmetric algorithms are classified into stream ciphers and block ciphers.
Stream ciphers process the plaintext bit by bit, whereas block ciphers process
it in groups of bits.
In asymmetric RSA encryption, the sender and the recipient use different
keys, namely a public key and a private key. The sender uses the public key
in order to identify the recipient and address the message to them. In order to
decrypt the message, the recipient uses a private key that is mathematically
related to the public key. In this algorithm, the public key serves as an
“address”, whereas the private key, known only to the recipient, serves as the
key for decryption. This ensures that anyone can send messages over an
unsecured network, while only the legitimate recipient is able to read them
[116, 117].
Figure 2.12 schematically presents the operation of the RSA algorithm.
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The asymmetric encryption of text is performed in accordance with the
following expression [117]:
C = MEx(modN), (2.30)
where M denotes the message, Ej denotes the encryption function, N
denotes the public modulus/public key parameter, and C denotes the
ciphertext.
Decryption is carried out on the basis of the following expression [117]:
M, = C4(modN), (2.31)
where C denotes the ciphertext, d denotes the secret key, N denotes the
public modulus/public key parameter, and M; denotes the decrypted message.
The generalized expression describing the RSA encryption algorithm is
obtained from expressions (2.30) and (2.31):
M, = (M®)4(modN), (2.32)
Here, the public key consists of the values e and N, while the value d
must be kept secret.
2.3. Cryptographic Coding Systems with Added Interleaving
Devices for Increasing the Cryptographic Robustness and Noise
Immunity of the Channel.

When protected information is transmitted over an unsecured channel, it is
not sufficient for the message merely to be encrypted. The literature review
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conducted in Chapter One shows that transmission errors may distort the
ciphertext to such an extent that decryption becomes highly inaccurate or
practically impossible. For this reason, error-control coding is applied prior
to transmission, thereby increasing the probability that the receiver will
correctly recover the received bit sequence even in the presence of noise.

According to Abbasi-Moghadam, D., Vakili, V., and Fallahati, A.,
contemporary symmetric encryption algorithms such as AES are extremely
sensitive to errors, since even a single error, after decryption, may lead to an
avalanche-like propagation of errors [127]. Therefore, in order to ensure both
confidentiality and reliability, encryption must be combined with powerful
error-correcting coding. Turbo codes are particularly suitable for this purpose,
as they provide error correction close to the theoretical Shannon limit [126].
In order to further increase cryptographic robustness, it is also necessary to
combine asymmetric encryption for the transmission of the session keys of
the main symmetric encryption algorithm.

2.3.2. Proposed Concept: Interleaving Devices Placed before the
Turbo Encoder
The session keys of the symmetric AES algorithm are transmitted by means
of the asymmetric RSA algorithm. This implements a combined cryptosystem
that integrates the high data-encryption speed of the AES algorithm with the
security of asymmetric cryptography for the transmission of secret keys
[125]. AES-256 is resistant to quantum attacks, since Grover’s algorithm
provides only a quadratic speed-up, whereas asymmetric schemes are
vulnerable to Shor’s algorithm [126, 127, 128]. In the proposed system,
asymmetric key exchange is used only for short-lived session keys, which
minimises the risk of compromise. The operation of the RSA algorithm is
described in Chapter 2, Section 2.2.Figure 2.13 presents a block diagram of
the proposed concept.

Noise/Jamming

Interleaver distri- l;furl()lo
RSA+AES + g ecoder RSA+AES message
Message I cipher ¥ Loxbe .cll)llz:::gl;l Dt‘ decry] ztil;:m | recipient
Encoder interleaver -

Fig. 2.13. Block Diagram of the Proposed Concept
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In the concept developed within the dissertation, one or two interleaving
devices are added to the already obtained ciphertext before the turbo encoder.
In this way, the ciphertext is not only protected by the main cryptographic
algorithm, but its bit positions are subsequently permuted as well.

ug = my(my. Ky) = (7T2(7T1(EkKS- (M))) (2.33)
Subsequently, it is precisely u, that is fed to the turbo encoder, and after

the addition of parity bits by the turbo encoder, the coded sequence uy is
obtained. On the receiving side, turbo decoding Dy is first performed,

followed by inverse reordering of the bits, and only then by decryption Dy, in
accordance with the following expression:
M = Dy, (mry 7% (1157 (Dieye - (us))) (2.34)

In this way, a two-layer protection mechanism is achieved: first, the bits
are cryptographically encrypted, and subsequently their positions are
additionally concealed by means of one or two interleaving devices.

The bit permutations performed before the turbo encoder are unknown
to the eavesdropping party. In this case, malicious actors would have to
determine not only the key of the AES algorithm, but also the correct
permutation pattern, which increases the difficulty, since the key space
expands as a result of the multiplication of the key spaces associated with the
two ciphertext representations.

The classical approach protects the content [ 129], whereas the proposed
concept simultaneously protects both the content and the ordering of the
already encrypted data. This allows the interleaving device to be regarded as
an additional encryption layer applied over the already formed ciphertext.

In addition to increasing cryptographic uncertainty, this preliminary bit
permutation also assists the turbo decoder, because local burst errors in the
channel are distributed more uniformly instead of being concentrated over a
small number of adjacent positions. This reduces the probability that a single
admitted error will cause avalanche-like error propagation during the
decryption process.

2.3.3. Robustness of Double Encryption and Interleaving against
Brute-Force Attacks.

In order to assess more clearly the additional effect on the difficulty of
brute-force attacks, an evaluation was carried out of the increase in the key-
search space. If the classical hybrid scheme uses an asymmetric algorithm
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W,sym for protecting the session key and AES-256 for encrypting the payload
data, then the overall computational complexity W,;,sic may be expressed as
follows:
Wclassic = Vl/asym -22569 (235)

where W, denotes the complexity of compromising the asymmetric
algorithm, while 22° represents the key space of AES-256.

If, after AES-256 encryption, one interleaving device is applied to a
block of 256 positions, then the number of possible permutations W, is:

W, = 256!,
therefore, the overall computational complexity W is:
Wy = Wagym . 2%56.256!,
from which it follows that:
256! = 21684 — 10507

This means that, compared with the classical variant, the combinatorial
difficulty G; associated with the complete exhaustive search of all
interleaving variants is calculated by the following expression:

G, = —A_ = 256! = 1057 (2.36)

W classic

It follows from the expression that the addition of one interleaving
device with a length of 256 positions increases the search space by
approximately 10°%7 times.

If, instead, two interleaving devices connected in parallel, each with a
length of 128 positions, are used, then the number of possible permutations
is:

W, = 128!
W, = Wagym - 2128.(1281)2,
by substitution, the following is obtained:
128! = 21432 = 10131,
Then, the improvement relative to the classical variant is:
G, = —2 = 1281 = 10%31,
Wiassic

This result is useful when selecting the system architecture. If the main
objective is to achieve the largest possible space of permutations, a single
256-bit interleaving device is more advantageous. However, if the objective
is to achieve a more flexible implementation, a shorter interleaving time, and
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more convenient structuring of the data stream, two 128-bit interleaving
devices also provide an extremely large increase in combinatorial complexity.

Nevertheless, regardless of whether a configuration with one or two
interleaving devices is used, the proposed concept significantly increases the
size of the key space in comparison with the method of Kovtun and Ivanov,
which performs encoding and encryption in a single step and reaches a size
of 106 [126].

An additional argument in favour of the proposed concept is that, in the
publications reviewed, systems based on turbo-based encryption and coding
demonstrate improvement not only in terms of security, but also with respect
to BER performance. In [127], it is stated that, at BER = 1073, the use of an
AES-256-based generator leads to an improvement of approximately 4 to 4,5
dB compared with some of the approaches under comparison. This confirms
that the combined approach is practically justified and is not limited merely
to a theoretical increase in the key space.

2.4. Conclusions from Chapter Two

1. At present, a large number of cryptographic algorithms have been
developed and practically implemented. Despite the diversity of
cryptographic algorithms, all of them are realised through long sequences of
simple substitutions and permutations of the symbols of the plaintext.

2. From the perspective of the objectives of the present study, it is
appropriate to classify cryptographic algorithms into algorithms in which the
amount of information in the plaintext and in the ciphertext is the same, and
algorithms in which the amount of information in the ciphertext is greater
than the amount of information in the plaintext. Algorithms belonging to the
first class apply the principle of “no data expansion”, as a result of which they
ensure secrecy, or confidentiality, without increasing the rate of information
transmission through the communication channel. An example of an
algorithm of this class, which is widely used today, is AES.

3. Turbo codes are characterised by the following positive properties.
First, they practically approach the so-called Shannon limit, since their energy
efficiency is only approximately 0,5 dB below the theoretical limiting value.
Second, they employ:

- long sequences of symbol permutations, which can be applied
simultaneously both to eliminate the harmful effects of burst errors and to
encrypt messages;
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- iterative decoding, which is technically relatively simple and was practically
implemented as early as the 1960s in NASA space programmes.

4. The addition of one or two interleaving devices before the turbo
encoder substantially increases the computational complexity of a brute-force
attack, since, in addition to compromising the asymmetric algorithm used for
transmitting the secret key and the symmetric encryption key itself, it also
becomes necessary to correctly reconstruct the ordering of the interleaved
ciphertext. At the same time, interleaving improves the conditions for turbo
decoding, because it distributes errors more uniformly and reduces the
probability that they will cause avalanche-like accumulation of errors during
the decryption process.

CHAPTER THREE. SYNTHESIS OF AN INFORMATION-
PROCESSING MODEL IN A COMMUNICATION SYSTEM
ENSURING THE JOINT IMPLEMENTATION OF ERROR-
CONTROL CODING AND INFORMATION ENCRYPTION

In the preceding chapter, the technical procedures involved in error-
control coding and encryption were analysed, and the similarities and
analogies between them were systematised. On this basis, the present chapter
addresses the third task of the dissertation.

3.2. Simulation Model of a Communication Channel with the
Addition of Interleaving Devices before the Turbo Encoder and
Reordering Devices after the Turbo Decoder

The dissertation proposes a model of a communication channel that
includes the addition of supplementary interleavers before the standard turbo
encoder and deinterleavers after the turbo decoder. The purpose of the
proposed modification of the communication channel, from the standpoint of
coding, is to improve the distribution of errors, i.e. to disperse occurring
clustered bit errors into independent single errors and thereby potentially
enhance the error-correction capability of the code. From the standpoint of
cryptography, the preliminary interleaving of the information encrypted by
means of the RSA algorithm is intended to introduce additional confusion
during decryption by malicious actors who have obtained and compromised
the secret key. Figure 3.2 presents a generalized block diagram of the
proposed communication model with added interleaving devices before the
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turbo encoder and reordering devices after the turbo decoder.
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3.2.1. Composition of the Proposed Communication Model

1 — input-message entry block, 2 — interleaving devices and turbo
encoder, 3 — modulator (BPSK, QPSK, or 16-QAM), 4 — Rice channel, 5 —
additive white Gaussian noise channel, 6 — demodulator (BPSK, QPSK, or
16-QAM), 7 — reordering devices and turbo decoder, 8 — error calculator, 9 —
block connecting the MATLAB product with the simulation environment (To
Workspace), 10 — display for visualising the number of errors.

3.2.2. Principle of Operation
The transmitted message is a sequence of words and digits and is entered into
the MATLAB software environment. Encryption is then performed using the
RSA algorithm, and the resulting ciphertext, represented as a sequence of
zeros and ones, is applied to the input block (Fig. 3.2). The information stream
is then subjected to interleaving, which is performed by means of either one
interleaving device or two interleaving devices connected in parallel. The two
variants for adding interleaving devices before the turbo encoder are shown
in Fig. 3.3 and Fig. 3.4, respectively.
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Fig. 3.4. Block Diagram with Two Interleaving Devices before the
Turbo Encoder

The information is interleaved in accordance with the Mersenne Twister
(MT19937) algorithm and is then applied to the turbo encoder (Fig. 3.2). At
this stage, the information is encoded and redundant parity bits for error
checking are added. The result is an encrypted and encoded message, which
is then fed into a modulation device (depending on the selected modulation
scheme), where modulation and transmission of the message are performed.
In order to carry out a simulation as close as possible to real operating
conditions, the modulated signal passes through a Rice fading channel and a
channel for the addition of additive white Gaussian noise (AWGN). The
received signal, with the added noise, is then applied to the demodulation
device and to the turbo decoder. This is followed by the detection and
correction of errors arising during transmission, while the redundant parity
bits are removed. The decoded sequence of zeros and ones is then applied to
the reordering devices and the turbo decoder (deinterleavers), which restore
the original order of the interleaved encrypted message. The variants
regarding the number of reordering devices after the turbo decoder are shown
in Fig. 3.5 and Fig. 3.6.
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Fig. 3.6. Block Diagram with Two Reordering Devices after the Turbo
Decoder

The obtained ciphertext is subjected to an error-calculation procedure,
and the result is displayed on a screen. The ciphertext is also transferred to
MATLAB for decryption.

The communication channel with added interleaving devices before the
turbo encoder and reordering devices after the turbo decoder may be applied
for the covert transmission of AES secret keys by means of RSA asymmetric
encryption. In drone control, the communication between the operator and the
drone is encrypted using the AES algorithm. The proposed structure of the
communication channel, incorporating interleaving devices before the turbo
encoder and reordering devices after the turbo decoder, may be implemented
through the following steps:

The first step is the initiation of the communication session with the
drone, which includes the following procedures:

- the ground station generates a random AES session key;

- the generated AES key is encrypted using the RSA algorithm and is
accompanied by a public key, which are then transmitted to the drone.
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The drone uses its pre-stored RSA private key to decrypt the AES key.
The second step involves symmetric encryption of the data stream containing
the drone-control commands. This requires:

- both parties to possess the same encrypted AES key;

- encryption of the data using the symmetric AES algorithm.

3.3. Elements of the Composition of the Proposed Communication-
Channel Model with the Addition of Interleaving Devices before the
Turbo Encoder and Reordering Devices after the Turbo Decoder.

3.3.2. Operation and Parameters of the Interleaving Device before
the Turbo Encoder.

The “Random Interleaver” block is an element of the communication
components included in the “Communications Toolbox” within the
“Simulink” simulation environment of the MATLAB software product. The
input signal is represented as a column vector, and the interleaving device
rearranges it by using a random permutation. Figure 3.6 presents the control
panel from which the parameters of the interleaving device are set.

The “Number of elements” parameter indicates the size of the input vector.
The next parameter, “Initial seed”, initializes the random-number generator
that performs the permutation.

[:;j Block Parameters: Random Interleaver X
Random Interleaver (mask) (link)

Interleave the elements of the input vector using
a random permutation. The Number of elements
must match the input signal width.

Parameters

Number of elements:

\ [E
Initial seed:

[ok || cancel Help Apply
Fig. 3.6. Control Panel for Setting the Parameters of the Interleaving
Device
The random-number generator is implemented on the basis of a
deterministic algorithm which, starting from an initial state, or “seed”,
generates a long sequence of pseudorandom numbers. When the same initial
state is specified, the same sequence is obtained. The generator operates with
an internal state consisting of 624 integers, each having a length of 32 bits,
which are subsequently reduced to “0” and “1”. The repetition period of a
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219937 — 1 combinations),

given combination is sufficiently large, namely (
which makes it practically “infinite”.

The generation of random numbers is performed in accordance with the
following expression [110]:

Xian,, = Xivro D XiD;, (3.5)

where:

X, are the current values in the state of the generator, represented as 32-
bit words;

N,, is the size of the state array;

O — offset within the array;

@ — mathematical operation of addition modulo 2;

D; — matrix with specified dimensions.

3.3.4. Operation and Parameters of the Turbo Encoder

The turbo encoder is implemented by means of two parallel-connected
RSC encoders and one interleaving device placed between them. Through the
constituent elements of the turbo encoder, redundancy bits are added to the
transmitted stream of information symbols. The added bit redundancy enables
the correction of errors that occur during information transmission.
In the Simulink simulation environment, the turbo encoder allows various
parameters to be configured depending on the purpose of the simulated
communication model. The main parameters affecting the operation of the
turbo encoder are the generator polynomial, which is specified through the
parameter-entry block of the turbo encoder shown in Fig. 3.9. The relevant
parameters are the Trellis structure and the length of the input sequence for
the interleaver, specified through Interleaver indices.\

%l Block Parameters: Turbo Encoder X
Turbo Encoder

Encode binary data using a parallel concatenated coding scheme that employs a convolutional
encoder as the constituent encoder.

Both the constituent encoders use the same trellis structure.

Use the poly2trellis function to create a trellis using the constraint length, code generator (octal)
and feedback connection (octal).

Source code

Parameters

Trellis structure: |poly2trelis( 3, (7, 61,7) struct | §
Source of interleaver indices: Property

Interleaver indices: |(208:-1:1).! <208x1 double> |

Source of output indices: Auto

Simulate using: Code generation

Cancel | Help Apply
Fig. 3.9. Block for Entering the Parameters of the Turbo Encoder
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The trellis structure is formed by the following three elements:

Trellis = poly2trellis (constraint Length, feed forward, feedback),

This are:

- Constraint Length - the length of the code word (k);

- feedforward - a vector of generator polynomials that determine the
outputs of the turbo encoder (m;;, m;,);

- feedback - a single polynomial used for feedback.

The polynomial defining the operation of the turbo encoder in the
Simulink environment is specified in the following form: poly2trellis (3, [7
6], 7).

The digit 3 indicates the constraint length of the code word, while the
generator polynomials (m;;, m;,) are represented in octal form as [7,6], it
follows that the number of memory elements in the D registers is D e L=k-
1=2.

The states of the registers change with each incoming current bit, where
x9, denotes the currently received bit, x* denotes a delay of one clock cycle,
and x? enotes a delay of two clock cycles, and so forth.

The specified values [7,6] of the generator polynomials are given in
octal form, since the turbo encoder operates with binary numbers, which are
converted as follows:

65 (6, in binary form is: 110) and the first generator polynomial is:
my; = L.x%+1. x40, x%=x2 + x
75 (7, in binary form is: 111) and the second generator polynomial
is: mp = L2+l x4 1. x%=x2 +x + 1
Figure 3.10 presents a block diagram of a turbo encoder with parameters
specified as poly2trellis(3, [7 6], 7), for which one of the output signals is:
m; =x* + x, aBropustre m’; =x® + x + 1.

The exponent 2 in (x?) indicates that the output signal m; is delayed by
two clock cycles before being subjected to modulo-two summation. In this
case, the constraint length is k=3, which means that the turbo encoder scheme
includes two registers, D; u D, for first RSC encoder and D’y u D', for second
RSC encoder. he bit sequence m, is the input sequence of the system.

The modulo-2 adders form the output sequence indicates that the output
signal m; form the output sequence u, = D; @ D,, while the second output
sequence M, is obtained by summing the current bit with D; @ D,. The
feedback is formed through the modulo-2 addition operation between the bit
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delayed by two clock cycles and the current bit. The value specified in the
polynomial is 7, which in binary form is 111.

»(+) > U,
e D1 | T D2 |
sl Ml S,
\T/
w1 | =
T D1 é D2 4\ .

Fig. 3.10. Block Diagram of a Turbo Encoder with Parameters
Specified as poly2trellis(3, [7 6], 7)

Systematic convolutional encoders in the coding block make it possible
to separate the information bits from the parity bits. Thus, two code blocks
are actually transmitted through the communication channel. The first block
consists of the information and parity part of the upper RSC encoder in the
scheme shown in Fig. 3.10, while the second code block consists of the
interleaved information and parity part of the lower RSC encoder.

The interleaved systematic information part m’,; of the second code
block is not transmitted through the communication channel, because its
recovery in the decoder is performed by means of an interleaving device
analogous to the interleaving device used in the encoder.

When the information bits are separated from the parity bits, the
information remains explicit, which may allow malicious actors, after
accumulating statistical data, to reconstruct the transmitted information.

The proposed scheme with additional interleaving devices before the
turbo encoder further complicates the task of unauthorised decryption of the
transmitted information.

3.4. Conclusions from Chapter Three

1. Turbo coding significantly increases the reliability of the
communication channel, especially when used in conjunction with
interleaving devices, since this reduces the probability of consecutive, or
burst, errors during data transmission. The use of two interleaving blocks
connected in parallel contributes to improving the speed and robustness of
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data transmission in a noisy channel, which makes this approach
recommended under real communication conditions.

2. In real scenarios, the parameters of the RSA keys and the
configuration of the turbo encoder must be carefully selected in order to
achieve a balance between security and the efficiency of information
transmission.

3. The RSA encryption algorithm is potentially vulnerable, especially
when weak random-number generators are used or short keys are applied,
which highlights the need for precise selection of the cryptographic
parameters.

4. An important practical aspect in configuring the simulation
environment is the optimisation of the parameters of the Rice channel and the
AWGN channel, in order to realistically model the conditions of signal
transmission and noise influence, thereby ensuring results that are as close as
possible to the actual operation of communication systems.

CHAPTER FOUR. RESULTS FROM THE CONDUCTED
STUDIES OF THE INFORMATION-PROCESSING MODEL IN A
COMMUNICATION SYSTEM  ENSURING THE  JOINT
IMPLEMENTATION OF ERROR-CONTROL CODING AND
INFORMATION ENCRYPTION.

In the preceding chapter, an information-processing model in a
communication system was synthesised, ensuring the joint implementation of
error-control coding and information encryption. By addressing the fourth
task of the dissertation, the present chapter substantiates the practical
applicability of the synthesised model.

4.1. Experimental Setup of the Implemented Simulation Models
Using Turbo Coding and Encryption.

The simulation model of a communication channel employing
encryption and coding with two interleaving devices connected in parallel is
substantiated in Chapter Three, Section 3.2. It was implemented in the
Simulink simulation environment of the MATLAB software product, version
2024b. All simulations were conducted on a 64-bit Windows 10 operating
system, using the following hardware: “Asus FX502V”, Intel(R) Core(TM)
17-6700HQ CPU at 2.60 GHz, and 24 GB RAM.

The initial parameters set for all simulation configurations are as
follows:
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- K -factor: 10;

- Free Space Path Loss: FSPL = —119,97 dB, calculated from (3.7);

- Distance between the transmitter and the receiver: d, = 28km
(calculated using formula 3.8.);

- Path Delay: Pd = 93,33us (calculated using formula 3.9);

- Transmitted signal power: P. = 1 W;

- Receiver sensitivity: -90 dBm (1 nW);

- Code rates: R=1/2, 1/3, 1/4;

- Modulations: BPSK, QPSK, 16-QAM;

- Length of the transmitted message.: 16 bits;

- Number of transmissions of the message within one simulation:
1 000 000;

- SNR range: 0dB + 30dB, crenka 0,5dB.

For each investigated code rate (1/2, 1/3, 1/4), 48 generator polynomials
were used, fully described in Appendix 6, together with three types of
modulation. The results for all 144 configurations for each code rate are
presented in Appendices 7, 9, and 11. The best five configurations, in which
the optimal signal-to-noise ratio is achieved for each code rate, are compared
with a simulation communication model. In this case, only one interleaving
device is used, as described in Chapter 3, Section 3.2, while the basic
communication model is described in Chapter 3, Section 3.1.

The task of the simulation experiment is to investigate the possibilities
for the joint coding and encryption of information transmitted through a
simulation communication model, under maximally unfavourable signal-
propagation conditions. The objective is to identify the configurations that
most effectively combine the procedures of encryption, turbo coding,
generator-polynomial specification, and modulation, achieving a minimum
signal-to-noise ratio (SNR) for the different code rates.

The obtained results are divided according to the following three
criteria:

- For an achieved SNR from 0 to 15 dB and the transmission of 10°
messages, the results are considered excellent (ER — excellent results) and are
subjected to further processing;

- For an SNR in the range from 15 to 30 dB, the results are considered
satisfactory (SR — satisfactory results) and are regarded as valid,
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- For an SNR above 30 dB, the models are considered unsatisfactory
(UR — unsatisfactory results) and are not investigated further in the
dissertation.

The obtained results are classified according to the following three

criteria:

- For an achieved SNR in the range from 0 to 15 dB and the
transmission of 10° messages, the results are considered excellent (ER —
excellent results) and are subjected to further processing;

- For an SNR in the range from 15 to 30 dB, the results are considered
satisfactory (SR — satisfactory results) and are regarded as valid;

- For an SNR above 30 dB, the models are considered unsatisfactory
(UR — unsatisfactory results) and are not investigated further in the
dissertation.

4.2.4. Generalized Statistical Analysis of the Results Achieved for
All 432 Model Configurations with Code Rates of 1/2, 1/3, and 1/4
According to the Following Parameters: Type of Decoding, Type of
Modulation, and Signal-to-Noise Ratio.

Generalized Analysis of the Results from the Study of All Models
at the Three Specified Code Rates.

From the presented results of the simulation experiment, it follows that
the number of configurations meeting the SR criterion is 59 for (R = 1/2), 91
for (R =1/3), and 61 for (R = 1/4). Their total number is 211 configurations,
which corresponds to approximately 49%. The number of models not meeting
this criterion is (432 - 211 = 221), i.e. 51% of the configurations. These
percentages are illustrated in Fig. 4.8.

B 1o 30 dB: 211 (48.8%)
I o 30 0B 221 (51.2%)

49%

Fig. 4.8. Pie Chart of the Generalized Results for All Investigated
Coding Rates
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Statistical Analysis of the Results from the Study of
Communication Models at Code Rates (R = 1/2, R = 1/3, R = 1/4)
(Appendices 7, 9, and 11).

The results obtained for all investigated code rates are as follows
(Appendices 7, 9, and 11):

- Minimum SNR =2 dB;

- Maximum SNR = 30 dB;

- Range=30-2=28dB;

-  Mean~15.27 dB;

- Median = 14-15 dB;

- Standart Deviation (c) = 6.54 dB.

The listed characteristics are illustrated in a histogram presented in Fig.
4.9. It shows the probability distribution of the acceptable SNR values
obtained by combining all 211 satisfactory configurations for the three code
rates. The distribution curve indicates that it follows an approximately normal
distribution.
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Fig. 4.9. Histogram and Normal Distribution of the Acceptable SNR
Values

The obtained SNR values are concentrated in the interval of 14—-16 dB,
which is consistent with the mean value of 15.27 dB. The median is marked
with a green line and has a value of approximately 14-15 dB. The SNR
variation range extends from 2 dB to 30 dB, corresponding to a range of 28
dB, while the standard deviation is (\sigma \approx 6.54) dB. This indicates
a moderate dispersion of the results, i.e. most values are concentrated in the
middle interval, whereas extreme values close to 2 dB and 30 dB occur with
lower probability.
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4.3 Analysis of the Results Obtained Using the Optimal
Configurations with Two Interleavers Compared with Baseline
Communication Models without an Interleaver and a Simulation Model
with One Interleaver.

Figure 4.15 summarises the results obtained for communication
systems without an interleaver, with one interleaver, and with two interleavers
at a code rate of (1/2).
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Fig. 4.15. Generalized Results from Communication Systems without
an Interleaver, with One Interleaver, and with Two Interleavers at a Code
Rate of 1/2

Figure 4.15 presents a graphical comparison of the best configurations
at a code rate of (R = 1/2), using BPSK modulation and the True-App
decoding algorithm, with two cases being distinguished: configurations with
two interleavers (on the left-hand side of the figure) and configurations with
one interleaver (on the right-hand side), separated by a vertical black line. The
blue bars represent the achieved SNR, whereas the yellow bars indicate the
simulation time. The results of the baseline communication channels are
depicted by dashed curves. The achieved SNR is marked by a green dashed
line, while the simulation duration is marked by an orange dashed line.

For the configurations with one and two interleavers, the results
obtained with interleaving (the blue bars) are positioned below the green
dashed line, which means that, for the same criterion, a lower SNR is required
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in comparison with the models without interleaving. This indicates that the
error-correction properties are improved when one or two interleavers are
used relative to the baseline model, with the difference being in the range of
0.5-1 dB.

Results Obtained from Models without an Interleaving Device and
with a Code Rate of (1/3).

Figure 4.19 illustrates the generalized results obtained for
configurations at a code rate of (R = 1/3). On the left-hand side, the achieved
SNR values and simulation times for models with two interleavers are
presented, while on the right-hand side those for models with one interleaver
are shown, the two cases being separated by a vertical black line. For
comparison, dashed curves are included: a green one for SNR and an orange
one for the simulation time of the baseline models without an interleaver. The
blue bars in the graph are positioned below the green dashed line, which
indicates the requirement for a lower SNR in the transmission of the specified
data. An SNR of approximately 1.5 dB is achieved in the variant with one
interleaver, BPSK modulation, and polynomial 7[171 177 133]. In the case
of two interleavers, the lowest SNR, approximately 2 dB, is obtained with
BPSK modulation and polynomial 5[23 31 25]. The performance of the
configuration with two interleavers is only marginally inferior in terms of the
achieved SNR compared with the model employing one interleaver; however,
the simulation time is reduced significantly.
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Fig. 4.19. Generalized Results from Communication Systems without
an Interleaver, with One Interleaver, and with Two Interleavers at a Code
Rate of 1/3

Results Obtained from Communication Models without an
Interleaving Device and with a Code Rate of (1/4).

Figure 4.23 presents the generalized results from the comparison of
communication models at a code rate of (R = 1/4) without an interleaver and
those employing one and two interleavers. The blue bars indicate the SNR
[dB], the yellow bars represent the simulation time, while the green and
orange dashed lines serve as reference values, indicating, respectively, the
SNR and the simulation duration of the baseline models without an
interleaver. The two halves of the histogram are separated by a vertical black
line, with the configurations employing two interleavers shown on the left-
hand side anqothose employing one interleaver shown on the right:gland side.

SNR [dB]
Simulation Time [minutes]

E SNR [dB]
=2 Simulation time
«(\p‘ == = SNR without interieaver

/\\,5\ === Time without interleaver

Fig. 4.23. Generalized Results from Communication Systems without
an Interleaver, with One Interleaver, and with Two Interleavers at a Code
Rate of 1/4

At a code rate of (R = 1/4), the best signal-to-noise ratio is achieved
without an interleaver, in the range of 2 to 3 dB. In the models with one
interleaver, the SNR deteriorates compared with the models without an
interleaver. The configurations employing two interleavers require a higher
SNR, ranging from 6.5 to 8 dB, in order to transmit the specified number of
messages without error.
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4.4. Generalized Analysis of the Configurations with Different
Numbers of Interleaving Devices, Generator Polynomials, Constraint
Lengths, Code Rates, and Simulation Durations.

Table 4.18 presents the generalized results obtained at a code rate of (R
= 1/2) for communication models with one and two interleaving devices,
compared with models without interleaving devices. At R = 1/2, a
compromise solution between SNR and simulation time is achieved in the
configuration with BPSK modulation, generator polynomial (5[23 31]), and
one interleaving device.

Table 4.18
SNR relative to Time relative to
Configuration Number the Transmi the model
(modulation, Code| ofinter- | SNR | configuration ssion .
generator Rate | leaver [dB] without an time . Wlthou.t
. S . . . interleaving
polynomial) R divices interleaving | [min]] devices [%]
device [dB]
BPSK, 4 [1315] | 1/2 0 5,5 - 01:00 -
BPSK, 4 [1315] |1/2 1 6 +0,5 01:11 +18,3%
BPSK, 4 [1315] |1/2 2 4 -1,5 01:02 +3,3%
BPSK, 4[1513] | 1/2 0 6 - 01:00 -
BPSK, 4[1513] | 1/2 1 5,5 -0,5 01:11 +18,3%
BPSK, 4[1513] | 1/2 2 4,5 -1,5 01:02 +3,3%
BPSK, 5[2331] |1/2 0 6 - 01:45 -
BPSK, 5[2331] |1/2 1 3,5 -2,5 00:54 -48,6%
BPSK, 5[2331] |1/2 2 4,5 -1,5 01:47 +1,9%
BPSK, 7 [171 .

133] 1/2 0 6,5 - 08:10 -
BPSK1’373][171 12 1 2.5 4 08:54 9%
BPSK1’373][171 12 > 5,5 1 06:33 119,8%

BPSK, 7[64127] | 1/2 0 7 - 08:09 -
BPSK, 7[64127] | 1/2 1 4 -3 08:42 +6,7%
BPSK, 7[64127] | 1/2 2 4 -3 06:23 -21,7%

Relative to the model without an interleaving device for the same
polynomial, the SNR is improved, decreasing from 6 dB to 3.5 dB,
corresponding to an improvement of -2.5 dB. In the models with one and two
interleavers, BPSK modulation, and generator polynomial (7[64 127]), an
improvement in SNR is observed relative to the model without an interleaving
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device, expressed as a decrease from 7 dB to 4 dB, corresponding to an
improvement of -3.0 dB. In the model with one interleaving device, BPSK
modulation, and generator polynomial (7[171 133]), an improvement in SNR
is achieved relative to the model without an interleaving device, decreasing
from 6.5 dB to 2.5 dB, corresponding to an improvement of -4.0 dB. This
represents a compromise variant for achieving a lower SNR in more complex
models, but with a longer simulation duration.

Table 4.19 analyses the results obtained from configurations without,
with one, and with two interleaving devices at a code rate of (R = 1/3), using
BPSK and QPSK modulations and different generator polynomials. The
SNR, simulation duration, and differences in the achieved values relative to
the baseline model without an interleaving device are reported. At a code rate
of (R = 1/3), the greatest improvement according to the minimum SNR
criterion relative to the model without an interleaving device is achieved by
the configuration using QPSK modulation and generator polynomial (5[23 31
25]). In the model with one interleaving device, the SNR improves, relative
to the same configuration without an interleaver, from 17 dB to 6 dB,
corresponding to an improvement of -11 dB. In the model with two
interleaving devices, the SNR reaches 5.5 dB, with an improvement of -11.5
dB relative to the model without an interleaver.

Table 4.19
SNR relative re};gl\/ee to
Configuration Numb to the .
. . Transmiss | the model
(modulation, Code| er of configuration | . . .
. SNR . ion time without
generator Rate | inter- without an . . .
) [dB] |. . [min]] interleavin
polynomial) R |leaver interleaving .
o . g devices
divices device [dB] %]
0
BPSK, 5[233125] |1/3 0 4,5 - 02:05 -
BPSK, 5[2331 25] | 1/3 1 2 -2,5 02:20 +12%
BPSK, 5[233125] |1/3 2 2 -2,5 01:45 -16%
BPSK, 7[171 177 )
133] 1/3 0 3 - 08:48 -
BPSK, 13[31]71 77 Vs |1 |1s 15 08:54 +1,1%
BPSK, 13[31]7 Y775 1 2 s 10,5 06:19 | -28.2%
QPSK, 5[233125] |1/3 0 17 - 02:12 -
QPSK, 5[233125] |1/3 1 6 -11 02:17 +3,8%
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QPSK,5[233125] [13 | 2 [55 -11,5 01:40 | -24.2%

QPSK, 7 [171 133 . ]
651 3 | 0 |19 - 09:08

QPSK, 16[§]71 B33 s | 6 -13 08:52 -2,9%

QPSK, 71171133 115 | 5 65 -12,5 06:22 -30,3%
165]

QPSK, 7 [171 177 ) . ]
es 3|0 |17 09:01

QPSK, Z3[31]71 703 |1 s 11 08:51 | -1.8%

QPSK, 13[31]71 U7 1 | 2 6 -1 06:14 -30,9%

In the configuration using BPSK modulation, polynomial (7[171 177
133]), and one interleaving device, a lower SNR value is achieved compared
with the model without interleaving. The results show that the SNR decreases
from 3 dB to 1.5 dB, corresponding to an improvement of -1.5 dB.

In the model with two interleaving devices, the opposite dependence is
observed: the SNR deteriorates from 3 dB to 3.5 dB, corresponding to a
deterioration of +0.5 dB.

Table 4.20 presents the generalized results at a code rate of (R = 1/4),
with BPSK modulation and different generator polynomials, comparing the
three simulation models: without an interleaving device, with one interleaving
device, and with two interleaving devices. The SNR values, simulation time,
and their variations relative to the baseline model without interleaving devices
are presented.

At a code rate of (R = 1/4), for the configuration with BPSK modulation
and polynomial (4[15 13 11 10]), the lowest SNR is achieved by the model
without an interleaving device: (SNR = 1.5) dB. The model with one
interleaving device deteriorates the SNR relative to the model without
interleaving, increasing it from 1.5 dB to 2.5 dB, corresponding to a
deterioration of +1.0 dB.

With two interleaving devices, the SNR deteriorates relative to the
model without interleaving, reaching 8 dB, which corresponds to a
deterioration of +6.5 dB, although the duration of data transmission is
reduced.
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For the configuration with BPSK modulation and generator polynomial
(3[7 6 5 4]), the model without interleaving is optimal both in terms of SNR
and simulation duration. In the model with one interleaving device, the SNR
deteriorates to 5 dB, corresponding to a deterioration of +3.0 dB.

Table 4.20
. Number SNR relative Time relative
Configuration to the o
. of . |Transmissi | to the model
(modulation, Code| . SNR | configuratio . .
inter- . on time without
generator Rate [dB] | n without an . . .
. leaver . . [min]] interleaving
polynomial) R divices interleaving devices [%]
device [dB] ’
BPSK,3[7654] |1/4 0 2 - 00:41 -
BPSK,3[7654] [1/4 1 5 +3 00:47 +14,6%
BPSK,3[7654] [1/4 2 6,5 +4.,5 00:48 +17,1%
BPSK, 41[01]3 1412 /4 0 3 ) 01:13 )
BPSK, 41[01]3 1412 1/4 1 4 +1 01:22 +12,3%
BPSK, 41[01]3 1200, | 2 7,5 4,5 01:09 5,5%
BPSK,41[01]51311 1/4 0 1.5 i 01:13 i
BPSK, 41[01]5 By | 2,5 1 01:22 +12,3%
BPSK, 41[01]5 B | 2 8 6,5 01:09 5,5%
BPSK, 51[32]3 ST e | o 9 . 02:14 .
BPSK, 51[32]3 BT s | 8 . 01:52 [16,4%
BPSK, 51[32]3 BT 1yg | 2 8 . 01:53 [15,7%
BPSK, 7[171 132 )
161 145] 1/4 0 8 - 9:37 -
BPSK, 7
[171 132 161 1/4 1 9 +1 06:43 -30,2%
145]
BPSK, 7
[171 132 161 1/4 2 8 0 06:44 -30%
145]
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In the configuration with two interleaving devices, the SNR reaches a
value of 6.5 dB, corresponding to a deterioration of +4.5 dB compared with
the baseline model.

An exception is the configuration with a code rate of (R = 1/4), BPSK
modulation, and polynomial (5[23 35 17 13]), in which the addition of
interleaving devices improves the results simultaneously according to both
criteria relative to the model without an interleaving device. The SNR
decreases from 9 dB to 8 dB, corresponding to an improvement of -1.0 dB
relative to the baseline model.

General Analysis of the Results from Tables 4.21, 4.22, and 4.23.

The analysis shows that the application of a different number of
interleaving devices is strongly dependent on the code rate and the specific
generator polynomial.

At a code rate of (R = 1/2), a satisfactory balance between the SNR
value and the simulation duration is observed in models using BPSK
modulation, generator polynomial (5[23 31]), and one interleaving device.
Relative to the model without an interleaver, the SNR improves from 6 dB to
3.5 dB.

At a code rate of (R = 1/3), the best SNR relative to the model without
an interleaving device is achieved in the configuration with two interleaving
devices, QPSK modulation, and polynomial (5[23 31 25]), where the SNR
decreases from 17 dB to 5.5 dB.

At a code rate of (R = 1/4), unlike (R = 1/2) and (R = 1/3), the models
with one and two interleaving devices deteriorate the SNR. For generator
polynomial (4[15 13 11 10]), this is expressed by an SNR of 1.5 dB without
an interleaver, whereas in the models with one interleaver the SNR reaches
2.5 dB, and in the models with two interleavers it reaches 8 dB.

When a balance between SNR and minimum data-transmission time is
required, a configuration with a code rate of (R = 1/3) and QPSK modulation
should be selected. For optimal SNR, configurations of the model with (R =
1/2) and BPSK modulation should be applied. The analysed results indicate
that the use of models with a code rate of (R = 1/4) and interleaving devices
is not appropriate, due to the deterioration of SNR relative to that achieved
by the baseline model.
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4.5. Conclusions from Chapter Four.

1. The turbo-encoder models with two preliminary interleavers
demonstrate better results than those with one interleaving device, especially
at code rates (R = 1/2) and (R = 1/3). In terms of SNR, the improvement
relative to the baseline communication models is between 40% and 70%.

2. At a code rate of (R = 1/4), the turbo-encoder models with one
preliminary interleaver achieve SNR values close to those obtained by the
configurations with two interleavers.

3. The addition of preliminary interleaving devices in models with a
code rate of (R = 1/4) is not appropriate, due to the deterioration of the SNR
relative to the baseline communication models.

GENERAL CONCLUSIONS

During the COVID-19 period (2019-2022), new and higher
requirements emerged for digital services as a result of the remote mode of
work and education.

The outbreak of two major military conflicts, still ongoing to date, has
indisputably demonstrated the role of technologically advanced weapons,
radar and satellite systems, reconnaissance and targeting devices, which have
led to entirely new tactics on the battlefield. These tactics require
unconditional communication and information connectivity through noise-
resistant and encrypted communication channels, ranging from the individual
level to the command level. These and other factors necessitate an in-depth
study of communication channels providing error-resistant and covert data
transmission.

Channel coding is an essential stage in contemporary wireless
communications. It is performed by adding redundant bits, thereby
minimising errors in the transmission of digital data in a highly noisy
communication environment.

Information encryption is imperative, since personal and corporate
security is under constant threat of compromise due to the increasing
frequency of cyberattacks.

The aim of the dissertation is to investigate the possibilities for
combining error-control coding and encryption in order to ensure an optimal
signal-to-noise ratio and the concealment of the transmitted data.

The first chapter reviews and analyses scientific publications
concerning current trends in information encryption algorithms, as well as the
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results achieved in communication systems employing error-correcting
coding.

The second chapter provides a detailed description of the
mathematical model underlying the operation of the coding and encryption
algorithms used in the study. It also proposes a concept for the hybrid
application of symmetric and asymmetric cryptographic algorithms to secure
data transmitted over an unprotected communication channel.

The third chapter is devoted to the synthesis of an information
processing model for a communication system that ensures the joint
implementation of error-correcting coding and information encryption.

The fourth chapter presents a mathematical and statistical analysis of
the results obtained from the conducted research on the proposed information
processing model in a communication system ensuring the combined
application of error-correcting coding and information encryption.

A total of 432 communication system configurations were
investigated, including 48 generator polynomials, 4 codeword lengths, 3 code
rates, and 3 signal modulation schemes. Fifty percent of the examined
configurations satisfy the criterion of SNR = 30 dB, while 28% meet the
criterion of SNR = 15 dB. The best results obtained fall within the range of 2
to 15 dB.

For communication configurations with a code rate of 1/4, the results
show that the inclusion of interleaving devices degrades the signal-to-noise
ratio and therefore does not constitute an effective practical approach.

The best results achieved with two parallel-connected interleaving
devices incorporated into the communication model were compared with
those obtained from models using a single interleaving device and from a
baseline communication model. The results indicate that, for code rates of 1/2
and 1/3, the communication models with two interleaving devices achieve
values close to those obtained with a single interleaving device, while both
approaches provide an additional degree of information concealment.

The introduction of the asymmetric RSA method for encrypting the
session keys of the primary AES-based encryption algorithm does not affect
the operation of the turbo decoder in the reception and correction of erroneous
bits, nor does it degrade the signal-to-noise ratio. Therefore, the objective
of the dissertation has been achieved, namely, to develop error-
correcting coding algorithms that ensure both a maximal signal-to-noise
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ratio and a high level of cryptographic protection of transmitted data
through the unified integration of different stages in the information
processing chain of communication systems.

APPLIED RESULTS:

1. An approach has been developed for noise-resistant communication
encryption through the combined use of RSA and AES algorithms (§2.3).

SCIENTIFIC AND APPLIED CONTRIBUTIONS:

1. The information-processing operations in the specialised
communication systems used by the Bulgarian Army, the police, and in the
protection of the population against disasters and emergencies have been
analysed and systematised (§1.1);

2. The known technologies for the joint application of error-control
coding and encryption have been analysed (§1.2);

3. An information-processing model has been synthesised in a
communication system, ensuring the joint implementation of error-control
coding and information encryption (§3.2).

APPLIED CONTRIBUTIONS:

The following algorithms have been synthesised and implemented in
the MATLAB environment:

4. Algorithm for generating keys for asymmetric RSA encryption
(§2.2);

5. Algorithm for generating keys for symmetric AES encryption (§2.2);

Models of the following have been synthesised and developed in the
Simulink environment:

6. Simulation model of a baseline communication channel without
interleaving devices. (§3.1) ;

7. Simulation model of a communication channel with one or two
interleaving devices added before the turbo encoder and reordering devices
after the turbo decoder. (§3.2);

The specified models and algorithms may be used as a tool for the
design and evaluation of secure communication systems.

8. By means of simulation modelling, it has been demonstrated that the
combined use of the RSA and AES algorithms, in conjunction with error-
control coding, is applicable to resource-constrained systems such as UAVs,
IoT devices, or other devices with embedded communication modules (§4.4).
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