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CTAHOBUWIIE

OT 1ou. 1-p uHXK. Banentun Anrenos MyTkoB - PyceHcku ynuBepcureT ,,AHren KbHueB*
Ha auceprauuoHHus Tpyn Ha Pamoctun CredanoB /IumoB Ha Tema ,,M3cnenBane Ha
CUTYPHOCTTa Ha KOTHUTUBHHU KOMYHUKAIITMOHHHU CUCTEMHU”’, TIPEJICTABEH 3a MPUI001MBaHe
Ha oOpa3oBaTeiHaTa U HAaydyHa CTEMEH ,,JIOKTOpP~ B 00JIaCT Ha BUCIIETO OOpa3oBaHUE
5. ,,Jexunuuecku Hayku“, npodecuoHaqHo HampasieHue 5.3. , KomyHUKalnMoHHa |
KOMITIOThpPHA TEXHHUKA*, 0 JOKTOpCKa mporpama ,,KubepcurypHocr”.

1. AKTYyaJIHOCT ¥ 3HAYMMOCT HA pa3padoTBaHMs HAy4YeH MPoldJieM

He no3naBam 1u4HO AOKTOPpAaHTa KalluTaH NMHKCHCP Pa,Z[OCTI/IH CTe(l)aHOB ﬂI/IMOB.

[IpencraBeHUSAT 3a CTAHOBHIIE IUCEPTAIIMOHEH TPYA € B o0eM oT 166 cTp. u
ChABPKa YBOJI, YETUPH TIaBH, 2 TIPHIOKEHUSI B pazMep oT 9 crpanunu, 21 tabmuim, 132
dbopmynu u 57 purypu. [utupanu ca 75 auTepaTypHU HU3TOYHUKA, OT KOUTO 69 Ha
JaTUHULIA U 6 HAa KUPHWIIHIIA.

Temara Ha TpencTaBeHHWs] AUCEPTAIIMOHEH TPYyHd € aKTyaJdHa BBHB BpPB3Ka C
TUHAMHYHOTO  pa3BUTHE W  HapacTBallaTa  CJIOKHOCT Ha  ChBPEMCHHHTE
TEJICKOMYHUKAIIMOHHHU YCIYTH, KAKTO U C HEOOXOAMMOCTTa OT OCUTYpSIBaHE Ha BUCOKO
HUBO HAa CHUTYPHOCT B KOTHUTHBHUTE KOMYHHUKAIIMOHHU CHUCTEMH U MPEKHUTE OT IETO
nokonenue (5G). M3cneaBaHeTo € HACOYEHO KbM aHaJduW3 U IIOBUIIIABaHE Ha
KHOEpPyCTOMYMBOCTTAa HA TaKMBa CHUCTEMH Ype3 HWIACHTU(UIIMpAHE W eMylialus Ha
3aI1aXy B KOHTPOJIMPAHA Cpelia, KOETO MMa CHIIECTBEHO 3HAUCHHUE KAaKTO 3a HAyYHHUTE
M3CIICIBaHUS, TaKa M 3a IMPaKTHKaTa.

B nuceprauuoHHus Tpyxn ca pasmiefaHd apXUTEKTypHUTE ocoOeHocTH Ha 5G
MpEXUTE, pa3pabOTeHN ca MOJENM 3a CUTYPHOCT, pa3y3HaBaHe Ha KuOep3aruiaxu u
NPOTHBHUKOBO TIOBEJCHHE, KAKTO M € peajn3upaHa Clelualn3upaHa CUMYJIallMoOHHa
miaropma (KuOepIioyiMroH) 3a TECTBAHE U OLIEHKA Ha CUTYpHOCTTA. Upes MpoBeieHuTe
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CUMYJAIIMOHHU €KCIIEPUMEHTH Ca MOJYyUYEHU Pe3yNITaTh ¢ HAy4YHO-TIPUIIOKHA CTOMHOCT,
KOMTO MOTar Ja ObJar U3M0JI3BaHu IPH aHAIN3, 00yYeHUe U NoJo0psiBaHE Ha 3allUTaTa
HA KOTHUTUBHU KOMYHUKAIITMOHHU MPEXKHU.

OCHOBHOTO CBABpKAHWE Ha IPEACTABEHUS [IUCEPTALMOHEH TPYy[ HAI'bJIHO
ChOTBETCTBA Ha IIOCTaBeHara Tema ,l3ciieqBaHe Ha CHTYpHOCTTa Ha KOTHUTHBHU
KOMYHUKAaIMOHHU cucteMd. (Oco0eHO IIEHeH acheKT Ha M3CIEABAaHEeTO €
MHTEPIUCIUILUTUHAPHUAT TOAXO/A, KOWTO OOeIWHSBa KOMYHHUKAIIMOHHH TEXHOJIOTHUH,
KHOEpCUTYPHOCT M KOTHUTHUBHU MOJEIM, KOETO CBOTBETCTBA HAa CHBPEMEHHUTE
TEHJCHIIMM B Pa3BUTHUETO HA HWHTEIUICHTHU MPEXKOBH CHCTEMH. ToBa mpuaasa
JNONBJIHUTEHA HAyYHA U MPAKTUYECKA 3HAUMMOCT Ha AUCEpTauuMoHHusA Tpyd. He mu e
M3BECTHO HAJIMYMETO Ha Pa3pabOTKH, aHAJIOTMYHU HA MPEICTaBEHUS IHUCEPTALlMOHEH
TPy, NOPay KOETO CUUTaM, Y€ TeMaTa € KOPEKTHO M30paHa, akTyalHa M aJeKBaTHO
pa3zpaboTeHa.

2. OIIeHKa Ha HAYYHHUTE pE3Y/ITATU U IPUHOCUTE HA NTUCEPTANUOHHUA TPYI

B nucepraninoHHUsA TPy ca MOIYYEHU HAYYHO-IPUJIOKHU U IIPUIOKHU IPUHOCH
C IpaKTHYeCcKa 3HaYMMOCT. [IpemioxkeHn ca Moem Ha KOTHUTUBHA KOMYHUKAIIMOHHA
Mperka, pasy3HaBaHe 3a KnOep3amiaxu U MOZIe] Ha IPOTUBHUK, KOUTO Ch3/1aBaT OCHOBA
3a eMyJlallMsl U aHallu3 Ha cUrypHoctTa Ha SG uHdpacTpyKTypa.

B nucepranmoHHus Tpyd € MNOPOEKTUPAH U PEaJU3NpaH CHEUUAIU3UPaH
KHOEpIoauroH ¢ ekcnepumentania SG-SA cpena, mo3BojIsBalll TeCTBAHE, 00yYCHUE U
OlIeHKa Ha kubepcurypHoctra. [Ipeanoxena e u cuctema 3a 3amura Ha SG KOTHUTUBHU
MPEXH C BUCOKA €(PEKTUBHOCT IPU EKCIIEPUMEHTATHA OIICHKA.

[TonyuenuTe pesynraru mMoraTr jna ObJaT M3IOJ3BAHU B HAy4yHU pa3pabOTKU U
M3CIIEBAaHUS 32 PA3BUTHE W HAATPAKIAHE HA peajiHaTa KUOEPCUTYPHOCT B KJIEThUHU
CUCTEMHU OT IeTo nokojeHue. Cnensa Ja ce moadeprae, 4ye NPEeIIOKEHUTE pEIleHUs
JE€MOHCTpHpAT A00pa CTENEH Ha Bb3MPOU3BOAUMOCT U MPUIOKUMOCT B PEAJIHU CPEJH,
KOETO € Ba)KHO YCJIOBHE 3a BHEAPSBAHE HA PE3YJITATUTE B IIPAKTHKaATa. 10BAa MOBUILIABA
CTOMHOCTTa HAa AUCEPTALMOHHHUS TPYZA KAaKTO OT HAay4yHa, TaKa U OT MPWIOXKHA IJIEAHA
TOYKA.

JIOKTOpaHTBHT € MPENCTABUI CIIUCHK C 3 MyOIUKaIliy TI0 JUCEPTAIUATA, OT KOUTO
JIB€ ca B CHAaBTOPCTBO CaMO C HAyYHUS PHKOBOAMTEN U €IHA € B ChaBTOPCTBO C JIBaMa
yueHd. Taka mosydyeHuTe B AUCEPTALIMOHHUS TPY/ pPE3yATaTH ca CTaHAIM JOCTOSHUE Ha
Hay4HaTa OOIIECTBEHOCT.



3. Kpurnunm Oesie:xKu

1. HamMaM chIIeCTBEHH KPUTUYHU 3a0€JI€KKHU KbM MPEACTABEHUS AUCEPTALMOHEH
Tpyd. Bblpekn ToBa MOXke J1a ce OTOeNekH, Y€ 4acT OT MPEIJIOKEHUTE MOAEIU U
EKCIEPUMEHTAJIHU pe3yiATard Ouxa MODIM Ja ObJaT JONBIHUTEIHO 00OraTeHu U
BAJIMJIUPAHU YPE3 PALIMPSABAHE HA U3MOJI3BAHUTE METOIM 3a aBTOMATU3UPAH aHAJIU3 U
MPOTHO3MpaHe Ha KuOep3ariaxu, KakTo U Ype3 Mpuiarane Ha U3ClieBaHUsTa BbPXY TO-
IIUPOK CIEKTHP OT KOMYHHUKAIIMOHHU TEXHOJIOTUU.

2. IlpenoppuBam Ha k-H WHXK. Pamoctun /[uMoB B Obaele Aa NPOABIKH U
paslIMpyU HAYYHO-HU3CIIENO0BATENICKAaTa CH JEMHOCT IO pasIviekJaHaTa TEMAaTUKa, Karo
HACOYU YCUJIMSITA CH KbM II0-aKTUBHO IYyOJMKyBaHE Ha MOJNYYCHHUTE DE3ylITaru B
PEHOMHPAHU WHJEKCUPAHU HAYYHH CIIMCAHUS C UMMAKT (aKTOp UM UMIIAKT PaHT.

4. 3akiaoueHue

JlucepTallMOHHUAT TpPyJ IOKa3Ba 3aabiI00ueHa TEOpeTHYHA IOATOTOBKA Ha
NOKTOPAaHTa, YMEHHs 34 CaMOCTOATENIHO IPOBEKIAHE Ha HAy4YHU W3CIEABAHUA U
CIIOCOOHOCT 3a pelllaBaHE Ha KOMIUIEKCHU Hay4HO-TIPUJIOKHM 3ala4d B o0jacTra Ha
KHOEpPCUTYPHOCTTa HA CbBPEMEHHH KOMYHHKAIIMOHHU CUCTEMHU.

[IpencraBeHUAT AMCEPTALIMOHEH TPY/ OTroBaps Ha M3MCKBaHUATA Ha 3aKOHA 3a
pa3BUTHE Ha akaJeMUYHUs cbcTaB B PenyOnuka buirapus u [IpaBuiHuka 3a HETOBOTO
MpujaraHe, a ChblI0 Taka M Ha MPOUEAYPHUTE MpaBujia 3a MpUAOOUBAHE HAa HAyYHU
CTETICHU W 3a€MaHE Ha aKaJIeMUYHU JIBXKHOCTH Ha HalmoHasieH BOGHEH YHUBEPCUTET
,Bacui Jlecku” — Benuko ThpHOBO.

5. Onenka Ha qucepTALMOHHUS TPYA

JlaBaM TOJIOKUTENTHA OIICHKA HA JUCEPTAIMOHHUS TPY/ U MpejiaraM Ha KaruTaH
umk. Pamoctun CredanoB /[uMoB na Oblie NMpuChIeHAa oOpa3oBaTelHATa M HaydHA
creneH ,,JIokTop* mo mokTopcka mporpama ,,KubepcurypHoct®, o0gacT Ha BUCILIETO
obpazoBanue S5 ,,TexHM4Yecku Hayku, mpodecuoHaTHO HampapieHue 5.3
,,KOMYHUKaIIMOHHA Y KOMITIOThPHA TEXHHUKA™.

11.01.2026 1. Unen Ha )KypuToO:
rp. Pyce /nou. a-p B. MyTtkoB/



OPINION

by Assoc. Prof. Eng. Valentin Angelov Mutkov, PhD — University of Ruse ,,Angel
Kanchev* on the PhD thesis of master engineer Radoslav Stefanov Dimov on the topic
“Investigation on the Security of Cognitive Communication Systems”, submitted for the
educational and scientific degree “Doctor” in the field of higher education 5. “Technical
Sciences”, professional direction 5.3. ,,Communication and Computer Technology*,
doctoral program “Cybersecurity”.

1. Relevance and significance of the developed scientific problem

I am not personally acquainted with the doctoral candidate Captain Engineer
Radostin Stefanov Dimov.

The dissertation submitted for evaluation comprises 166 pages and includes an
introduction, four chapters, two appendices totaling 9 pages, 21 tables, 132 equations,
and 57 figures. A total of 75 bibliographic sources are cited, of which 69 are in Latin
script and 6 in Cyrillic.

The topic of the submitted dissertation is highly relevant in light of the dynamic
development and increasing complexity of modern telecommunication services, as well
as the need to ensure a high level of security in cognitive communication systems and
fifth-generation (5G) networks. The research is focused on the analysis and enhancement
of the cyber resilience of such systems through the identification and emulation of threats
in a controlled environment, which is of significant importance for both scientific
research and practical applications.

The dissertation examines the architectural characteristics of 5G networks,
proposes models for security, cyber threat intelligence, and adversarial behavior, and
implements a specialized simulation platform (cyber range) for security testing and
evaluation. The conducted simulation experiments have yielded results with scientific
and applied value, which can be used for analysis, training, and improvement of the
protection of cognitive communication networks.

The main content of the presented dissertation fully corresponds to the stated topic,
“Research on the Security of Cognitive Communication Systems.” A particularly
valuable aspect of the research is its interdisciplinary approach, which integrates
communication technologies, cybersecurity, and cognitive models, in line with
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contemporary trends in the development of intelligent networked systems. This adds
further scientific and practical significance to the dissertation. I am not aware of any
similar works comparable to the presented dissertation; therefore, I consider the topic to
be appropriately chosen, relevant, and adequately developed.

2. Evaluation of the scientific results and contributions of the dissertation
work

The dissertation presents scientific-applied and applied contributions with
practical significance. Models of a cognitive communication network, cyber threat
intelligence, and an adversary model are proposed, which provide a foundation for the
emulation and security analysis of 5G infrastructure.

Within the dissertation, a specialized cyber range with an experimental 5G
Standalone (5G-SA) environment has been designed and implemented, enabling
cybersecurity testing, training, and evaluation. In addition, a protection system for 5G
cognitive networks is proposed, demonstrating high effectiveness in experimental
evaluation.

The obtained results can be used in scientific developments and research aimed at
advancing and enhancing real-world cybersecurity in fifth-generation cellular systems.
It should be emphasized that the proposed solutions demonstrate a good level of
reproducibility and applicability in real environments, which is an important prerequisite
for the practical implementation of the results. This increases the value of the dissertation
from both scientific and applied perspectives.

The doctoral candidate has submitted a list of three publications related to the
dissertation, two of which are co-authored solely with the academic supervisor, and one
co-authored with two researchers. Thus, the results obtained in the dissertation have been
disseminated within the scientific community.

3. Critical notes

1. Some of the proposed models and experimental results could be further enriched
and validated by expanding the methods used for automated analysis and prediction of
cyber threats, as well as by applying the research to a broader range of communication
technologies.

2. 1 recommend that Captain Engineer Radostin Dimov continue and further
expand his research activities in the examined field in the future, directing his efforts



toward more active publication of the obtained results in reputable indexed scientific
journals with an impact factor or impact rank.

4. Conclusion

The dissertation demonstrates the doctoral candidate’s profound theoretical
preparation, ability to conduct independent scientific research, and capacity to solve
complex scientific and applied problems in the field of cybersecurity of modern
communication systems.

The submitted dissertation complies with the requirements of the Academic Staff
Development Act of the Republic of Bulgaria and its Implementing Regulations, as well
as with the Procedural Rules for the acquisition of academic degrees and the holding of
academic positions at the “Vasil Levski” National Military University — Veliko Tarnovo.

5. Evaluation of the dissertation work

I give a positive evaluation of the dissertation and propose that Captain Engineer
Radostin Stefanov Dimov be awarded the educational and scientific degree of Doctor in
the scientific specialty “Cybersecurity”, within Higher Education Area 5 “Technical
Sciences”, Professional Field 5.3 “Communication and Computer Engineering.”

11.01.2026 Member of the Jury:
city of Ruse /Assoc. Prof. Eng. Valentin Mutkov, PhD/



