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Ha JUcepTalluoOHHUsA Tpya Ha ulXK. Pagoctun Credanos Jlumon

Ha TeMma ,,M3crienBaHe Ha CUTYpHOCTTa Ha KOTHUTHBHU KOMYHUKAIIMOHHHU
CUCTeMM’, TIPEJCTaBeH 3a MpujoOuBaHEe Ha oOpa3oBarejiHaTa W Hay4yHa CTEIEH
,JOKTOp” B oOmact Ha Buciie obOpa3oBanue 5. ,,JeXHHMYECKH HayKH' ',
npodecuoHanHo HampasieHue 5.3. ,, KoMyHHKallMOHHA U KOMITIOThPHA TEXHHUKA®,
o JOKTOpcKa mporpama ,,Kubepcurypuoct”.

1. AKTYaJIHOCT M 3HAYMMOCT HA Pa3padoTBaHUs HAy4YeH NpodJiemM

[[InpokoTO pa3smpoCTpaHEHNE HA KOTHUTUBHU KOMYHUKAIlMOHHU CUCTEMHU U
TSAXHOTO TMPUJIOKEHUE B PA3IMYHH CPepr Ha OOIIECTBEHUS KUBOT, OCOOCHO B
CTaHJlapTa 3a KJIEThbYHU KOMYHUKAITMOHHU MPEXHU OT METO NoKojeHue 5G, n3ncKkBa
0coO€H MOAXOJl 3a TapaHTUpaHE HAa CUTYPHOCTTAa HAa JOCThIA JI0 TE3U MPEXKHU.
bbp30TO pazBuTHE HA MPEKOBUTE TEXHOJIOTHHM OT HOBO MOKOJIEHUE YE€CTO OCTABs Ha
3aJICH TUIaH BBIIPOCUTE, CBEP3aHH C KHOEPCUTYPHOCTTA UM. J[MCepTalluOHHUSAT TPy
€ pa3paboTeH MO akTyaJlHa TeMa U € MOCBETEH Ha ThPCEHETO W MPUJIAraHeTo Ha
pa3IMYHU METOIM, MOJIEJIN U AJITOPUTMHU 32 TECTBAHE HA CUTYPHOCTTA HA MPEKUTE
¥ OCUTYpsiIBaHE Ha HE0OXOIMMaTa CTENEH Ha 3aluTa.
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[lenTa Ha IUCEPTALIMOHHUS TPYA ChOTBETCTBA B ITBJIHA CTETIEH HA TEMATa My,
a CBHIBPKAHUETO HA OTACITHHUTE TJIABH JIOTHYECKU cieaBa (OpMyIUpaHUTE B
yYBOJHATa 4acT 33a/1a4M 3a pellaBaHe. Temara M ChbABPKAHMETO HA JAUCEPTALMUATA
ChOTBETCTBAT M HAa HAMMEHOBAaHHETO Ha JOKTOpCKara mporpama, B KOSTO CE €
oOyuaBal JOKTOPaHTBHT.

B mepBa m1aBa Ha AMCEepTAMOHHUS TPY/ aBTOPHT MpaBU 0O0OCHOBAH M3BO,
4e BBIIPEKH HapacTBallus Opoil Ha myOIMKaMUTE B CBETOBEH Malllad, OTHACSIIH Ce
70 TIpoOieMuTe Ha KHUOEPCUTYPHOCTTA, rojsiMa 4acT OT Te3HW MpoOJeMu OcTaBar
HEPEIICHU WX YaCTUYHO PEIICHU. B Ta3u Bpb3Ka, aBTOPBT Npeiara HOBHU MOAXOAN
3a moJ00psiBaHE HA CUTYPHOCTTA B SG MOOMITHUTE MPEXKHU.

2. O01ma XapaKTepHCTHKA U CTPYKTYPA HA IUCePTAHOHHHS TPYA

JlucepTalOHHUAT TP/ € CTPYKTYPUPAH B YBOJIHA 4acT (MOTUBH, aKTYaJIHOCT
Ha npobieMa, Leld W 3aJadd), YeTHPU INIaBH, WU3BOJAW, NMPUHOCU, CHHUCHK Ha
nyOnukanuuTe, Oubmuorpadceka crnpaBka U 2 npuiiokeHus. TpyabT cbabpxka 21
tabmuiy, 132 gopmynu u 57 ¢urypu. bpoar Ha H3MOA3BaHUTE JIUTEpPATypHU
M3TOYHULH € 75, OT TAX 6 Ha KHPWINLA, a OCTaHAINUTE 69 Ha JIATHHUIIA.

O6embT Ha nucepTanMoHHUS Tpyad € 166 cTpanuim 0e3 NPUIIOKEHUSTA.
[Tpunoxenusita ca c 00eM OT 9 CTPaHUIIM U ChIBPKAT KOHPUTYPAITMOHHH (ailioBe
(ITpunoxenue 1) u IlpaBuna 3a oTkpruBaHe Ha akTUBHO ckanupaue ([Ipunoxenue 2).

Cunram, 4e nucepTalMOHHUAT Tpyd Ha PagoctuH /[MMOB ChabpKa HAyYHH
WM HAy4YHO-TIPWJIOKHHM PE3YNTaTh W T0Ka3Ba, Y€ KAHAWAATHT NPUTEKaBa
3a1bJI00YEHH TEOPETHMYHU 3HAHMS M CIIOCOOHOCTH 32 CAMOCTOSITEIHU HAy4YHU
W3CleIBaHUsl 1O JIOKTOpcka mporpama ,KubepcurypHoct®. B To3u cmuchi,
JUCepTaIysaTa OTroBaps 1Mo 00eM U ChIbp)KaHWE Ha M3UCKBAHUATA HAa 3aKOHA 3a
pa3BuTHE Ha akajaeMuuHus chctaB B PemyOmuka bearapus (3PACPB) 3a
npuaoOrBaHe Ha 0Opa3oBaTeIHATa U HayyHa CTEIEH ,,JIOKTOP .

3. XapakTepucTHKAa HA HAYYHUTE M HAYYHO-TPWJIOKHHUTE NMPUHOCH B
AUCePpTANMOHHUA TPyI. [locToBepHOCT HA MaTepuaja

[TpuHOCHTE B TMCEPTAIMOHHUS TPYA MOTaT fa ObAaT KiacuduiupaHu, KakTo
cleBa:

Hayuen npunoc:

1. Pa3zpaboreHa e cucteMa 3a KHOEPCUTYPHOCT, IIeJsla MOBHUIIIABAHE Ha
YCTOWYUBOCTTA U OCUTYPSIBaHE Ha HEMPEKBCHAT KOHTPOJI BbPXY KOMIIOHCHTHTE Ha



KOTHUTUBHA Mpexa. (Cucremara € UWHTErpupaHa U KOMOWMHHpa TMIPEBEHIMS,
JETEKIs, peaKius U yrnpaBieHue Ha uHIuAeHTH (§ 4.5).

Hay4Ho-npuioKHu NPUHOCH:

1. PazpaboTenu ca Tpu MaTeMaTHUKO-TIPUIIOKHHU MOJEJa:

- Ha KOTHUTHBHA KOMYHHUKaIlMOHHA Mpexa (§ 2.3.1),

- Ha pa3zy3HaBaHe 3a KuOep3armiaxy B myoauyan 6a3u nanau (§ 2.3.2),

- Ha IpoTUBHUK (§ 2.3.3).

2. Peanu3upan e cuMylallMOHEH CIIEHapuil Ha €KCIEpUMEHTaIHA cpela 3a
M3CJIeIBAHE HAa CUTYPHOCTTAa Ha TNOTPEOUTENICKO O0OpyJIBaHE U MPEXKOBa
uH(ppactpykrypa Ha 5G yactHa mpexa SG-SA (§ 3.2, § 3.3).

IpuioxxHu npuHOCH:

1. MWsrpagen e cnoenuanu3upad KUOEPHMOJMIOH C  MHOTOCJIOWHA
HH(DpACTPYKTypa C I OCHTypsSBaHE Ha BB3MOXKHOCTH 3a HACHTH(UIIMpAHE Ha
cnabocTd B cUMylMpaHara WHQpacTpykrypa, MmogoOpsiBaHe Ha KOOpAMHAIIUATA
MEXIy Y4acTBaIIUTE €KUIIH, OIEHKAa Ha PEaKIUATa MPU UHIMACHTH, OOydeHUE U
ceprudukanus Ha nepconana (§ 3.1);

2. Pa3paboTeH e mpakTUKO-TIPUIIOKEH MozIell, opMaliu3upal] CLieHApUUTe 3a
u3clie/IBAHE Ha KUOEpCUTYpHOCTTa Ha KOMYHHKAIIMOHHA KOTHUTHBHA MpEXka B
cuMyJialiioHHarta rargopma Ha kubepnonurona (§ 4.1, § 4.2, § 4.3).

4. OueHKa HA HAYYHHUTE Pe3yJITATH U IPUHOCUTE HA TUCEPTALUOHHUSA
TpyA

ChiiHOCTTA HA TIONYYEHUTE PE3yITaTd W MNPUHOCUTE MOrar Ja ce
XapakTepu3upar Karo oOoraTsiBaHE Ha ChHIIECTBYBAIM 3HAHUS U Ch3/IaBaHE Ha
MOJIETT, METOJM W aJTOPUTMH 3a MOAOOpsIBAaHE Ha MapaMeTPUTE Ha KOHKPETHU
cuctemu. ChII0 Taka ca HAJIMIIE U NPUIOKEHUS Ha MOCTHXKECHHATA B IIPaKTHUKAra,
MO-KOHKPETHO pPeaTu3UPAHUAT U OMKUCAH B IUCEPTALUATA KHOSPIIOIUTOH.

be3 cbMHEHUME, MOCTUTHATUTE PE3YJITATH M MPUHOCUTE Ca JUYHO AEJIO0 Ha
nokTopaHTa. ExemMenTH Ha 1iiaruaTrcTBO B INCEPTANMOHHUS TPY/ U B MTyOJTUKAIIMHUTE
KbM HETO HE Ca YCTAHOBEHHU. TOBa Ce BUXK/IA U OT MPEIOCTAaBEHUSI B MATEPUAIUTE 110
3amuTara 10kiaj ot cucremara Strikeplagiarism.

5. OneHnka Ha Ny0JIUMKALMHUTE 10 JUCEPTAUMATA U ABTOPCTBOTO

BbB Bpb3Kka ¢ AUCEpPTAMOHHUS TPYHA KaHIWIATHT € MPEACTaBHI OOIIO TPU
nyOTuKaIuu:



- 2 J§oknaga, pa3paboTeHH B CHABTOPCTBO C HAy4YHHS PBKOBOIUTEIL,
MPECTaBEHN Ha MEXIyHApOIHU HaydyHU (POpyMHU B CTpaHaTa KaTo U3JaHUETO Ha
€IUHUA OT Te3U (HOPYyMH € UHACKCHUPAHO B Scopus;

- 1 noxmnan, pa3paboTeH ¢ JIBaMa ChaBTOPHU, MPEACTABEH HA MEXIYHAPOJEH
Hay4yeH (popyM B 4yKOMHA.

[Iyonukanuure ca HanpaseHu B nepuona 2023 r. — 2025 . u cunurtam, 4e Te ca
T Bb3MOXKHOCT Ha HayyHaTa OOILECTBEHOCT Ja C€ 3alo3Hae ¢ JUCePTaluOHHUS
Tpya Ha Pagoctun /lumos.

CermacHO mpenocTaBeHara B MaTepUaMTE MO 3aluTara aBToOHorpadus,
oOmusIT Opoit Ha MyOJIUKAIIMUTE C YYAaCTUETO HA KAaHJUaTa € OCEM.

KbM MOMEHTa Ha peleH3eHTa HE ca U3BECTHU LIUTUPAHUS HA PE3YJITaTUTE OT
M3CIIEBAHETO B IUCEPTALMOHHUS TPY/ HA JOKTOPAHTA.

6. J/IluteparypHa 0CBeIOMECHOCT U KOMIIETEHTHOCT HA JIOKTOPAHTA

[Ipu u3BBpIIBaHE HA W3CIIEABAHUATA U pa3zpaboTkaTa Ha IHUCEPTAIMOHHUS
TPy, aBTOPHT € WU3MOJI3BaJl AKTyaJlHH JIUTEpATypHU IMyOJUKAllMU B KHUTH,
CIIeHMAIM3UPAHN MEXIYHAPOIHU CIIMCAHMS, CalToBe U 0a3u naHHU. [{lutupanusita
Ha JIMTEPaTyPHUTE U3TOUHUIM B TEKCTA HA AUCEPTALUSITA Ca HAIPABEHU KOPEKTHO.
CuutaM, 4e TOKTOPAHTHT MPUTEKAaBA HEOOXOAUMHUTE CIIOCOOHOCTH M KOMITETEHIIUN
3a paboTa chC crenuain3upaHa HayyHa JIuTeparypa.

7. Ouenka 3a apropedepara

ABTopedeparsT € ¢ 00eM OT 45 CTpaHUIIM U B CUHTE3MPAH BUJ JaBa TOUYHA
MpeacTaBa 3a ChABPKAHUETO HAa TUCEPTAIMOHHHS TPYH, OCHOBHHUTE Pa3pabOTKH,
W3CIICIBAHUS U HAYYHU IPUHOCH B HETO. ABTOpedeparhT AaBa IIbJIHA MTPEACTaBa 3a
IpaKTUYeCKaTa MPUIOKUMOCT Ha TOJIyYCHUTE PE3YNITaTH.

8. Kputuunu 0es1e:kku

Karo usio, aucepTraliMOHHUST TPyAd € HalNKWCaH HAa BHUCOKO HHBO M €
ctaparenHo opopmeH. Cpemar ce rpaMaTiYHU U MyHKTYaI[MOHHH TPEITKU, HO OpOsIT
VM € HE3HAYUTEJICH U T€ HE OMAJIOBAXKaBaT TPyJa HA aBTOPA.

[To oTHOmIEHWME Ha CTpPyKTypara Ha AWCEpTaluaTa, CIOpel MEH B
ChABpXKAHUETO OW TpsOBaJO Ja MPHUCHCTBAT YBOJ W 3akitoueHue. MOTHBHTE,
aKTyaJIHOCTTa Ha MpobieMa, IeauTe U 3anaunte Ou TpsOBanio ga ca B yBona. [lo
no00eH HaYMH CTOSAT HeIlaTa W B Kpas Ha aucepranusata. Criopen MeH, oOIuTe



M3BOJIM 110 aucepranusaTa (§4.6) ce cimBar ¢ U3BoauTE 1Mo 4-Ta riaBa. bu TpsoBao
o0mmMTe W3BOJAM, MPUHOCHTE W HACOKHTE 3a MO-HAaTraThllHa pabora 1ma ca B
3aKITFOYCHUETO.

[TpenopbuBam Ha Pagoctun JITuMoB 3a B ObJIeIIIE /1a € CTPEMH Ja pa3paboTBa
¥ TyOJIMKYBa CAMOCTOSITCITHH CTaTHH B CICIIMATM3UPAHU U3IaHUs, HHICKCUPAHU B
cBeroBHUTE 0a3u gaHHM Web of Science nim Scopus.

9. JInuHu Brie4yaTJIeHUs U IPYTH BHIIPOCH, 110 KOUTO PelleH3eHThT CYNTA,
ye cJieJlBa 1a B3eMe OTHOLIEHHe

He no3naBam nuuno nokropanta Pagoctun Jlumos. [lomyuni ceM nipesicraBa
3a Heromara paboTa caMO OT MaTepHalIuTe, IPEJOCTABEHU MU IO MpouLeAypara 3a
3amuTa. JucepTaluoHHUAT TpyH, MyOJUMKallMUTE MO HEro U aBroOuorpadusira
MOKa3BaT, 4€ JOKTOPAHTHT UMa JOCTAaThYHO 3HAHUS, YMEHUS U OMUT Ja U3BHPIIBA
HAy4HO-U3CJIEIOBATEICKA JEMHOCT, KAKTO M Ja peniaBa caMOCTOSITETHO HAy4YHO-
MPWIOKHUA U UHKEHEPHU MPOOTIEMHU.

10. 3akiaouenue

[IpencraBeHUAT 3a peleH3UpaHe AUCEPTALMOHEH TPYH € HAyYHO-IPUIIOKHO
U3CJe/BaHe 10 aKTyaJleH NpoOJeM C Hay4yHH, HAayYHO-NIPWJIOKHU M TNPUIOKHU
OpUHOCU W MyONMKyBaHU pesyiararu. Jlucepranusra U aBTopedeparbT KbM Hes
otroBapAT Ha usznckBanuara Ha 3PACPB 3a npunoouBane Ha OHC ,,nokTop®.

11. OueHka Ha TUCEPTALUUOHHUS TPYH

JlaBaMm 1oJI0KMTEJIHA OLICHKA HA JUCEPTALMOHHUA TPy Ha MHXK. PagocTuH
CredanoB [IumoB Ha Tema ,M3cieqBaHe Ha CUTYpHOCTTa Ha KOTHUTHUBHU
KOMYHUKAIIMOHHU CHUCTEMH W TMpejjiaraM Ha HAy4YHOTO KypU Jla MPUCHIU Ha
KaHauaara oOpa3oBareliHaTa W Hay4yHa CTereH ,,Joktop” B OOIacT Ha BUCIIETO
oOpazoBanue 5. ,Texuuuecku Hayku“, I[Ipodecuonanno namnpaBneHue 5.3

,KOMyHHMKallMOHHAa ¥  KOMIIIOTbPHA  TEXHHUKA®,  JTOKTOpCKa  Iporpama
,,KubepcurypHoct”.
9.01.2026 . Penensenr:..................

rp. lllymen /mou. a-p T. Tpudonos/
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REVIEW

by Assoc. Prof. Tihomir Spirdonov Trifonov PhD,
Associate Professor at the Department of Communication and Computer
Engineering and Security Technologies, Faculty of Technical Sciences, Bishop
Konstantin Preslavski University of Shumen

of the dissertation work of Eng. Radostin Stefanov Dimov

on the topic "Research on the security of cognitive communication systems",
submitted for the acquisition of the educational and scientific degree "doctor" (PhD)
in the Area of higher education 5. "Technical Sciences", Professional field 5.3.
"Communication and Computer Engineering", under the doctoral program
"Cybersecurity".

1. Relevance and significance of the scientific problem being developed

The widespread use of cognitive communication systems and their application
in various spheres of public life, especially in the fifth generation cellular
communication network standard 5G, requires a special approach to ensuring the
security of access to these networks. The rapid development of new generation
network technologies often leaves in the background issues related to their
cybersecurity. The dissertation is developed on a relevant topic and is dedicated to
the search and application of various methods, models and algorithms for testing
network security and ensuring the necessary level of protection.

The purpose of the dissertation work fully corresponds to its topic, and the
content of the individual chapters logically follows the tasks formulated in the
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introductory part. The topic and content of the dissertation also correspond to the
name of the doctoral program in which the doctoral student studied.

In the first chapter of the dissertation, the author makes a well-founded
conclusion that despite the growing number of publications worldwide on
cybersecurity issues, a large part of these problems remains unresolved or partially
resolved. In this regard, the author proposes new approaches to improving security
in 5G mobile networks.

2. General characteristics and structure of the dissertation

The dissertation is structured in an introductory part (motives, relevance of
the problem, goals and objectives), four chapters, conclusions, contributions, list of
publications, bibliography and 2 appendices. The work contains 21 tables, 132
formulas and 57 figures. The number of literary sources used is 75, of which 6 are
in Cyrillic, and the remaining 69 are in Latin.

The volume of the dissertation is 166 pages without the appendices. The
appendices are 9 pages long and contain configuration files (Appendix 1) and Active
Scan Detection Rules (Appendix 2).

I believe that Radostin Dimov's dissertation contains scientific or applied
scientific results and shows that the candidate possesses in-depth theoretical
knowledge and abilities for independent scientific research in the doctoral program
"Cybersecurity". In this sense, the dissertation meets the requirements of the Law on
the Development of the Academic Staff in the Republic of Bulgaria (LDABRB) in
terms of volume and content for the acquisition of the educational and scientific
degree "doctor".

3. Characteristics of the scientific and applied scientific contributions in
the dissertation work. Reliability of the material

The contributions in the dissertation can be classified as follows:

Scientific contribution:

1. A cybersecurity system has been developed to increase resilience and
ensure continuous control over the components of a cognitive network. The system
is integrated and combines prevention, detection, response and incident management
(§ 4.5).

Scientific and applied contributions:

1. Three mathematical and applied models have been developed:



- a cognitive communication network (§ 2.3.1),

- cyber threat intelligence in public databases (§ 2.3.2),

- an opponent (§ 2.3.3).

2. A simulation scenario of an experimental environment for studying the
security of user equipment and network infrastructure of a 5G private network 5G-
SA has been implemented (§ 3.2, § 3.3).

Applied contributions:

1. A Cyber polygon with a multi-layered infrastructure has been developed to
provide opportunities for identifying weaknesses in the simulated infrastructure,
improving coordination between participating teams, assessing incident response,
and training and certification of personnel (§ 3.1);

2. A practically applied model has been developed, formalizing the scenarios
for researching the cybersecurity of a communication cognitive network in the
simulation platform of the cyber polygon (§ 4.1, § 4.2, § 4.3).

4. Evaluation of the scientific results and contributions of the
dissertation work

The essence of the results and contributions can be characterized as the
enrichment of existing knowledge and the creation of models, methods and
algorithms for improving the parameters of specific systems. There are also
applications of the achievements in practice, specifically the cyber polygon
implemented and described in the dissertation.

Without a doubt, the results achieved and the contributions are the personal
work of the doctoral student. Elements of plagiarism in the dissertation work and in
the publications related to it have not been identified. This is also evident from the
report provided in the defense materials from the Strikeplagiarism system.

5. Evaluation of dissertation publications and authorship

In connection with the dissertation, the candidate has submitted a total of three
publications:

- 2 papers, developed in co-authorship with the scientific supervisor, presented
at international scientific forums in the country, the publication of one of these
forums being indexed in Scopus;

- 1 paper, developed with two co-authors, presented at an international
scientific forum abroad.



The publications were made in the period 2023 - 2025 and I believe that they
have given the scientific community the opportunity to become acquainted with
Radostin Dimov's dissertation work.

According to the CV provided in the defense materials, the total number of
publications with the candidate's participation is eight.

At the moment, the reviewer is not aware of any citations of the research
results in the doctoral student's dissertation.

6. Literary awareness and competence of the doctoral student

In conducting the research and development of the dissertation, the author has
used current literary publications in books, specialized international journals,
websites and databases. The citations of literary sources in the text of the dissertation
have been made correctly. I believe that the doctoral student possesses the necessary
abilities and competencies to work with specialized scientific literature.

7. Evaluation of the abstract

The abstract is 45 pages long and, in a synthesized form, provides an accurate
picture of the content of the dissertation, the main developments, research and
scientific contributions therein. The abstract provides a complete picture of the
practical applicability of the obtained results.

8. Critical notes

Overall, the dissertation is written at a high level and is carefully formatted.
There are grammatical and punctuation errors, but their number is insignificant and
they do not belittle the author's work.

Regarding the structure of the dissertation, in my opinion, the content should
include an Introduction and a Conclusion. The motivations, relevance of the
problem, goals and objectives should be in the introduction. The situation is similar
at the end of the dissertation. In my opinion, the general conclusions of the
dissertation (§4.6) merge with the conclusions of Chapter 4. The general
conclusions, contributions and directions for further work should be in the
conclusion.

I recommend that Radostin Dimov strive to develop and publish independent
articles in specialized publications, indexed in Web of Science or Scopus databases,
in the future.



9. Personal impressions and other issues on which the reviewer believes
he should take a position

I do not personally know the doctoral student Radostin Dimov. I have only
gained a view of his work from the materials provided to me during the defense
procedure. The dissertation, the publications on it, and the CV show that the doctoral
student has sufficient knowledge, skills, and experience to carry out scientific
research activities, as well as to independently solve scientific, applied, and
engineering problems.

10. Conclusion

The dissertation submitted for review is a scientific and applied study on a
relevant problem with scientific, scientific and applied and applied contributions and
published results. The dissertation and its abstract meet the requirements of Law on
the Development of the Academic Staff in the Republic of Bulgaria for the award of
the degree “doctor”.

11. Evaluation of the dissertation work

I give a positive assessment of the dissertation work of Eng. Radostin
Stefanov Dimov on the topic "Research on the security of cognitive communication
systems' and I propose to the scientific jury to award the candidate the educational
and scientific degree "doctor" in the Area of Higher Education 5. "Technical
Sciences", Professional Field 5.3 "Communication and Computer Engineering",
doctoral program "Cybersecurity".

9/01/2026 Reviewer: ..................
Shumen /Assoc. Prof. T. Trifonov PhD/



