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OTIroBOPH

oT KanutaH nunxenep Panoctun Credanon J{umos,

aBTOp Ha AMCEPTALMOHEH TPYH Ha Tema ,,J3cnenBane Ha CHTYpHOCTTAa HA KOTHUTUBHH

KOMYHMKAIIMOHHU CUCTEMHU 3a pHU100MBaHe HAa 00pa30BaTeIHATa U HayyHa CTENEH
,,JOKTOp” B 00JIaCT Ha BUCIIIE 00pa3oBaHue 5. ,,[eXHUYECKU HAyKHu ', TPOPECUOHAIHO

HanpasiieHue 5.3. ,,KOMyHHUKallMOHHA ¥ KOMIIIOThPHA TEXHUKA™, IO JOKTOPCKA
nporpama ,,KubepcurypHoct”, Ha KpUTUUHHUTE OENIEeKKHU U IPENOPBHKU B PELIEH3UUTE U
CTAHOBUIIIATa HA YWICHOBETE HA HAYYHOTO JKYPH, OIIPENIETIEHO ChC 3all0OBE Ha
Havanauka Ha Hanmonanen BoeHeH yHUBEpCUTET ,,Bacun JleBcku
Ne P/1-06-397/05.12.2025 1.

VYBaxkaeMH 4WICHOBE Ha HAYYHOTO XKYpPH,

B oTroBop Ha KpUTHYHHUTE OCJICKKH U MPENOPHKUTE B PEIECH3UUTE W CTAaHOBUIIATA
MPEICTABAM CIEAHUTE OTTOBOPU:

[Ipuemam KpUTHUHUTE OCJNEKKHU U MPENOPBKUTE Ha Mpod. ATH WHXK. bopucnas
Wopnanos Bemxes, mpod. n-p mmwk. Posamuua Jlumopa, nou. a-p HEX. THXOMHD
Tpudonos u gou. a-p k. Banentun MyTKoB 3a myOJIMKyBaHe Ha HayYHUTE TPYOBE B
W3JIaHUs C UMIIAKT (aKTOp, KaTO BAXKEH €JIEMEHT B anpolanusita Ha HAyYHUS TPYI U
NOJIydeHUTE pe3yiTard, U Bu yBepsiBam, ue B Objemiara Mu paboTa KaTo HaydeH
PabOTHUK IIIE C€ CTPEMS KbM IMyOJIMKyBaHE Ha PE3YJATATUTE B CIICIIUATIM3UPAHN U3IAaHUS,

WHJIEKCUpaHU B CBETOBHUTE 0a3u gaHHU Ha Scopus u Web of Science. Cuutam, ye
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nyOJUKYBaHETO B M3JaHUsSI C UMAnKT (DAKTOp IIE€ OCUTYpH OOCKTUBHA OLICHKAa Ha
Ka4eCTBOTO Ha PE3y/ITaTUTE U TIXHOTO YTBBbPIKIaBaHE B HAyYHATa OOIIHOCT.

ITo oTHOIIEHNE HA KpUTUYHUTE OCJICIKKHU B PEIIEH3UATA Ha JOI1. A-p HHX. TruxomMup
CnupugonoB TpudoHoB:

VYBaxkaemu A01. 1-p uHK. TpudoHos,

[Ipuemam KpuTHYHUTE OEJEKKH W HAMNPABEHUTE NPENOPBKH, KAaTO OCHOBATCIHHU U
MOJIC3HU 3a OBJNEMOTO MU HAydHO pa3BUTHE. YBepsiBaM Bwu, dYe 1mie monoxa
HEOOXOIUMHUTE YCWJIMS 3a YCBBBPIIEHCTBAHE TEXHUUYECKOTO OQOpMIICHHE W
motoOpsiBaHe Ha HAYYHUS CTHJL.

IIpu pa3zpaboTBaHeTO Ha TPyIa MOTUBHUTE, aKTyaJTHOCTTa Ha MpoOIeMa, MEeIUTe U
3aJlayiTe ca BKJIIOUEHW B HayajHAaTa YBOJHA 4YacT, a OOIIUTE M3BOJAM, MPUHOCUTE U
HACOKWTE 3a TMO-HaTaTblTHAa paboTa ca TPEACTaBEeHH B Kpas Ha YETBbpPTA IJIaBa.
Cnopensam HampaBeHara oT Bac 3abenexka OTHOCHO HEOOXOJUMOCTTa OT MO-SICHO
CTPYKTypHpaHE Ha JUCEPTAIMOHHHS Tpyd upe3 000coO0sBaHE Ha CaMOCTOATEITHU
pasnenu ,,YBoa' u ,,3aKJIIO4eHHE, KOETO OU MOJ0O0PUIIO JIOTMYECKATa 3aBbPIICHOCT Ha
JUCepTaIusTa.

IIpuemam HampaBeHara oT Bac mpemopbka 3a CTpeMeX KbM pa3paboTBaHe U
myOMKyBaHE Ha CAaMOCTOSTEITHU CTaTHH B CIICIIMAIM3UPAHN W3/IaHUS, WHICKCHPAHU B
cBeroBHUTE 6a3u nanHu Web of Science u Scopus.

ITo oTHOIIEHNE HA KPUTUYHUTE OCNIEKKH B CTAHOBHUIIETO Ha TIPod. I-p WHXK.
Pozanuna Credanona [lumona:

VYBaxxaema npod. 1-p unxk. J[umona,
bnaromapss Bu 3a HampaBeHUTE KOHCTAaTallMK W MPEHOPBKUTE, KOUTO TpHEeMaM KaTo
KOPEKTHB ¥ BAYKCH OPUCHTHP B OBJICIIUTE MU HAYYHH H3CIICIBAHMUS.

Hanbnao criomensm Bamrero cranoBuine, ye pa3pabOTEHUTE TPH MaTeMaTHKO-
MPWIOKHU MOJIeJIa MOTaT W cileiBa Ja ObJar MPOBEPEHH B MO-IIMPOK CHEKTHP OT

CIIEHAPHH, BKIIFOUYUTEITHO B PEATHA MPEKOBH CPEIM U3BHH CUMYJIAIIMOHHATA TIaTdhopMma.



ToBa 1Ie MO3BOJIHM I10-3a4BJI00YEHO H3CJEABAaHE Ha IIOBEIECHHETO HAa KOTHUTHBHUTE
MpPEKHU B PEATHU YCIIOBUS.

OrpaHnyaBaHeTO Ha EKCIEPUMEHTAIHUTE W3CICIBaHUA 10 CHUMYJAllMOHHATA
cpena € Ch3HATEITHO METOAOJOTHYHO pelieHHe, 00yCIOBEHO OT HEOOXOAMMOCTTa OT
KOHTPOJIMPaHa U B3MPOU3BOJIMMA EKCIIEPUMEHTAIIHA CPEla, KAKTO U Bb3MOKHOCTHUTE 3a
U3CJIC/IBAHE HA CHUTYpHOCTTa M OTpaboTBaHe Ha OGQaH3UBHU KHOEpOIIepalnH,
CeIMMUHHUPANKKA PUCKBT OT HapyllaBaHe padoTrara Ha YCIYTHT€ B PEATHU
MPOU3BOICTBEHU MPEXKHU.

B cbi10T0 Bpeme, ChbM Ha'bJIHO CHIVIACEH, Y€ PA3IMIUPSIBAHETO KbM XUOPUIHU U
NyOJIMYHA MpPEXKU 1€ TMOBUIIM MNPUWIOKHUMOCTTa M MPaKTUYECKaTa CTOMHOCT Ha
MPEIJI0KEHUTE MOJIEIIH.

[To kputnuHUTE OEJIE)KKKM B CTAHOBHUIIETO Ha JOL. J-p WHXK. PoceH ATaHacoB
bornanos:

YBaxaemu J1011. 1-p UHXK. bormanos,
brnaronapss Bu 3a 3aab1004€HOTO CTaHOBHUILE, BHUCOKAaTa OIEHKA M HAaNpPaBEHUTE
IPENOPBKU IO JWCEPTAIMOHHUS MU Tpyd. [Ipuemam KpUTHYHUTE OCIEKKH KaTo
HaIThJTHO OCHOBATEIHU U IIEHHU 3a OBJICUIOTO PA3BUTHE HA U3CJICABAHETO.

[To xputuuHara OejieXKa OTHOCHO OrpaHMYaBAaHETO Ha W3CIEABAHETO JO
rpaXIaHCKU KOTHUTHBHU Mpexku (5G) - HambIHO CIIOAENSIM HampaBeHara oT Bac
3a0eNie’)kKa, Y€ B JUCEPTALMOHHUS TPYA AaKUEHTHT € IOCTAaBEeH OCHOBHO BBPXY
KOTHUTUBHU MPEXH OT TPAXKIAHCKH THII, B YAaCTHOCT KJIEThUHHM MPEKHU OT IETO
MOKOJICHHE, JOKAaTO KOTHUTUBHUTE KOMYHUKAIMOHHU CHUCTEMH, MPEIHA3HAYCHU 3a
HY)KIUTE Ha CUTYpHOCTTa U OTOpaHaTa, HE ca OOEKT Ha CaMOCTOSTEIHO
eKCIIEpMMEHTAJIHO H3cjefBaHe. ToBa OrpaHWYECHHE € Ch3HATEIHO BBBEICHO IMOPAJIU
CJIICIHUTE PUYNHMU:

1. JIOCTBIHOCT M BB3MPOU3BOAUMOCT Ha EKCIIEpUMEHTAIHATa Cpeia — M3IMOJI3BaHETO

Ha 5G-0a3upaHa KOTHUTHBHA apXUTEKTypa MO3BOJISIBA M3TPAKIAHE HA HAITBIHO



BB3IPOU3BOIMMA CUMYJIAIlMOHHA Cpela, JOCThIIHA 32 HaydyHara OOIIHOCT, 0e3

OTpaHUYCHUS, CBbP3aHM C KiacuduimpaHa nHGOpMaIs.

2. PazpaboreHure B  JUCEPTAMOHHUS TPyl MOJAEIM Ha  KOTHUTHBHA

KOMYHHUKAI[MOHHA Mpe’ka, pazy3HaBaHe 3a KuOep3ariaxy U MOAEN Ha MIPOTUBHUK

ca MPOEKTUPAHHU KaTO ApXUTEKTYPHO HE3aBUCUMH OT KOHKPETHOTO MPUIIOKECHHE U

Morar nAa ObAarT JUPEKTHO aJalnTUpPaHd KbM MpPEXKH CbC CICIHAIHO

npeaHa3HauYeHue.

[Ipuemam wu3Is10 npenopbkara Bu, ye pazpaboTeHUSAT MoieN U KUOEPIIOIUTOH
MMaT TIOTCHIMAJI 32 pa3lIMpsSBaHE W aJanTalys KbM CHEIU(UIHUTE U3UCKBAHUS HA
BOCHHHM W CIICIMAM3UPAaHd KOTHUTHUBHU MpEXH. B Ta3u Bpb3ka OWX HCKaI Ja
noayepras, 4ye apXUTEKTypaTa Ha PE/IJIOKEHUST KHOEPIIOIUTOH TT03BOJISIBA:

e pcajHa emynanus Ha cieupuIHN NpoduIn Ha MPOTUBHUK;

® BBHBEXK/AHE HA BOCHHU KOMYHUKAIIMOHHU TTPOTOKOJIM U PEKUMH Ha paboTa;

e jeduHHpaHE HA CIICHAPHH, XapaKTEPHH 3a CHCTEMUTE 3a KOMaH/BaHE U
ynpasienue (C2), TaKTHUECKH MPEXU U PATUOMPEKH CHC CHEIUATHO
npeaHa3HauYeHuE.

PazpaboTeHusT KUOEPIOIUTOH € MPOEKTUPaH MOAYITHO, KOETO MO3BOJISABA JIECHA
ajanTamys KbM Cielu(pUIHN U3UCKBaHMSI, T0OaBSIHE Ha HOBU (PYHKIIMHM U CTIOCOOHOCTH,
WHTETpaIisl Ha JOMBIHUTEIHU CJOEBE 3a CHUTYpHOCT, KaKTO W CHMYJAIus Ha
IIeJICHACOYCHH aTaKH, XapaKTEePHH 3a CpejiaTa Ha CUTYpPHOCTTa U oTOpaHara.

Cunram, dye HarmpaBeHaTa oT Bac mpenopbka ouepTaBa JOTHYHO HAMpaBlIeHUE 32
OBbIeIM U3CIeIBaHU.

[To oTHOmIeHWE HA KPUTUYHUTE OCNEKKU B CTAHOBMIIETO HA JOIM. J-p WHXK.
Banentun AnrenoB MyTKoOB:

YBaxkaeMu J1011. J1-p UHXK. MyTKOB,



Crnonensim HampaBeHaTta oT Bac mpemopbka 3a pa3mupsiBaHe Ha M3MOA3BAHUTE METOIH
3a aBTOMATH3HMpaH aHaJIN3 U MPOTHO3MpaHe Ha KuOep3aruiaxu, KakTo U 3a IpoBepKa Ha
MOJICJIUTE B TIO-IIIUPOK CTIEKTHP OT KOMyHUKAIIMOHHU TEXHOJIOTHH.

B pamkuTe Ha HacokuTe 3a MO-HATaThIIHA padoTa ce IUIaHWpa paslIupsBaHe Ha
BB3MOKHOCTHTE Ha MOJIe]a 3a pa3y3HaBaHE Ha KuOep3ariaxu 4pe3 H3MOJI3BaHEe Ha
IBII00KA HEBPOHHA MPEXka, KOSITO J1a ce 00y4u ¢ 0a3u JaHHH 32 TPOTUBHUKOBH TAKTHUKH,
TEXHUKHA W TPOLEAYPH, C el TmogoOpsiBaHe HAa TOYHOCTTA NMPHU HACHTH(PHUIIUPAHE Ha
MOTEHIIMAIHA 3aruiaxv. MoIenbT MOXe 1a Oble pealn3upaH KaTo MyOJudHO yeO
MIPUWJIOKEHUE C OTBOPEH JOCTHII, KaTo B OekeHma mie (yHKIIMOHUPA H3KYCTBCHHUST
WHTEJICKT, a MOTPEOUTENNTE IIIe B3aUMOJACHUCTBAT C HETO Ype3 MEXIUHEH MPHIOKHO-
nporpamen uHrepdeiic, Application Programming Interface (API).

VYBepsiBaM BW, Y€ HaNpaBEHUTEC KPUTHYHHU OCIEKKH M TPETOPHKHU e Obaar B
OCHOBaTa Ha OBbJeHIMTe MU U3CIeABaHUS B cdepara Ha KHOEPCUTYPHOCTTA H

KOMYHUKAIIHOHHUTC TCXHOJIOTWHU, KAKTO U B aKaACMHUYHATA MU I[GﬁHOCT.

26.01.2026 1. C yBaxeHue:

rp. lllymen KaluTaH Panoctun /Inmos
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ANSWERS

by Captain Engineer Radostin Stefanov Dimov,
author of a dissertation on the topic “Investigation of the security of cognitive
communication systems” for the acquisition of the educational and scientific degree
"Doctor" in the field of higher education 5. "Technical sciences", professional field 5.3.
"Communication and computer technology", under the PhD program "Cybersecurity",
of the critical notes and recommendations in the reviews and opinions of the members
of the scientific jury, appointed by order Ne PJ1-06-397/05.12.2025
of the Rector of Vasil Levski National Military University.

Dear members of the scientific jury,

In response to the critical notes and recommendations in the reviews and opinions, |
present the following responses:

I accept the critical remarks and recommendations of Prof. Eng. Borislav
Yordanov Bedzhev DSc, Prof. Eng. Rozalina Dimova PhD, Assoc. Prof. Eng. Tihomir
Trifonov PhD and Assoc. Prof. Eng. Valentin Mutkov PhD for the publication of
scientific papers in journals with an impact factor, as an important element in the
approbation of the scientific work and the results obtained, and I assure you that in my
future work as a researcher I will strive to publish the results in specialized journals
indexed in the world databases of Scopus and Web of Science. I believe that publication
in journals with an impact factor will provide an objective assessment of the quality of
the results and their validation in the scientific community.

Regarding the critical remarks in the review of Assoc. Prof. Eng. Tihomir

Spiridonov Trifonov, PhD:
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Dear Assoc. Prof. Eng. Trifonov PhD,

I accept the critical remarks and recommendations made as justified and useful for my
future scientific development. 1 assure you that I will make the necessary efforts to
improve the technical layout and improve the scientific style.

In the development of the work, the motives, relevance of the problem, goals and
tasks are included in the initial introductory part, and the general conclusions,
contributions and guidelines for further work are presented at the end of the fourth
chapter. I share your remark about the need for a clearer structuring of the dissertation
by separating separate sections "Introduction" and "Conclusion", which would improve
the logical completeness of the dissertation.

I accept your recommendation to strive for the development and publication of
independent articles in specialized journals, indexed in the world databases Web of
Science and Scopus.

Regarding the critical notes in the opinion of Prof. Eng. Rozalina Stefanova
Dimova PhD:

Dear Prof. Eng. Dimova PhD,

Thank you for your findings and recommendations, which I take as a corrective and
important guide in my future research.

I fully share your view that the proposed three mathematically applied models can
and should be tested in a wider range of scenarios, including in real network
environments outside the simulation platform. This will allow for a more in-depth study
of cognitive network behavior in real-world configurations.

Limiting experimental research to the simulation environment is a conscious
methodological decision due to the need for a controlled and reproducible experimental
environment, as well as the possibilities for security research and working out offensive
cyber operations, eliminating the risk of disruption of services in real production

networks.



At the same time, I fully agree that the expansion to hybrid and public networks
will increase the feasibility and practical value of the proposed models.

On the critical remarks in the opinion of Assoc. Prof. Eng. Rosen Atanasov
Bogdanov PhD:

Dear Assoc. Prof. Eng. Bogdanov PhD,

Thank you for your in-depth opinion, the high assessment and the recommendations
made on my dissertation. I accept the critical remarks as fully valid and valuable for the
future development of the research.

Regarding the critical note about the limitation of research to civilian cognitive
networks (5QG) - I fully share your remark that the emphasis is placed mainly on civilian-
type cognitive networks, in particular fifth-generation cellular networks, while cognitive
communication systems designed for security and defense needs are not subject to
independent experimental research. This restriction was deliberately introduced for the
following reasons:

1. Accessibility and reproducibility of the experimental environment — the use of a
5G-based cognitive architecture allows the construction of a fully reproducible
simulation environment accessible to the scientific community, without
restrictions related to classified information.

2. The models of cognitive communication network, cyber threat intelligence, and
adversary model developed in the dissertation are designed to be architecturally
independent of the specific application and can be directly adapted to special
purpose networks.

I fully accept your recommendation that the developed model and cyber range
have the potential to expand and adapt to the specific requirements of military and
specialized cognitive networks. In this regard, I would like to emphasize that the
architecture of the proposed cyber range allows:

e real emulation of specific enemy profiles;



¢ introduction of military communication protocols and modes of operation;
e defining scenarios specific to command and control (C2) systems, tactical
networks and special purpose radio networks.

The developed cyber range is designed modularly, which allows easy adaptation
to specific requirements, adding new functions and abilities, integration of additional
security layers, as well as simulation of targeted attacks typical of the security and
defense environment.

I believe that your recommendation outlines a logical direction for future research.

Regarding the critical notes in the opinion of Assoc. Prof. Eng. Valentin Angelov
Mutkov PhD:

Dear Assoc. Prof. Eng. Mutkov PhD,

I share your recommendation to expand the methods used for automated analysis and
forecasting of cyber threats, as well as to validate models in a wider range of
communication technologies.

Within the framework of the guidelines for further work, it is planned to expand
the capabilities of the cyber threat intelligence model by using a deep neural network
trained with databases of adversary tactics, techniques and procedures, in order to
improve the accuracy of identifying potential threats. The model can be implemented as
an open access public web application, with artificial intelligence operating in the
backend and users interacting with it through an intermediate Application Programming
Interface (API).

I assure you that the critical remarks and recommendations made will inform my
future research in the field of cybersecurity and communication technologies, as well as

in my academic activities.

26.01.2026 Respectfully:

Shumen captain Radostin Dimov



